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Purpose:    To provide a clear understanding of what a Business Associate and a Business Associate Agreement is and when they must be used by all entities within the BIDMC Organized Health Care Arrangement (OHCA refer to PV-01 Beth Israel Deaconess Medical Center Organized Health Care Arrangement).  

	Policy Statement: 

It is the goal of Beth Israel Deaconess Medical Center OHCA to comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA), and to maintain clearly defined policies for all members of the BIDMC Organized Health Care Arrangement (OHCA) members on how to do so.


Most health care providers do not carry out all of their health care activities and functions by themselves. They often use the services of a variety of other persons or businesses. The HIPAA Privacy Rule and Security Rule allow covered entities to disclose Private Health Information (PHI) to these Business Associates if they obtain satisfactory assurances that the Business Associate will use the information only for the purpose for which it was engaged by the covered entity, will safeguard the information from misuse, and will help the covered entity comply with some of the covered entity’s duties under the Privacy Rule and Security Rule. 

The Privacy Rule and Security Rule require that a covered entity obtain satisfactory assurances from its Business Associates that the Business Associate will appropriately safeguard the Protected Health Information it receives or creates on behalf of the covered entity. The satisfactory assurances must be in writing, whether in the form of a contract or other Business Associate Agreement between the covered entity and the Business Associate. 
Policy:
Business Associate Agreements are required between all BIDMC OHCA members and all existing and/or new Business Associates. 
Any employee initiating a new Business Associate relationship or contract must obtain a signed Business Associate Agreement from the Business Associate prior to initiating services. 

Failure to execute and return a Business Associate Agreement may be grounds for termination of the service agreement or contract.

All Business Associate contracts and Business Associate Agreements will be kept on-site by the contracting department.

Attachment A:  Sample Business Associate Agreement containing all required elements.
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BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”), dated as of _______, 2006, is entered into by and between _____________ with an address at ________​_____________ (“Business Associate”) and Beth Israel Deaconess Medical Center, Inc., with an address at 330 Brookline Avenue, Boston, Massachusetts 02215 (“Covered Entity”), (each a “Party” and collectively, the “Parties”).

WHEREAS, Business Associate is a _______________________and Covered Entity is a healthcare provider.  The Parties have entered into a contract dated _________________________ (the “Contract”) pursuant to which Business Associate agrees to provide certain products and/or services to and on behalf of Covered Entity.  

WHEREAS, Business Associate regularly receives, uses and/or discloses Protected Health Information (as defined below) in its performance of the Contract on behalf of Covered Entity, as described below.  Both Parties are committed to complying with the Privacy Regulations and the Security Regulations (as such terms are defined below) under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”). 

WHEREAS, the Privacy Regulations and the Security Regulations require Beth Israel Deaconess Medical Center, Inc. as the Covered Entity to enter into a contract  (this “Agreement”) with the Business Associate prior to the disclosure of Protected Health Information.  This Agreement is incorporated into the  Contract as Appendix _____, and amends the Contract effective _______________________ (“Effective Date”).

WHEREAS, this Agreement sets forth the terms and conditions pursuant to which Protected Health Information that is provided, created or received by Business Associate from or on behalf of  Covered Entity will be handled between Business Associate and Covered Entity, and with third parties, during the term of the Contract and after its termination.

The parties agree as follows:

1. DEFINITIONS

The following capitalized terms, as used in this Agreement, shall have the meanings set forth below.  Terms used, but not otherwise defined in this Agreement shall have the same meaning as those terms in 45 C.F.R. §160.103, §164.304, and §164.501.

1.1 “Administrative safeguards” shall have the same meaning as the term “administrative safeguards” set forth in 45 C.F.R. §164.304, as such provision is currently drafted and as it is subsequently amended or revised.

1.2 “Data Aggregation” shall have the same meaning as the term “data aggregation” set forth in 45 C.F.R. §164.501, as such provision is currently drafted and as it is subsequently amended or revised.

1.3 “Electronically Maintained” shall mean information stored by a computer or on any electronic medium from which information may be retrieved by a computer, such as electronic memory chips, magnetic tape, disk, or compact disc media.

1.4 “Electronically Transmitted” shall mean information exchanged with a computer using electronic media, such as the movement of information from one location to another using magnetic tape, disk or compact disc media; transmissions over the Internet, Extranet, leased lines, dial-up lines, or private networks; but excluding information exchanged using paper-to-paper facsimiles, person-to-person telephone calls, video teleconferencing, voicemail messages, telephone voice response or “faxback” systems.

1.5 “Individual” shall have the same meaning as the term “individual” in 45 C.F.R. §164.501 and shall include a person who qualifies as a personal representative in accordance with 45 C.F.R. §164.502(g).
1.6 “Physical Safeguards” shall have the same meaning as the term “physical safeguards” set forth in 45 C.F.R. §164.304, as such provision is currently drafted and as it is subsequently amended or revised.
1.7 “Privacy Regulations” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. part 160 and part 164, subparts A and E, as such provisions are currently drafted and as they are subsequently amended or revised.
1.8 “Protected Health Information” shall have the same meaning as the term “protected health information” in 45 C.F.R. §164.501, limited to the information created or received by Business Associate from or on behalf of Covered Entity.
1.9 “Secretary” shall mean the Secretary of the Department of Health and Human Services or his or her designee. 
1.10 “Security Incident” shall have the same meaning as the term “security incident” set forth in 45 C.F.R. §164.304, as such provision is currently drafted and as it is subsequently amended or revised.
1.11 “Security Regulations” shall mean the Security Standards at 45 C.F.R. part 160, part 162, and part 164, subparts A and C, as such provisions are currently drafted and as they are subsequently amended or revised.
1.12 “Technical Safeguards” shall have the same meaning as the term “technical safeguards” set forth in 45 C.F.R. §164.304, as such provision is currently drafted and as it is subsequently amended or revised.
1.13 “Privacy Official” shall have the meaning as set out in 45 C.F.R. §164.530(a)(1), as such provision is currently drafted and as it is subsequently amended or revised.  
2. PERMITTED USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION

2.1
Services.  Except as otherwise specified herein, Business Associate may make any and all uses of Protected Health Information necessary to perform its obligations under the Contract.  All other uses not authorized by this Agreement are prohibited.  Moreover, Business Associate may disclose Protected Health Information for the purposes authorized by this Agreement only:

(a) to its employees, subcontractors and agents, in accordance with Section 3.1(e), 

(b) as directed by Covered Entity, or

(c) as otherwise permitted by the terms of this Agreement including, but not limited to, Section 2.2 below.

2.2
Business and Other Activities of Business Associate.  Unless otherwise limited herein, the Business Associate may:

(a) Use the Protected Health Information for the proper management and administration of Business Associate and to fulfill any present or future legal responsibilities of Business Associate provided that such uses are permitted under state and federal confidentiality law.

(b) Disclose the Protected Health Information to third parties for the proper management and administration of Business Associate or to fulfill any present or future legal responsibilities of Business Associate, provided that:

(i) the disclosures are required by law, or 

(ii) Business Associate has received from the third party written assurances  regarding the confidential treatment of such Protected Health Information as required under 45 C.F.R. §164.504(e)(4)(ii)(B)(1), and that the third party will notify Business Associate of any instances of which it is aware in which the confidentiality of the Protected Health Information has been breached.

(c) Use Protected Health Information to provide Data Aggregation services to Covered Entity as permitted by 45 C.F.R. §164.504(e)(2)(i)(B).  Under no circumstances may Business Associate disclose Protected Health Information of Covered Entity to another covered entity absent the explicit authorization of Covered Entity.

3. OBLIGATIONS OF THE PARTIES WITH RESPECT TO PROTECTED HEALTH INFORMATION

3.1
Obligations of Business Associate.  With regard to the use and/or disclosure of Protected Health Information, Business Associate hereby agrees to do the following:

(a) Use and/or disclose the Protected Health Information only as permitted or required by this Agreement or as otherwise required by law.

(b) Report to the designated Privacy Official of Covered Entity, in writing, any use and/or disclosure of the Protected Health Information that is not permitted or required by this Agreement of which Business Associate becomes aware, within two business days of the Business Associate’s discovery of such unauthorized use and/or disclosure.

(c) Report to the designated Privacy Official of Covered Entity, in writing, any Security Incident of which Business Associate becomes aware, within two business days of the Business Associate’s discovery of such Security Incident.

(d) Use appropriate safeguards to maintain the security of the Protected Health Information and to prevent unauthorized use and/or disclosure of such Protected Health Information.

(e) Require all of its subcontractors and agents that receive or use, or have access to, Protected Health Information under this Agreement to agree, in writing, to adhere to the same restrictions and conditions on the use and/or disclosure of Protected Health Information that apply to Business Associate pursuant to Section 3 of this Agreement.

(f) Make available all records, books, agreements, policies and procedures relating to the use and/or disclosure of Protected Health Information to Covered Entity or the Secretary, in a time and manner designated by Covered Entity or the Secretary, for purposes of the Secretary determining Covered Entity’s compliance with the Privacy Regulations and the Security Regulations, subject to attorney-client and other applicable legal privileges.

(g) Within 7 calendar days of receiving a written request from Covered Entity, provide to Covered Entity such information as is requested by Covered Entity to permit Covered Entity to respond to a request by an Individual under 45 C.F.R. §164.524, which entitles Individuals access to their own Protected Health Information.

(h) Within 7 calendar days of receiving a written request from Covered Entity, provide to Covered Entity such information as is requested by Covered Entity to permit Covered Entity to respond to a request by an Individual for an amendment of the Individual’s Protected Health Information under 45 C.F.R. §164.526.  Accordingly, Business Associate will promptly incorporate any amendment(s) to the Protected Health Information that Covered Entity directs or agrees to be made.

(i) Within 7 calendar days of receiving a written request from Covered Entity, provide to Covered Entity such information as is requested by Covered Entity to permit Covered Entity to respond to a request by an Individual for an accounting of the disclosures of the Individual’s Protected Health Information in accordance with 45 C.F.R. §164.528.

(j) Subject to Section 4.3 below, return to Covered Entity or destroy, within thirty (30) calendar days of the termination of this Agreement, the Protected Health Information in its possession and retain no copies (which for purposes of this Agreement shall include all backup tapes or files).

(k) Disclose to its subcontractors, agents or other third parties, and request from Covered Entity, only the minimum Protected Health Information necessary to perform or fulfill a specific function permitted hereunder. 

(l) Establish procedures for mitigating, to the greatest extent possible, any deleterious effects from any improper use and/or disclosure of Protected Health Information that Business Associate reports to Covered Entity. 

3.2
Compliance with the Security Regulations.  Business Associate will comply with all requirements of the Security Regulations.   In particular, with respect to all Protected Health Information that is Electronically Transmitted or Electronically Maintained, Business Associate shall implement administrative safeguards, physical safeguards, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of Protected Health Information Electronically Transmitted or Electronically Maintained that the Business Associate creates, receives, maintains, or transmits on behalf of the Covered Entity, all as required by, and set forth more specifically in, the Security Regulations.

3.3
Obligations of the Covered Entity.  With regard to the use and/or disclosure of Protected Health Information by Business Associate, Covered Entity hereby agrees to do the following:

(a) Provide Business Associate with the notice of privacy practices that Covered Entity produces in accordance with 45 C.F.R. §164.520, as well as any changes to such notice.

(b) Use good faith efforts to inform Business Associate of any changes in, or revocation of, authorization provided to Covered Entity by an Individual to use or disclose Protected Health Information, if such changes affect Business Associate’s permitted uses and disclosures.  If applicable to services provided to or on behalf of Covered Entity, inform Business Associate of any opt-outs exercised by any individual from fundraising activities of Covered Entity pursuant to 45 C.F.R. §514(f). 

(c) Notify Business Associate of any arrangements permitted or required of Covered Entity under the Privacy Regulations that may impact in any manner the use and/or disclosure of Protected Health Information by Business Associate under this Agreement, including any restriction on the use or disclosure of Protected Health Information that Covered Entity has agreed to in accordance with 45 C.F.R. §164.522.

4. TERM AND TERMINATION

4.1
Term.  This Agreement shall become effective on the Effective Date and shall continue in effect until all of the Protected Health Information provided by Covered Entity to Business Associate, or created or received by Business Associate on behalf of Covered Entity is destroyed or returned to Covered Entity, or, if it is infeasible to return or destroy Protected Health Information, protections are extended to such information in accordance with the termination provisions in this Section 4.  In addition, certain provisions and requirements of this Agreement shall survive its expiration or other termination in accordance with Section 7.3 herein.

4.2
Termination for Cause.  As provided in 45 C.F.R. §164.314(a)(2)(i)(D) and §164.504(e)(2)(iii), Covered Entity may immediately terminate this Agreement and any related agreements, if Covered Entity makes the determination that Business Associate has breached a material term of this Agreement.  Covered Entity may choose to provide Business Associate with written notice of the alleged breach and afford Business Associate an opportunity to cure said breach to the satisfaction of Covered Entity within fourteen (14) calendar days after Business Associate’s receipt of such notice.  Failure to cure in the manner set forth in this Section is grounds for immediate termination of this Agreement and any related agreements.

4.3
Effect of Termination.

(a) Except as provided in Section 4.3(b) below, upon termination of this Agreement for any reason, Business Associate shall return or destroy all Protected Health Information received from Covered Entity, or created or received by Business Associate on behalf of Covered Entity.  This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate.  Business Associate shall retain no copies of the Protected Health Information.

(b) In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or destruction infeasible.  Upon mutual agreement of the Parties that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this Agreement to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information.
5. CONFIDENTIALITY

In the course of performing under this Agreement, each Party may receive, be exposed to or acquire Confidential Information including, but not limited to, all information, data, reports, records, summaries, tables and studies, whether written or oral, fixed in hard copy or contained in any computer data base or computer readable form, as well as any information identifiable as confidential (“Confidential Information”) of the other Party.  For purposes of this Agreement, Confidential Information shall not include Protected Health Information, the security of which is the subject of this Agreement and is provided for elsewhere.  The parties, including their employees, agents or representatives (i) shall not disclose to any third party the Confidential Information of the other Party except as otherwise permitted by this Agreement, (ii) shall only permit use of such Confidential Information by employees, agents and representatives having a need to know in connection with performance under this Agreement and the Service Contract, and (iii) shall advise each of their employees, agents, and representatives of their obligations to keep such Confidential Information confidential.  Notwithstanding anything herein to the contrary, each Party shall be free to use, for its own business purposes, any ideas, suggestions, concepts, know-how or techniques contained in information received from each other that directly relates to the performance under this Agreement.  This provision shall not apply to Confidential Information: (a) after it becomes publicly available through no fault of either Party, (b) which is later publicly released by either Party in writing, (c) which is lawfully obtained from third parties without restriction, or (d) which can be shown to be previously known or developed by either Party independently of the other Party.

6. INDEMNIFICATION

The Parties agree to indemnify and hold harmless each other and each other’s respective employees, directors, officers, subcontractors, agents or other members of its workforce, (each an “indemnified party”) against all actual and direct losses suffered by the indemnified party and all liability to third parties arising from or in connection with any breach of this Agreement or of any warranty hereunder or from any negligence or wrongful acts or omissions in relation to this Agreement, including failure to perform its obligations under the Privacy Regulations and the Security Regulations, by the indemnifying party or its employees, directors, officers, subcontractors, agents or other members of its workforce.  Accordingly, on demand, the indemnifying party shall reimburse any indemnified party for any and all actual and direct losses, liabilities, lost profits, fines, penalties, costs or expenses (including reasonable attorneys’ fees) which may for any reason be imposed upon any indemnified party by reason of any suit, claim, action, proceeding or demand by any third party which results from the indemnifying party’s breach hereunder.  The Parties’ obligation to indemnify any indemnified party shall survive the expiration or termination of this Agreement for any reason.

7. MISCELLANEOUS

7.1
Integration of Terms and Conditions.  This Agreement shall be and hereby is incorporated into the provisions of the Contract.  Any provisions of the Contract and other related documents not inconsistent herewith shall also apply to this Agreement as if they were one and the same document.  In the event of any inconsistencies as to matters addressed in this Agreement, the terms and conditions of this Agreement shall prevail.  

7.2
Relationship of Parties.  Business Associate, in furnishing services pursuant to the Contract and other related documents thereunder, is acting as an independent contractor, and Business Associate has the sole right and obligation to supervise, manage, contract, direct, procure, perform or cause to be performed, all work to be performed by Business Associate under this Agreement.  Business Associate is not an agent of Covered Entity, and has no authority to represent Covered Entity as to any matters, except as expressly authorized in this Agreement.

7.3
Survival.  The respective rights and obligations of Business Associate and Covered Entity under Sections 4, 5 and 6 of this Agreement shall survive the termination of this Agreement indefinitely.

7.4
Amendments; Waiver.  The Parties agree to take such action as is necessary to amend this Agreement from time to time as is necessary for Covered Entity to comply with the requirements of the Privacy Regulations and the Security Regulations.  Notwithstanding anything herein to the contrary, this Agreement may not be modified, nor shall any provision hereof be waived or amended, except in a writing duly signed by authorized representatives of both Parties.  A waiver with respect to one event shall not be construed as continuing, or as a bar to or waiver of any right or remedy as to subsequent events.

7.5
Interpretation; Regulatory References.  Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Covered Entity to comply with the Privacy Regulations and the Security Regulations.  Any reference in this Agreement to a section in the Privacy Regulations, or the Security Regulations means the section as in effect or as amended.

7.6
Severability.  If any provisions of this Agreement are unenforceable, invalid or violate applicable law, such provisions shall be deemed stricken and shall not affect the enforceability of any other provisions of this Agreement.

7.7
Notices.  Any notices to be given hereunder to a Party shall be made via certified mail or express courier to such Party’s address given below and/or via facsimile to the facsimile telephone numbers listed below:

If to Business Associate:


with a copy to:

_____________________


_____________________

_____________________


_____________________

_____________________


_____________________

Attn: 
_______________


Attn: 
_______________

Fax:
_______________


Fax:
_______________

If to Covered Entity:



with a copy to:

Office of Business Conduct


Office of the General Counsel

109 Brookline Avenue, Suite 300

109 Brookline Avenue, Suite 300

Boston, MA  02215



Boston, MA  02215

Attn: 
Leon Goldman, MD


Attn: 
Patricia McGovern, Esq.

Fax:
(617) 667-1896


Fax:
(617) 667-1736

7.8
Counterparts; Facsimiles.  For the convenience of the Parties, this Agreement may be executed in two or more identical counterparts, all of which together shall constitute one agreement.  One or more counterparts of this Agreement may be delivered via facsimile, with the intention that they shall have the same effect as an original counterpart. 

IN WITNESS WHEREOF, each of the undersigned has caused this Agreement to be duly executed in its name and on its behalf effective as of the date first set forth above.

COVERED ENTITY




BUSINESS ASSOCIATE

By:  _________________________


By:  _________________________

        Name:  





        Name:

        Title:  





        Title:
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