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DEPARTMENT OF HEALTH AND HUMAN SERVICES
Office of the Secretary

45 CFR Part 170 RIN 0%B48
Health Information Technology: Initial Set of Standards, Implementation
Specifications, and Certification Criteria for Electronic Health Record Teahnology
FINAL RULE 7/13(Iitspection Document)
Subpart B Standards and Implementation Specificafimnilealth Information
Technology Belowis a SImmary list of the standards

Content Exchange Standards and Implementation Specifications For Exchanging

8170.205 Electronic Health Information

8170.205 (a) (a) Patient summary record s
§170.205 (a)(1) CDA R2, CCD

§170.205 (a)(1) CCD/HITSP32

§170.205 (a)(2) CCR

§170.205 (b)
§170.205 (b)(1)

‘ (b) Electronic prescribing.

NCPDP 8.1

§170.205 (b)(2)

NCPDP SCRIPT Standard, Implementation Guide, Version 10.6

§170.205 (c)
§170.205 (c)

(c)Electronic submission of lab results to public health agencies.
HL7 2.5.1

§170.205 (c)

Implementation specifications. HL7 Health, Release 1 (US Realm)

§170.205 (d)

§170.205 (d)(1)

(d) Electronic submission to public heafiencies for surveillance or reporting.
HL7 2.3.1

§170.205 (d)(2)

HL7 2.5.1

§170.205 (d)(2)

Implementation specifications. Public Health Information Network HL7 Version 2.5 Message StrucNagdbped Ciicatiborféteporting
Final Version 1.0 and Errata and Clarifications National Notification Message Structural Specification

§170.205 (€)

§170.205 (e)(1)

(e) Electronic submission to immunization registries.

HL7 2.3.1 and Implement@tiode for Immunization Data Transactions using Version 2.3.1 of the Health Level Seven (HL7) Stand
Implementation Guide Version 2.2

§170.205 (€)(2)

HL7 2.5.1 and HL7 2.5.1 Implementation Guide for Immunization Messaging Release 1.0
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§17.205 (f) ‘ (f) Quality reporting.

§170.205 () PQRI 2009 Registry XML Specification

§170.207 Vocabulary standards for representing electronic health information.
§170.207 (a) ' (a) Problems.

§170.207 (a)(1) ICD9i CM

§170.207a)(2) SNOMED CT

§170.207 (b) ‘ (b) Procedures.

§170.207 (b)(1) ICD9i CM

§170.207 (b)(2) CPT4 and HCPCS

§170.207 (c) LOINC® version 2.27

Any source vocabulary that is included in RARR&ED [NFARxNorm includes First Databank, Micromedex, MediSpan, Gold Standa
§170.207 (d) and Multum]

§170.207 (e) HL7 Standard Code Set QX&¢cines Administered, July 30, 2009 version
§170.207 () OMB Standards for Maintai@witgcting, and Presenting Federal Data on Race and Ethnicity, Statistical Policy Directive No. 15, O

Standards for health information technology to protect electronic health informé
§170.210 created, maintained, and exchanged.

§170.210 (a) (a) Encryption and decryption of electronic health information

Any encryption algorithm identified by the National Institute of Standards and Technology (NIST) as an @pprmedaedudfyttienc
§170.210 (a)(1) Federal Information Processing Standards (FIPS) Publiation 140

§170.210 (a)(2) Any encrypted and integrity protected link.

§170.210 (b) (b) Record actions related to electronic health information.

The date ntie, patient identification, and user identification must be recorded when electronic health informatioreiscessgddpmodi
deleted; and an indication of which action(s) occurred and by whom must also be recorded.

§170.210 (b)

§170.210 (c¢) (c) Verification that electronic health information has not been altered in transit.
8170.210 (d) ‘ (d) Record treatment, payment, and health care operations disclosures.
§170.210 (d) Definition of the Term "Treatment”

§170.210 (d) Definition of the Term "Payment"

§170.210 (d) Definition of the Term "Health care operations"
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CFR

Citation

Language from the ONC Standards a
Certification FINAL RULE

Standard Brief Descriptio

8170.205
§170.205 (a)

§170.205 (a)(1)

Content Exchange Standards and Implementation Specifications
for Exchanging Electronic Health Information

(a)Patient summary record

(1) Standard. Health Level Seven Clinical Document Architecture (CDA) Releg
Continuity of Care Documég@CD) (incorporated by reference in §170.299).

(a) Patient summary record

CDA R2, CCD

§170.205 (a)(1)

Implementation specifications. The Healthcare Information Technology Standd
(HITSP) Summary Documents Using HL7 CCD Component HITSP/C32 (incory
reference in §170.299).

CCD/HITSP32

§170.205 (a)(2)

§170.205 (b)

§170.205 (b)(1)

(2) Standard. A8 E2369 Standard Sfieation for Continuity of Care Recdkdjanct
to ASTM E2369 (incorporated by reference in §170.299).

(b) Electronic prescribing.
(1) Standard. The National Council for the Prescription Drug Programs (NCPD

Prescriber/Pharmacist Interface SCRIPT standard, Implementation Guide, Ver:
1 (Version 8.1) October 2005 (incorporated by reference in §170.299)

CCR
(b) Electronic prescribing.

NCPDP 8.1

§170.205 (b)(2)

§170.205 (c)
§170.205 (c)

(2) Standard. NCPDP SCRIPT Standard, Implementation Guide, Version 10.6

by reference in §170.299).

(c)Electronic submission of lab results tdblic health agencies
Standard. HL7 2.5.1 (incorporated by reference in §170.299).

NCPDP SCRIPT Standard, Implementation Guide,
10.6

(c)Electronic submission of lab results

public health agencies.
HL7 2.5.1

§170.205 (c)

Implementation specificatldhgtHealth, Release 1 (US Realm) (incorporated by r

in §170.299).

(d) Electronic submission to public health agencies for surveillan

Implementation specifications. HL7 Health, Releasi
Realm)

(d) Electronicigmission to public health

§170.205 (d)
§170.205 (d)(1)

reporting.
(1) Standard. HL7 2.3.1(incorporated by reference in §170.299).

agencies for surveillance or reporting.
HL7 2.3.1

§170.205 (d)(2)

(2) StandarddL7 2.5.1(incorporated by reference in §170.299).

HL7 2.5.1
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Implementation specifications. Public Health Inforr|
Implementation specifications. Public Health Information Network HL7 Versior] Network HL7 Version 2.5 Message Structure Speci
Structure Specification for National Condition Reporting Final Version 1.0 and | forNational Condition Reporting Final Version 1.0 g
Clarifications National NotificatesaieStructural Specification (incorporated by | Errata and Clarifications National Notification Mess|
§170.205 (d)(2) reference in §170.299). Structural Specification

(e) Electronic submission to immunizatio

8170.205 (e) (e) Electronic submission to immunization registries. registres.

(1) Standard. HL7 2.3.1 (incorporated by reference in §170.299).
Implementation specificationpgementation Guide for Immunization Data Transa¢ HL7 2.3.1 and Implementation Guide for Immuniza
using Version 2.3.1 of the Health Level Seven (HL7) Standard Protbatbin@leds Transactions using Version 2.3.1 of the Health Lev
8170.205 (e)(1) Version 2.2 (incorporated by reference in §170.299). (HL7) Standard Protocol Implementation Guide Vel

(2) Standard. HL7 2.5.1 (incorporated by reference in §170.299).
Implementation specificatibihg. 2.5.1 Implementation Guide for Immunization M{ HL7 2.5.1 and HL7 2.5.leimghtation Guide for
§170.205 (e)(2) Release 1.0 (incorporated by reference in §170.299). Immunization Messaging Release 1.0

§170.205 (f) (f) Quality reporting. () Quality reporting. ‘

Standard. The CMS Physician Quality Reporting Initiative (PQRI) 2009 Registr|
Specification (incorporate@feyence in §170.2889plementation specifications.

Physician Quality Reporting Initiative Measure Specifications Manual for Claim
§170.205 (f) (incorporated by reference in §170.299). PQRI 2009 Registry XML Specification

§170.207 Vocabulargtandards for representing electronic health information.

8170.207 (a) (a) Problems. (a) Problems.

(1)Standardl'he code set specified at 45 CFR 162.1002(a)(1) for the indicated ¢
[ADDED INF@m http://law.justia.com/us/cfr/titld4B/M3.68.8.33.2.html

45 CFR 162.100Ztay the period from October 16, 2002 through October 15, 20
(1) International Classification of Diseases, 9th Edition, Clinical ModBicatin, (I
Volumeg and 2 (including The OfficiaBIC® Guidelines for Coding and Reportin
maintained and distributed by HHS, for the following conditions:

(i) Diseases.

(ii) Injuries.

(i) Impairments.

(iv) Other health problems and their manifestations.

§170.207 (a)(1) (v)Causes of injury, disease, impairment, or other health problems. ICD9iCM
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(2)Standardnternational Health Terminology Standards Development Organiza
(IHTSDO) Systematized Nomenclature of Medicine Clinical Terms (SODWVEIDY
version (incorporated by reference in §170.299). SNOMED CT

(b) Procedures. (b) Procedures. ‘
(1)Standardl'he code set specified at 45 CFR 162.1002@KED [INFfbom
http://law.justia.com/us/cfr/titled®453.68.8.33.2.htitiis references

CFR 162.1002(a)i(&prnational Classification of Diseases, 9th Edition, Clinical M
Volume 3 Procedures (including The Offi€GiaCM Buidelines for Codirg an
Reporting), as maintained and distributed by HHS, for the following procedures
actions taken for diseases, injuries, and impairments on hospital inpatients rep
hospitals:

(i) Prevention.

(ii) Diagnosis.

(iiif) Treatment.

(iv) Managemt

§170.207 (a)(2)
§170.207 (b)

§170.207 (b)(1) ICDI9i CM

(2)Standardl'he code set specified at 45 CFR 162.1002@KED [INFfoom
http://law.justia.com/us/cfr/titled®453.68.8.33.2.htitiis references

45 CFR 162.1002(aJ(8¢ combination of Health CanmeckigaAdministration Commg
Procedure Coding System (HCPCS), as maintained and distributed by HHS, a
Procedural Terminology, Fourth Editidd)(@B8Tnaintained and distributed by the
American Medical Association, for physician servicasheadtiottare services. The
services include, but are not limited to, the following:

(i) Physician services.

(i) Physical and occupational therapy services.

(iif) Radiologic procedures.

(iv) Clinical laboratory tests.

(v) Other medical diagnpsticedures.

(vi) Hearing and vision services.

(vii) Transportation services including ambulance.

§170.207 (b)(2) CPT4 and HCPCS

(c)Laboratory test results. Standagical Observation Identifiers Names and Codé
(LOINC®jersion 2.27, when such codes were received within an electronic trar]
§170.207 (c) a laboratory (incorporated by reference in §170.299). LOINC® version 2.27

Any source vocabulary that is included in RxNorm
ADDED INFERxNorm includes First Databank,
(d)Medications. Stand#udy source vocabulary that is included in Redordardized Micromedex, MediSpan, Gold Standard Alchemy, ¢
§170.207 (d) nomenclature for clinical drugs produced by the United States National Library| Mutum]
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(e)lmmunizations. Standdid/ Standard Code Set QX&¢cines Administered, July| HL7 Standard Code Set QX&¢cines Administered, J
§170.207 (e) 2009 version (incorporated by reference in §170.299). 30, 2009 version

(HRace and Ethnicity. Standdmel Office of Management and Budget Standards f
Maintaining, Collecting, and Presenting Federal Data on Race and Ethnicity, S| OMB Standards for Maintaining, Collecting, and Pr;

Directive No. 15, October 30, 1997 (available at Federal Data on Race and Ethnicity, Statistical Poli
§170.207 () http://www.viBhouse.gov/omb/rewrite/fedreg/ombdirl5.html). Directive No. 15, October 30, 1997
Standardgor health information technology to protect electronic health
§170.210 information created, maintained, and exchanged.

(a) Encryption and decryptioretdctronic
8170.210 (a) (a) Encryption and decryption of electronic health information health information

Any encryption algorithm identified by the National
(1) General. Any encryption algorithm identified by the National Institute of Sta| of Standards and Technology (NIST) as an approvi
Technology (NIST) as an approved security function in Annex A of the Federal| security function in Annex A of the Federal Informa]
§170.210 (a)(1) Processing Standaré®§) Publication 240ncorporated by reference in §170.299 Processing Standafiés®S) Publication 40

§170.210 (a)(2) (2) Exchange. Any encrypted and integrity protected link. Any encrypted and integrity protected link.

(b) Record actions related to electronic h
§170.210 (b) (b) Record actions related to electronic health information. information.

The date, time, patient identification, and user iden
must be recorded when electronic health informatic
The date, time, patient identification, and user identification must be recorded v created, modified, accessed, or deleted; and an inc
health information is created, modified, accessed, or deleted; amdafrwihidibatio | which aton(s) occurred and by whom must also be
§170.210 (b) action(s) occurred and by whom must also be recorded. recorded.

(c) Verification that electronic health information has not been all (c) Verification that electronic health
§170.210 (c) in transit. information has not been altered in transi

Standard. A hashing algorithm with a security strength equal to or greater than
(Secure Hash Algorithm (8- specified by the National Institute of Standards
Technology (NIST) in FIPS PUB (@B€tober, 2008)) must be useditp that electro
§170.210 (c) health information has not been altered. SHAL1 as specified in FIPS PUBY8&tober, 2008)

(d) Record treatment, payment, and healt
8§170.210 (d) (d) Record treatment, payment, and health care operations discl careoperations disclosures.
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The date, time, patient identification, user identification, and a description of th{ Definition of the Term "Treatment"
must be recorded for disclosures for treatment, payment, andperdtionares the|
terms are defined at 45 CFR 164.501.

[ ADDED INFORMATION FROM
http://www.access.gpo.gov/nara/cfriwaisidx_04/45cfr164_04.html

45 CFR 164.501 Terms defirieghtment, payment, and health care operations

§170.210 (d) page 774Treatment meanise provision, coordination, or management of hea
: care and related services by one or more health care providers, including the ¢

management of

health care by a health care provider with a third party; consultation between h

provders relating to a patient; or the referral of a patient for health care from on

provider to another. [65 FR 82802, Dec. 28, 2000, as amended at 67 FR 5326¢

2002; 68 FR 8381, Feb. 20, 2003]
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Page 743Payment means: Definition of the Term "Payment”
(1) The activities undertaken by:

(i) A health plan to obtain premiums or to determine or fulfill its responsibility fo
provision of benefits under the health plan; or

(i) A health care provideeaitihplan to obtain or provide reimbursement for the g
of health care; and

(2) The activities in paragraph (1) of this definition relate to the individual to wh
is provided and include, but are not limited to:

(i) Determinations lagibility or coverage (including coordination of benefits or the
determination of cost sharing amounts), and adjudication or subrogation of hea
claims;

(i) Risk adjusting amounts due based on enrollee health status and demograp
characteriss;

(iii) Billing, claims management, collection activities, obtaining payment under &
reinsurance (including-Biep insurance and excess of loss insurance), and relate
care data processing;

§170.210 (d) (iv) Review of health care servicesspiétt to medical necessity, coverage under
plan, appropriateness of care, or justification of charges;

(v) Utilization review activities, including precertification and preauthorization o
concurrent

and retrospective review of esnand

(vi) Disclosure to consumer reporting agencies of any of the following protecteq
information relating to collection of premiums or reimbursement:

(A) Name and address;

(B) Date of birth;

(C) Social security number;

(D) Payment history;

(E) Acount number; and

(F) Name and address of the health care provider and/or health plan.
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Page 74¥42 Health care operations meamsof the following activities of the| Definition of the TeHedlthcare operations”
covered entity to theent that the activities are related to covered functions:

(1) Conducting quality assessment and improvement activities, including outco
and development of clinical guidelines, provided that the obtaining of generaliz
is nothte primary purpose of any studies resulting from such activitiebagepulatic
activities relating to improving health or reducing health care costs, protocol de
case management and care coordination, contacting of health care @teitsrs a
with information about treatment alternatives; and related functions that do not
treatment;

(2) Reviewing the competence or qualifications of health care professionals, eV
practitioner and provider performance, health plangertamnakcting training prog
in which students, trainees, or practitioners in areas of health care learn under
practice or improve their skills as health care providers, trai@atjro€aen
§170.210 (d) professionals, accreditation, edidificlicensing, or credentialing activities;

(3) Underwriting, premium rating, and other activities relating to the creation, re
replacement of a contract of health insurance or health benefits, and ceding, s¢
placing a contract fansarance of risk relating to claims for health care (including
stoploss insurance and excess of loss insurance), provided that the requiremer
of § 164.514(g) are met, if applicable;

(4) Conducting or arranging for medical review, legal serudiéaggndaions,
including fraud and abuse detection and compliance programs;
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(5) Business planning and development, such as condmatimageasent and planni| Definition of the TeHedlthcare operations” continue
related analysedated to managing and operating the entity, including formulary|
development and administration, development or improvement of methods of g
coverage policies; and

(6) Business management and general administrative actisitiig, afichedinigut not
limited to:

(i) Management activities relating to implementation of and compliance with
requirements of this subchapter;

(i) Customer service, including the provision of data analyses for policy hold
sponsors, or ottoerstomers, provided that protected health information is not dis
such policy holder, plan sponsor, or customer.

(iii) Resolution of internal grievances;

(iv) The sale, transfer, merger, or consolidation of all ocpaerefitaetitith
another covered entity, or an entity that following such activity will become a c¢
and due diligence related to such activity; and

(v) Consistent with the applicable requirements of 8§ 164.514, creating deide
informabn or a limited data set, and fundraising for the benefit of the covered e

§170.210 (d)
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