	Position Title
	Technical Security Engineer

	Department/Section
	Information Systems

	Reports To (Position Title)
	Senior Engineer, Technical Security

	Grade
	

	Job Code
	

	FLSA Status
	Exempt

	Date Prepared
	01/22/04


Expectations for All Employees:

Supports the organization's mission, vision and values by exhibiting the following behaviors: excellence and competence, collaboration, innovation, respect, personalization, commitment to our community, accountability and ownership. 

Position Summary:

The Technical Security Engineer supports the operation and growth of the Information Systems Security department by keeping abreast of trends, malicious activity, current issues  and technology in the security field, proactively applying best practice in a cost effective manner to ensure the stability and viability of the CareGroup information systems infrastructure.  This individual will assist in the further development of tools and techniques to aid in the efficient deployment of security policy and practice on the CareGroup network and its various heterogeneous systems.

Primary Duties and Responsibilities:

· Keep current with the security community (bugtraq, SANS, ...) to identify new technologies, issues and vulnerabilities that affect our network and its resources.

· Use various tools (vulnerability assessment, NIDS, HIDS, ...) to identify resources in need of redress, alerting appropriate groups and departments in a timely fashion.

· Keep abreast of technology deployments and activities in other departments, assisting to ensure security is maintained and enhanced.

· Survey the on-going stream of vendor offerings for cost effective technology of benefit to CareGroup.

· Develop tools or resources in-house where commercial solutions are unavailable, inappropriate or undesirable, such as DB-backed web reports, security information and FAQs for our users, scripts and glue for quickly identifying and isolating compromised equipment, etc.

· Assist in integrating new and existing security technologies to better provide correlation of events, enhancing our ability react to issues in a timely fashion.

· Assist in the regular hosting of a security forum to discuss issues, communicating the consensus therefrom to interested parties.

· Assist in developing institutional and departmental policies related to security management.

· Assist in identifying risks to achieve business objectives.

· Assist in developing and managing a capability to respond to and recover from disruptive and destructive information security events.

Qualifications/Skills & Knowledge Requirements:

· B.S. in Computer Science, Engineering or equivalent experience.

· GIAC certification or equivalent training or experience.

· 2 years experience with Unix and Windows OSes, including an intimate knowledge of security administration.

· Good working knowledge of security/confidentiality best practices, including evaluation and mitigation of risks.  HIPAA familiarity a plus.

· A thorough knowledge of network technology, e.g. VPN and SSH tunnels, firewalls, DMZs, NIDS/HIDS/IPS.

· Well acquainted with common tools, e.g. lsof, snort, tcpdump, ethereal, dsniff, nmap and nessus.  Experience with commercial tools, e.g. OpNet and Smarts, a plus.

· A good knowledge of network packet construction, ability to perform forensic analysis on streams captured from tcpdump etc., understanding of buffer overflow exploits (e.g. stack smashing, heap corruption), format string vulnerabilities, encapsulated malware (e.g. macro viruses) and the like.

· Ability to create tools and utilities as needed from source or a scripting language (php, perl, bash, ...). 

· Some experience with web programming and administration (Apache, MySQL and PHP) a plus.

	_____________________________
	_______________________


	Supervisory/Management Responsibility
	None

	Approval
	


