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Expectations for all Employees:


Information Systems supports Beth Israel Medical Center’s mission of maintaining and improving the health status of the communities we serve by providing a secure and responsive information environment that ensures the availability of clinical and business information where and when it is needed.  We are dedicated to providing the organization with information to support continuously improving clinical and managerial decision-making, research, and education.  Employees are expected to support the organization’s mission by exhibiting excellence and competence, collaboration, innovation, respect, personalization, commitment to our community, and accountability and ownership.
Position Summary:

The Security Analyst is responsible for a range of information security services related to the security asset management of BIDMC’s IT infrastructure. The Security Analyst will deploy and operate a variety of tools and processes to monitor the security profile of the BIDMC infrastructure. This may include: providing advice and guidelines to IT project teams and personnel to develop network security solutions consistent with the current IT security strategy and working with members of IT to complete security testing on BIDMC’s network infrastructure. Additionally, the specialist will be required to work with functional teams to identify opportunities and provide recommendations on special security related projects as determined by management.
The Security Analyst will work with Senior IT Security staff and various IT organizations on projects that impact the security profile of the BIDMC infrastructure. Projects will include security assessments and consulting on BIDMC networking infrastructure, web hosting environment, encryption technologies, firewall rule base analysis, remote access solutions, client engagement connections, vulnerability and threat analysis. Further, the Security Analyst may be involved in projects at various phases of the information technology life cycle: design, development, testing, implementation, and post-implementation analysis.

Key Responsibilities Include:

·  Monitor, analyze the output from the IDS and IPS devices, initiate remediation actions per procedures where required.

· Survey the various open source projects for relevant technology.  Write scripts and other “glue” as necessary to integrate these tools into our environment.

· Where commercial and open source offerings are unavailable, cost prohibitive or are otherwise inappropriate, assist in the development of tools specific to our environment.  These many include scripts, database-backed web applications, and so forth.

· Privide on-call support for situations requiring information systems security expertise and assistance.
· Working with Senior Security staff conduct network forensics investigations, documenting incident results and providing IT management with incident reporting and summary observations.

· Work with IT personnel to define and implement hardened standards for network devices and provide security guidance.

· Assist the Security team in the development and acceptance of IT policies and procedures

· Respond to network security incidents through remediation efforts including implementation of a secure infrastructure, the secure “repair” of technology components and the development of incident response and recovery processes.

· Develop and foster relationships with IT personnel that allow for effective exchange of information and ideas.  
· Understand new and emerging threats that can affect BIDMC’s information resources.

· Manage several projects simultaneously and effectively prioritize work.
· Research and evaluate emerging security technologies to determine what additional technologies would improve our security.

Minimum Job Requirements:

The role will require the candidate to have a wide range of both technical and consulting skills. A minimum of 3 years of experience directly related to the duties and responsibilities specified. A college degree is preferred.

Knowledge, Skills, And Abilities Required:

· 3+ years experience in the IT security 
· Comprehensive RedHat Linux administrative skills

· Skilled in writing scripts in perl.

· Acquainted with the use of common tools such as snort, tcpdump, ethereal, dsniff, nmap and nessus.

· Working knowledge of network protocol analysis include techniques and tools.
· Experience conducting vulnerability and penetration scans

· Ability to analyze new networking solutions, identify potential security concerns, develop approaches that can be used to mitigate identified risks 
· Provide forensic analysis of network security violations.

· Understanding of common networking protocols and services and their relevant security issues (TCP/IP, IPX/SPX, DNS, SNMP, 802.1x, SSL etc.)

· Understanding of risk assessment/acceptance factors that can affect business and security decisions.

· Understanding of data classification and its impact on the security design of networking solutions.
· Must be a creative problem-solver and a self-starter able to set appropriate objectives and perform with minimal supervision.

