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INTRODUCTION

a

“How Real i's Real ?” Paul Wat z |
book. After reading the first part of this book, you will surely ask
your sel f, “ HO Afterreadirlg the secofdipartf youo n ?

will probably end up wonderingshetherreal life could be more
threatening and complex than a thriller about cyber security.

A book written by two CIOs (Chief Information Officers): a novel
about the breattaking fight of Tommaso, Ned, Martin, Myriam

and Diana against a destructive cyb#tack menacing the lives of
thousands of patients, intertwined with real life experiences about
building and managing healthcare information systensofthat

takes place in the evocati scenarios of Rome, Florence, Malta,
Canada and Odessa. As entertaining as a novel, as real as real life
can be: a way to enter the world of information technology and to
approach some of the big themes about security threats, IT
governance, IT architaates, cloud computing and IT risks.

A note of caution: the book is for many but not for all. We strongly
suggest it should be read only by anyone who happens to be a
technology or an Internet user. Moreover, the book should be read
and used as a call tateon only by CEOs and top executives who

by chance use information technologies in their companies.
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PREFACE BY IGLIANO POZZA

I must thanKirst my family for supporting me and simply for being
around me, sometimes quietly but most of the time aslyas a
family with two teemagers and a small and extremely talkative
young princess, never without words, could be. From the three of
them and my wife | received continuous stimuli and ideas
extremely important to my personal litad even if in a more
indirect way, in writing this book. | thank them for letting me use
some of my vacation andeekendtime to write, even if it was
mostly time statén from the first hours of dawn!

Special thanks to all thesers and th&ey users{ut they are all
keyto me!) and executives et | learned so much from them |
would need 10 books to share it! | cannot forget all the IT
Professionalsl worked with: truly, it was an honor and a
continuous surce of inspiration for me to share with them the
passion, the suffang, the failures and the successes of our work.

I want to agoutoimy”“tUObamk Hal am
to introduce himhe is one of the most interesting ClOs around and

one of the most interesting persons | know as well, having the
unique claracteristics to be a technology leader, a governance
expert and a physician at the same time. He did not consider my
improbable first anail to him to be spam (the subject was,
“Uncommon question”) and agreed
He constantly erouraged, advised and supported me during the
preparation of this book. Moreover, he provided the extremely

i nteresting materials used for
appendices coming from his remarkable blog
(http://geekdoctor.blogspot.cop/ In fact, the book is an

i ntertwinement of a novel and a
healthcare CIO”, with experienc
FACTS, with links to interesting news and articles).d0tirse,l

take full responsibility for the content of the novel and the FAQs

& FACTS appendi ces: I am the onl
the form or in the content. | am aware it could be hard to read all
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the book for many potential readers, but | do beliegesthength

of our work is in the mix of fiction and reality, with the objective

to give to the reader an idea of the big IT Governance themes (and
day to day nuisances) currently challenging healthcare (and not
only healthcare) CIOs. Due to the backgroohthe authors, there

i's probably a bias, stressing t
should consider this book as a sort of experiment, a proof of
concept o f wh at I proposed in
Governance: Does it malt- tvVa.rll? ” (1
2014) - www.isaca.org/journgl. As expressed in the article, the
optimal team to write a book of this kind should be composed of
three or four different experts, including a CEO. Maybe somebody

else could take the good ideas of this prototypal work and develop
them better than we could.

|l hope as well our work will not
of reality: there is no intention to demonize the Internet or social
media. If used wisely, tlyeare powerful tools, as Pope Francesco
shows us with his Facebook and Twitter accounts or the Dalai
Lama with his website, to cite only two eminent personalities who
use the Internet to spread their positive messages. There is always
hope even in the datikmes, but sometimes a mix of realism and
madness is required to avoid being overwhelmed by absurdity and
pettiness and find new ways to change reality for the best, as the
characters of Don Chisciotte and Sancho Panza suggest to us in a
metaphorical sems

One last thought. The book can be read in different ways: if you
want to read the novel with the full story of Tommaso Degregori,
Ned, Martin, Myriam Guccini, Dr. Bennato, Angelo Conte and
Diana first, it should take you no more than three or fourhour
readingTo fully appreciate the *“rea
suggest you spend some time, during the first reading of the novel

or soon after it, to explore the content of the appendices: you will
discover at the end that there is more in redlign you can
imagine reading the novel or, as Shakespeare said centuries ago,
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“There are mor e eahh, Hogato, Than are e a v ¢
dreamt of in your philosophy.”

Giuliano Pozza, January 6 2014, Epiphany

P.S.: I should ask forgiveness to ther2dders who will read this

novel. | would like to say | am not an English writer, but to be
completely honest, | must admit | am not a writer at all. | am a sort

of ClO with some passion for GovernamédT and writing. Please

forgive me for writingand or wr i ting in Engl.]
should admit as well | am not a security expert, and some of the
digressions on security and some ideas in the book (such as the
CIRANO project) must be considered as a kintpafetic licensé.

P.P.S.: After | finishedvritingt he “ Pr ef ace bly Giu
sent itexactly as you read it with title and everythtog friend for

his feedback. Since he read a first draft of the novel and he is also

a professional and a writer in the IT security and governance field,

| also asked him if he was not growing tired of fighting against the
“dark power” of people trying t
ends and the foolishness of all of us, who allow this to happen by
using the technology in such a unwise way. What was t
motivation compelling him to go on working and writing? |
received the following weird-mail:

Subject: Telephone numbers

Dear Giuliano,

Here are the phone numbers you were askingomiast week:
567 679639640 45 48 (603) 64 (743

567679872 45 48 (285) 64303)

Best regards

Do nottry to call the numbers; aourse] did not ask him for any
telephone number at aHowever,the guy is fond of enigmas so
please, if you can solve the riddle, write me at my persenalie
giuliano.pozza@gmail.com
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| would greatly appreciate any further feedback on the book as
well.

At the sameenai | you can notify any *“
content you will find in the book. Yes, because you are reading
release2.1o0f “The Fifth Domain” and,

use software, you know by now three basic rules of software
development
1. Release 1s ALWAYS full of bugs, release 2 is somehow
better but still significant bugs are presdrmim release 3
you start having a stable piece of software
2. The sSfobuwgel ease is ALWAYSwhel e
“ N5 your current release;
3. The software producers will ALWAYS empower you with
the honor to help them to find the bugs, thus speeding up
the voyage towardthmy t hi csHIr e‘ebugel ease”
| empower you as well with the honor to help us to improve our
work writing to me a feedbackmaail. | hope these limitations will
not inhibit you from enjoying your reading!

In the meantime, | want to thank all the readet® provided
feedback on the first release. Specificallywould like to thank
Alison Holt and Serena Grigolli for their feedback and
encouragement, and Luciano Bray for his support anthdisugh
review of release 1.

NOTE: in the bookve willuse oftem t he ter m: “ I T C
evenif | personally prefer thexpressionSs Cor por at e Go V ¢
of I'T” (as in 1S038500 standard)
(as in ISACA definition). Anyway, IT Governance is more
common and many users will find themsed more comfortable

with it. The point is not of mere terminology: the Governance of

IT is an Enterpriseor Corporate issue, not a problem of the IT
professionals!
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PREFACE BYOHN D.HALAMKA

As an undergraduate at Stanford University, my Senior thesis i
public policy was titled "Espionage in the Silicon Valley" (it's
available on Amazon oddly enough
http://www.amazon.com/Espionaggilicon-Valley-John-
Halamka/dp/08988225§. | spent endless hours in locked
evidence rooms listening to surveillance tapes, reading transcripts
of wiretaps, and studying microfilm to assemble the true stories
called

1. "The PolishPersuasioh - True Sovietbloc espionage on
defense companies in Silicon Valley

2. "The Night Of MOS and Mayhem'Stolen chips

3. "The Mask Marauder'Stolen chip designs

4. "The Bruchhausen Connectiontranshipment of embargoed
high-tech equipment to Eastern Europe.

5. "The Tokyo Transgression'Hitachispying on IBM

with characters like "onreyed Jack" and actual crime scene photos
of murder, mayhem, and spying gone awry.

35 years later, cybersecurity and cybercrime are part of my daily
job experience. | would have never predicted that life asCa Cl
would include such intrigue.

Just as the technology executives in my book were often hapless
victims, many CIOs do not realize what is going on around them.
Some have told me that they've never been hacked and there is no
evidence of malware on theirtaerks.

A CIO who believes a breach has never occurred is simply not
looking hard enough. Given the right tools and the right expertise,
evidence of bad actors is easy to find. The modern internet is
swamp and cybecriminals find medical records, easiigable to
commit medical identify/insurandgeft, particularly alluring.
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Giuliano Pozza has written a remarkable book, merging his real
life experience as CIO with the real risks and vulnerabilities
present on all healthcare networks. His storytellingpisipelling.

His message is real and should be a wakeup call to evergri@lO
CEOas well.

In 2013, I've added 13 new IT security staff and an additional 3
million dollars to my capital budget for security related projects.
The Cold War between the hackand the hacked is real. Now is
the time to invest.Now is the timeto consider an enterprise
architecture and security strategy, backed by strong governance.

If there is any doubt about the reality of this book, I can tell you

from first hand experiercthat Beth Israel Deaconess has already

issued privacy breach reports to the US government about
incidents identical to those in this book.

Our applications, our infrastructure and our devices are
vulnerable. It's our responsibility to mitigate the ki9y adding
increasingly sophisticated controls. Our reputation and patient
lives depend on it.

Enjoy the chapters ahead, knowing that Giuliano and I live in a
world where such incidents happen every day.

John D. Halamka MD, New Year's Day 2014
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Chapter 1. Inception: a difficult day. Location:
Rome, office of CIO Tommaso Degregori.
Timeline: present time, April 16, about 7:30 p.m.

It had been a difficult day, but nothing led him to expect an
epilogue like that.

In fact, it had been a difficult phase in the life of Tommaso
Degregori, the new IT Manager (or CIO, Chief Information
Officer, as it was also fashionable to say in Italy at the time) of the
Roman Clinic of TotalHealth, a large group from Canada that ran
dozens of hospitals and rehabilitation centers around the world. He
had been working with his team on a critical project for the past six
months. The project involved the stag of a new Laboratory
system and was approved by the Committee for Information
Systems in the fall, only after great efforts by Tommaso. The
management of the hospital never really understood the project;
after all, if a system worked, why spend time and energy to update
it? Tommaso explained that the si@arold laboratory system vga
outdated, unsafe, not upgradable and could not be integrated with
the new information system of the Region in which the hospital
was operating.

To get the approval for the project, Tommaso was forced to
sacrifice one even more important, at least fow:nthe re
engineering of the basic components of the architecture of the
hospital information system. He knew well, but he was probably
the only one in the executive team, that the IT architecture would
probably be the real point of crisis for his hospitahe next years.

But after his proposals to renew the architecture, there were only
tiresome and unproductive discussions. Tommaso asked himself
more and more often how to make it clear to the management of
his hospital that without a major investmentdaa longterm
project for the renovation of the foundation of IT, the operations of
the Clinic were at risk within four or five years at the most, in
addition to the security risks for the entire TotalHealth Group
inherent in a patchwork architecture.

As he recalled the memory of those discussiarnsense of
frustration and fatigue arose in him. During the last meeting one of
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the executives had even suggested that the problem of the
architecture was all a hype created by the information systems team
to monopolize the investment budget for the next three years and
that the disturbing (although still not so frequent) system
downtimes were caused by the incompetence of the Information
System Department or, worse, by the desire to put pressure on the
leaderskp team with a sort of policy of no preventive maintenance.

It did not help when Tommaso reminded them that the budget for
Information Systems, although important, was only a small
fraction of what they spent in the hospital diagnostic equipment or
building renovations.

At one point, the CEO of the clinic, Angelo Conte,
arbitrated to stop the discussi
ordinary”, but he di d not I
businesses. If possible, he masigre to share the risks with
someone else. Being an experienced manager, he realized that
putting their hands to the architecture of information systems could
be a risky adventure in the short term, while the risks of
maintaining the current status would produce, if what Degregori
saidwas true, a real problem in four or five years: maybe he could
wait until the decision would be made by someone else at the
Corporate level. To truncate the discussion, Conte said simply,
"Degregori, let us see a business case of what you propose and we
will evaluate it", provoking smiles of satisfaction from almost all
those present at the Committee. In fact, most of them knew well
thatConteembraced a partial and limited view of the business case
methodology an@valuaté business case proposals frtim pure
financial perspective, ignoring the intangible or indirect benefits.
Behind the remaking of an IT architecture it was possible to
produce a risk assessment or an estimate of the value it would bring
to the Companyn many ways but it was almost imgssible to
demonstrate the value afuch an investmenfrom a purely
financial point of view It was a way to sink, at least fdine
moment the project.

However, perhaps to compensate for the defeat for
Information System Department (since the CEO undedstvell
that they were a strategic asset), Conte agreed to update the
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laboratory system: it was nevertheless a first step toward the
renewal of the systems, allowing Tommaso to replace one of the
most important vertical applications with a more robust thia¢
better fit with the new architecture that (perhaps) one day they
would have. The project was not complex but it was sensitive: the
laboratory is the heart of every hospital, as the Group CIO Ned Wal
often reminded Tommaso, and to stop the laborat@agns to stop

the hospital. The volume and pace of production of any large
hospital are such that they cannot be managed without
computerization and automation. Their hospital laboratory
produced more than three million lab tests a year: manually they
would be able to manage only a small fraction of them.

The slowdown of the laboratory information systems would
result in delays for more than half of the hospital. In these
situationsNed Wal alluded always, in a more or less explicit way,
to the great prejct about the renovation of the laboratory system
at St. John, one of the largest hospitals of the Group, of which he
had been IT Manager years before. The project finished in a
resounding fiasco, with the return to the old system after two weeks
of agonytrying to make the new one work. During those two
weeks, almost everything happened, including the throwing of
samples of urine to Wal and his Information Systems specialists by
a distressed head of the laboratory, an event that had certainly
indelibly maked Wal and which in part explained his extreme
prudence. Maybe things were not related, but Tommaso attributed
to that professional trauma even the caution Wal always
demonstrated about the-eagineering of systems architecture,
whichwasinawayhisprj ect more than Tomma
architecture was a common problem to all the structures of the
Group. Maybe Wal simply could not convince his CEO of the
Group, Peter Hawk, to invest in architecture. Hawk was a totally
different CEO than Conte: an artious entrepreneur, he loved risk
and had led the prodigious expansion of the group over the past
five years, through a number of important acquisitions in different
countries. He was certainly not afraid to embark on a major project
nor to plan for thenecessary investments. Rather, sensed
Tommaso, perhaps his fear was that the path and effort to create a
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common architecture, the foundation farflexible and secure
digital platform could slow down his ambitious expansion plans
for TotalHealth, at leastn the short term. The architectural
problems were always solved in the same way, increasing the
computation capacity or using temporary patches, which then of
course became permanent. And each new acquisition handled in
this way weakened the group infaation systems a bit more.

The laboratory system go live did not work well. After a
quiet beginning, in the evening during the final test phase the
system started to show signs of unstable behavidiirgitit was
just a test case that failed, but thepss realized that the solution
was not trivial. It was always like that in these cases: either you
came to a solution in the first 30 minutes, or the probability of
resolving the issue during the installation phase was smaller and
smaller. In addition, théayers and the skills involved in an IT
systemare usually so many that the unexpected variables become
part of eachproject Sometimes the unexpected is marginal;
sometimes it is ruinous, as in that case. Having so many
heterogeneous systems talking eatiter was certainly one of the
factors that contributed to the failure of the project. At around one
o'clock in the morning, after four hours of fruitless attempts to
break the deadlock and after frantic phone calls between the
engineers and specialiststbe three suppliers involved, Tommaso
had to give his team the order to activate the rollback procedure,
which is the procedure that every diligent project manager prepares
for, while hoping never to be forced to apply it. In short, the plan
was somethig like: "We have failed, retreat. Let's go back to the
old system.'The team, with great professionalism and without a
word of regret, in the following two hours reversed the work of the
previous six months and restored the -@xesting obsolete
laboratorysystem. The next morning at 7 a.m. (actually just four
hours after the end of the restoration activities) they were all
working to verify that the rollback had not introduced any
problems in the laboratory. Everything was functioning properly.

In these cses, Tommaso felt a mixture of frustration,
thinking of so much work wasted and of the pleased comments
that some executives would certainly exchange, and pride, as he
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was in charge of a group of professionals who were able to put the
same diligence and rgfessionalism into building as into
dismantling, with the utmost care not to cause disruption to end
users and to patients and without a moment of uncertainty or
discouragement.

But now the day had exceeded all expectations. After a
morning and an afterom of explanations that Tommaso had to
give on the failure of the project, at about 6:30 p.m. they had
entered, without warning. Two men were now in his office, and
they identified themselves pslice officers an agent of the Italian
Postal Police and enof Interpol. He had just been ordered to
collect the essentials and follow them. As if that was not enough,
they communicated emotionlessly that Ned Wal had been missing
for about two weeks and that his wife Myriam had been taken "to
a safe pweremtalloweld koesgy more. But taken by
whom? And safe from whom or what? He imagined Myriam
already scared to death and for her a stress like that was not a good
thing in general, more so in her present condition.

He was removed from his office in thenter of Rome in a
car escorted by two civilian police cars with sirens. They passed by
via dei Fori Imperiali, where some pedestrians and cyclists turned
a casual glance, probably mistaking him for a politician with his
bodyguards. As they passed the mus o f Rome’' s rep
imperial past, he thought of his past, but focused in particular on
the last year. Tommaso was not one to worry easily. He was in
general rather curious, optimistic and inclined to action rather than
concern. But the more heaight about the events of the last year,
the more he felt worried, as well as curious. He was sure he caught
only a part of what had developed behind the scenes and that much
was still to be discoveredlittle by little the pieces of the puzzle
were returing to their places, and he really did not at all like what
was appearing in his mind...
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TIME LINE: PAST

PARTI: STORMY CLOUDS AND HAZARDOUS NETS
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Chapter 2. Denial of Service. Location: Rome,
office of CIO Tommaso Degregori. Timeline: past,
exactly one year before, April 16, 9:47 a.m.

Tommaso was hurrying to reach his office on time for an
appointment with Fred, the IT Security consultant of TotalHealth
Group. From time to time Fred worked with Tommaso and his
team. While hegpassed in front of his assistant Sara, he heard her

saying, “Tommaso, according to
of office for a supplier meeti ng¢
“Yes, but | moved the appoint
Sara replied, “Yes, blendaryou 1

You are in the wrong placgaini ”

Tommaso took a deep breath: caught again! Since the team
was dispersed in different locations, they had started to use-cloud
based collaboration tools as shared calendars, but he sometimes
forgot to update thenT.his was completely unacceptable for Sara:
he must be where he is supposed to be according to his calendar;
otherwise, he was in the wrong place! He had only two chances:
update the calendar or leave the office. He heard himself saying,
“Don’ t w d mam urry$h@ to any office to update my
calendar so the universe wil| b

He entered the office and shook his head. Sanéd beso
stiff sometimes! But he knew Sara was right: to manage a
distributed team was a complex task and doingitthout some
basic rules would be hellEven the most sophisticated
collaboration tools, if not used properly, were usel&bgrefore,
it was that Sara decided to dedicate herself to be the guardian of
the shared calendars, and this was true for eveyylespecially
for Tommaso.

Fred was already waiting for him in his office. Here he was,

a peculiar guy. Fred was an interesting blend betveegeek,a

Mossad secret agent aagpy storywriter He had the passion for

story tellingand anecdotes of theriter. He had the appearance of

a Mossad agent, the connection \
technadwelgnpd maybe, in Tommaso’ s
acquaintances as well.
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At that very moment he was telling Tommaso about a
convention held the ek before in the Balkans. He was there
together with the greatest military and security experts of the area.
The theme was unsettling: how to get ready for the new frontier of
war, the cyber war.

A few monthsago, Tommaso had asked Fred to hold a
workshopfor his team members about IT security. Fred was never
a “zero i mpact wgrkskop,he t@d many g t |
anecdotes.His activity as a security expert ranged from a
convention with CEOs of big corg
penetr at |as secutitgexgeitsrwgré calling thadat a
flashofselfi r ony coul d be spotted in
the ordinary man associated with this kind of activities. Actually,
the goal was to violate the physical and IT security of a company,
usualy on assignment by the company CEO.

The last time he participated in this kind of mission, he was
disguised as a phone company technician and he presented himself
to the reception of the headquartersh&R&D of a multinational
company. After three mires,pretendinghe had been sent there
to prevent potentially serious breakdown in the telephone system,
he was able to enter the open space were the main scientists were
working. Chatting amiably with a couple of secretaries, Fred
connected hislaptopo t he | ocal net wor k i
status of the phone connections.
the phonelines, it was necessary to connect to thesearch
network, and nobody objected or asked him for his ID documents.

The uniform, the fakdadge and his skill in disguising himself
convinced everybody. The two secretaries prepared a clean desk

for him and offered him a strong and hot coffee. After 28 minutes,

Fred was leaving the room, accompanied by one of the secretaries,
with his laptop f@ill of most of the data cominffom the main

server, where the important research projects of the group were
stored. After 37 minutes from the beginning of the operation, Fred
was on the phone with the CEO of
physicalpene&t i on testing was over wit
noselfi rony could be detected on F
ready for the debriefing. Half an hour later, the main executives of
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the company, including the Chief Information and Security Officer
or CISO, were together in the CEO meeting room listening, mouths
open, to Fred, who was presenting a detailed report of what

happened and how he was able to bypass all the security measures.

After six hours of training and anecdotes, half of
T o mma team eached the conclusion that the most appropriate
security measure would be to shut down all the servers and
computers. One of the younger technicians announced to
everybody that he was evaluat:i
dar k s i dNevedhelss] Rgedl wds helping Tommaso and
his team a lot in defining a master plan on IT security to address at
least the major risks. The topic was of paramount importance: even
S0, it was as hard to get investments approved on security as it was
on architectureemewal. After exchanging a few pleasantries (Fred
never talked about his private life, assuming he had one, but this
was in line with his character), Tommaso called for Aaron. Aaron
was his senior systems administrator, who was also in charge of
important projects on the main datacenter of TotalHealth, and
together they started to review the results of the security
assessment Fred just completed, collecting some evidence on the
security breaches of the clinic.

For a few minutesTommaso, Fred and Aaron wotke
togetherand therLisa and Vittorio entered the offiagnexpected
The two of themusuallyworked very well together and were the
two pillars of the team, but it wastrangeto see them entering
Tomma s o’ abruptlyfarid iintereupting a meeting: yoouwd
smell trouble from a distance. Lisa, responsible forkihsiness
critcalappl i cations, spoke first,

Vittorio, the CTO (Chief Technology Officer), completed

a !

t he picture. “ A Deni al of Ser

bombarding two of our websites with dummy requests, thus

saturating the server capabilit]i
Tommaso was qui ck. “1s +t ab

' ine Medi cal Report website?”
The answer surpri sedatthcking.
the eLearning website and the
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Tommaso was relieved; they were two secondary websites
with no sensitive data about patients. By now Fred and Aaron were
already scanning the network. Tommaso agreed with Lisa and
Vittorio to temporarily shut down the two websites and to alert all
the system administrators to monitor the situation.

Abruptly Fred required Tomm
observing abnor mal traffic on tI

“What exactly do askedinomemae ? 7
worried than before.

“Not hing special, it seems,’”
be .

“What ?” urged Tommaso.

Taking his time, Fred compl et
entered our network and now i s ¢

Now Tommaso waworried aDenial of Service attack on
the websites was almost an ordinary event and they knew how to
handle it, but an intruder in the network was something completely
di fferent. He asked, “Do you see
Aar on s ai d,ectly Wedttdck to théoomnt-end i r
servers cannot bypass our firewalls. Maybe the two things are
completely unrelated, but the coincidence would really be weird.
The attack seems to come from a powerful botnet but still | see no
relationf, wunl ess ..
Tommasonow was | mpatient. “Hey
gi ving me fhalifs hneywosu.rr sentences!
Af ter a | ong pau sirdessikhe eabsite o n c |
attack was a distraction. The real objective is different, but | am
short of alternative hypothesis.
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Chapter 3. Ten words. Location: Island of Malta.
Timeline: past, April 17, 20:34 p.m.

Malta is a crucible: a little bit of Europe, a little bit of Sicily,

a little bit of North Africa, a little bit of the East. You must drive
on the left and you can speakher Italian or English, but the
people of Malta think more like eastern people or Sicilian,
depending on the context.

The mighty walls of La Valletta speak about a past of fierce
battles, ended with the great siege during which 550 knights,
supported by &w thousand soldiers and auxiliaries, kept up with
one of the greatest army of the time, with almost 50,000 Ottomans.

From the hall of one of the oldest hotels in La Valletta,
restructured in the very rooms where the Knights Hospitaller were
living, the message Shakil transmitted on a ciphered connection
had only ten words, “Launch pl at
of operation Balrog."”

Shakil was not a fundamentalist; he had merely been a
clever kid in the Gaza strip. One of the leaders of the jilbtided
him and he was soon part of a new special program to train the
“next generation warriors.” Dur |
and cybefattack techniques were mixed in a continuum. But that
was the past. Now he really felt a free man, free feer diis talents
to anybody able to pay him enough.

He closed the safe connection and went to stroll on the
mighty walls. While he was walking, he could not stop thinking
about the big battles of the past and the irony of history: the very
island where théig army of the Sultan was humiliated by a small
group of Christian knights was now the bridgehead for a new attack
on the Western countries.
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Chapter 4. The center of the quadrant. Location:
Rome. Timeline: past, May 31, about 5:30 p.m.

Tommaso was havg a meeting with Lisa, two of her
analysts and Dr. Remo Bennato. The meeting started three hours
ago but it had been very productive. Lisa was reviewing the
requirements of a very significant project concerning a new
information system to manage loteym care. This was quite new,
at least in Italy, for most of the existing systems focused on acute
care in hospital settings. Now, with the demographic changing, life
was longer and chronic diseases werectt@lengeor any health
care system, besides thespital acute care. In many cases, the
patient was moving from wellness to disease without passing
through a traditional hospital. TotalHealth was a pioneer of a
different approach and Dr. Bennato was explaining the model,
based on a continuum of caredhgh three phases: vulnerability,
fragility, and disability.

Tommaso was thinking that Dr. Bennato was a precious key
user for Lisa and her team, since he was able to mix an analytical
mind with a pragmatic approach and the talent to address complex
problen in a holistic way and to find viable solutions. In
Tommas o’ s me ntBerinator was lery clgse to he
centerof the quadrant. Yes, Tommaso had the habit of organizing
the users in a quadrant based on their mindset toward technology
and problemso | vi ng. The picture of Tor
would be something like the following:
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Technology approach: Enthusiast

Enthusiasts- Enthusiasts-
Complicators Simplifiers

Problem solving Problem solving

approach: complicator approach: simplifier

Recalcitrants- Recalcitrants-
Complicators Simplifiers

| Technology approach: recalcitrant ‘

I n Tommaso’s experience, al |
representedHe never judged people based on their technology
approach: different attitudes could be explaingti different root
causes and, he learned early in his career, to work with a
technology enthusiast was not necessarily better. Sometimes these
kind of people were prone to consider technology as the only
i mportant success fact gperiencen a
taught him that every time a project focused on a purely
technological side, it was like driving a car using only your
hearing:eventuallyyou are going to crash. On the other hand, a
totally recalcitrant user was a problem, as well. These ware t
users likely to engage Tommaso and his team in dreamlike
discussions about the necessity to protect the user credentials and
not exchange passwords with colleagues.

In health care, this was happening at every level, but
physicians were often the moreoplematic when you tried to
convince them to correctly use their personal credentials as user
name and passwords. He was part of project meetings where
Department Heads openly declared they were giving not only their
password but even their digital sigu credentials to colleagues.
When Tommaso at this point wusual
credit card numb e rwouldmotgetamythingc ol | €
more than embarrassed smiles or
completely different situatin . ” Tommaso spent
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explaining that access credentials and digital signatures were more
important than credit card numbers: you could not beqmatedf

you give away your credit card number, even if ywould
presumably experience a financiak$, while in many countries
you could be under trial (and maybe even worse, you could damage
your patients) for being reckless in managing your computer access
credentials.

| f you consider the “probl e
Tommaso was always curioasb o u t . I n fact, t h
persons able to find in any situation 1000 good reasons why a
solution wouldn’t work and abl e
deviant solutions, were very often an important source for
understanding the project risks. Om thther hand, Tommaso was
even more interested in the
simple solutions to very complex problems. Undoubtedly the
ability to find simple solutions to complex problems has always
been one of the characteristics of genftig any time somebody
was hypersimplifying a solution, Tommaso tried to understand if
he was in front of a genius mind. Unfortunately, more often than
not, it was just a matter of superficiality. Drawing from his personal
experience, Tommaso was convidd¢eat the best user was in none
of the four quadrants. The ideal key user should have a balanced
approach to technology and he should have a good sensitivity
toward risks, but he should be able to propose concrete solutions
as well, not unreasonably corgated.

Dr. Bennato was a good approximation of this ideal key
user. He was listening to the last questions Lisa was addressing the
doctor, regarding the integration with the laboratory system. Lisa
possessed the great talent to explain clearly, evearttechnical
people, the technical aspects of information systems design and she

n
€

S i

knew how to |isten and to under
honest, Lisa was the one on Tom
and process skills, besides the technical ddeswvas not able, to

his dismay, to create a real “ol

he was working with his application team to embed in any project,
together with the review of technology and applications, elements
of process and organization reviesnaell.
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Tommaso was considering the implications of what he was
thinking when he received a call on his cell phone. Usually he did
not answer calls during meetings, but when he saw Martin was
calling, he excused himself and went out of the room.

“Hi Toommahow do you do?” Ma r
opened the call. They greeted each other and chatted for a while
about their common job and how tiresome it was sometimes to
collect requirements from the users: you need to be a sort of
“ment al i st &minhds of yoar&ely users! Thet Martin
said, “Tommaso, | am planning to
What do you think i f we organi z
much to meet you and Myriam again. Ancbhfess| need also to
share with you some houghts about some co
sampling..

“Yes, of course,” Tommaso an:
any preview?”

“Don’t worry, maybe it’s not
|l i ke to talk to you face to fac:é
“ Al right, seel ybu opdduaeeM

Tommaso ended the call.

When Tommaso rentered the meeting room, he was a
little bit upset. Martin’s all u:
the meeting was ending. Lisa was summarizing the key points, and
Tommaso listened to Dr. Benat o concl udi ng, “
everyone. | think what we are doing isiportant | always
remember what one of my professors was sayAgsupplement
of technology always needs a supplement of>séduid | believe

here we are addi ncgnoleggrme “soul 7 t
Well said; he should remember to post it in his blog. Dear
Dr . Bennat o, you deserve the ver
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Chapter 5. Dinner with friends. Location: Rome,
Locanda dei Girasoli. Timeline: past, June 22,
about 8:00 p.m.

Tomma® and Myriam arrived early at Locanda dei Girasoli. They
liked that restaurant more than any other trendy place in Rome.
They liked it because it was different, because the atmosphere was
different the waiters were all special and they treated you as a
special person. The restaurant was close the Tuscolana street, the
ancient road joining Rome with Frascati and the Castelli Romani.
But this was not the reason the place was so special. The restaurant
was special because it had been founded and was rugrbymof
parents and young adults with Down syndrome, assisted by a small
number of volunteers. The restaurant was started by a small group
of parents seeking to find jobs for their sons and daughters with
special needs. To sit down at Locanda dei Girasa$ a unique
experience, not only for the good food but for the different
ambience you could experience. The time was dilated and you
could take plenty of time to chat and to enjoy your dinner.
Sometimes the waiters also stopped to chat and to joke among
themselves or with the clients. Once Tommaso heard one of the
volunteers amiably scolding two waiters for hugging each other
and one of them replied, “But Lt
with him as well|, not only with
They were at theeserved table waiting for Martin Hunter,
the CIO of the most important clinic of TotalHealth group in
Canada, close to the headquarters of TotalHealth. Martin was a
good friend of Tommaso and Myriam as well, since they both
worked with Martin for two yearwhile he was in Rome as the CIO
of a famous hospital ithe citywhich starteda partnership with
TotalHealth. It was the first experience of TotalHealth in Italy and
Martin’s role had been key, not
responsible for thedue diligences they conducted in order to
evaluate the many acquisitions of clinics in Italy and in the east of
Europe the group was pursuing. After tyemars Martin went back
to Canaddo the main clinic of the group, never forgetting lItaly,
Tommaso oMyriam.
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Tommaso was glancing at his wife, who was in turn looking
amused at two waiters chatting as if time was not relevant in that
place. Myriam wadovely that night. She was beautiful, but her
beauty was always discreet, with a unique appeal to hinfakher
was fromFlorenceand her mother was from a noble family in
Sicily. She had black hair and green eyes, with the strength of mind
and the discretion of people from Sicily and the curiosity and sense
of humor, as well as the typical accent of titg, the cradle of the
Renaissance, where she grew up. Usually she did not dress in a
showy way, but she mixed the grace of the noblewoman with the
softcurves of the Mediterranean woman.

Tommaso was in the information systems team of a big
hospital in towrwhen they introduced him to his new colleague,
Myriam Guccini. He was not impressed at first; she was nice but
not striking. But with time he learned to appreciate her more and
more. She had a unique talent: she was able to listen to you in such
a total vay, independently of what you were telling her. And when
she was |l istening to you in that
common after a while that colleagues and friends started looking
for her advice. In many cases, she was just listening and people
were able to figure out how to address the problem by themselves.

To Tommaso, after al most fiv
|l i stened to” by Myriam was stil
went back to the sensations of his childhood, when his mother was
listening to him in amusement when he was telling her stories,
boasting about his adventures with his friends. Quite often not
much was real, and she knew it, but it was a game for both because
Tommaso liked so much to be listened to in that way and his
motherwas amused and was almost nourishing herself with his
enthusiasm. Maybe this was the reason way he was so bound to
Myriam: she reminded him of his mother, who died when
Tommaso was too young, merely 11 years old.

Tommaso was very close to his mother, vatdeep link.

She was a housewife who dedicated her life to her husband and
family. This sometimes led her to sadness and depression. When
life was too heavy, she closed herself in her room for hours, playing
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the violin. The execution was sad and sweeetiogr: even now
Tommaso was enchanted and moved by violin players.

Myriam did not play a violin and she was not depressed:
she had a nice career and a rich social life. However, sometimes
Tommaso sensed that in the depths of her eyes there was a frailty
aod a sadness similar to his mot
with her weakness as well, and even more after the incident of three
years ago, when he feared losing her. Myriam had a sudden
sickness and soon her heart stopped beating: she was in cardiac
arrest. Luckily she was working in a hospital and they saved her
almost by a miracle. In that occasion they got to know TotalHealth
better: while she was in hospital they discovered a congenital heart
defect and the need to implant a pacemaker. TotalHealthuka
arrived in the management of the hospital where they were working
and where Myriam was hospitalized, and they had just started to
implant a new generation of pacemakers made by Implantable
Medical Devices (IMD), a company partially owned by

TotalHed t h . So Myriam had a new | N
implantable technology ever: you implant it once and update it any
time you need” as the commerci al

Myriam recovered completely and went back to work in the
same hospital and she stayed there alscnwilmmmaso had the
chance to become CIO in the first Italian hospital completely
owned by TotalHealth. They discussed the possibility of working
together again, but for now Myriam preferred not to move. Like
many Italian families, with the incumbent econormdiownturn it
was safer to work in two different companies. Besides, Myriam
was just starting a new and fascinating adventure, halfway between
technology, organization and processes. In fact Martin, in many
ways a visionary CIO, created before he leftantecalledlTOP
(Improvement of Technolog@rganizatiorProcesses). This was,
to many experts, thenly way to get real value from IT
investmentsThe idea was not new; there had been talk about it in
books and articles since the eightieseven beforeBut just a few
were able to execute it as well as Martin: the synergic work
between organization, processes and information systems was the
best way to get value out of IT investments. First of all, any large
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project would have a Business Champion, accolmtdbr
requirement definition and for the overall benefits and objectives
of the project. Then thB' OP team worked with the Champion to
define requirements and follow up the project management. Any
other way was false or myopic: it had been demonstragd T
investments alone, without a clear ownership by a business
executive and a review of organization and processes, together
with the introduction of new technologies, could not improve
company performance.

The idea came down to bridging IT and busmevords
using extensively “boundary obj
called“ bri dge buil ders.” That was t
her teamOnce Martin explained in a lessbe gotthe idea from
social science studies about the best practices useliffesent
cultures to cooperate effectivelileverthelesspridge builders
were very hardo-find talents: they needed a technical background
to dialogue with information systems teams and enough sagacity
to understand fully the business requirements. bl\@e they
needed to be able to motivate people to change and to empower
them.My r i alnility 20 obtain the best from other people was
incredible. In the end, she used to say, who is running a process
daily has all the issues in mind and possibly marth@folutions.

You just need to help them with a structured approach and system
thinking. The recipe was a lot of real life humble observation,
empathic listening capabilities, common sense and a little bit of
methodology. Tommaso was a much differentdkof CIO than
Martin, the kind of CIO who was very fond of technology and with

a strong technical background. Nevertheless, he experienced
himself that a team like that, composed of three people, often was
able to get better results than big traditionahts. Of course, IT
specialists and process owners were involved in the change
process, but Myriam' s team was
shape from entropy, a performing process from chaos.

Fortunately, though Tommaso was attracted by these kinds
of reflections, the dinner was carefree and they did not talk about
their jobs most of the time. Martin arrived with his wife: he was an
amiable talker, who could talk about server virtualization or
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Medieval history with the same competence and passionatta h
technical background, but he was a CIO of the kind Martin defined

as “humamni $ ip-b oi e sThie dds .probably the
secr et o f his ability to commun
technical guys. He was a bridbeilder as well, a translato
between worlds. In recent years, he had become an opinion leader
among Health care CIOs and was elected President of G.H,l.S.A.

the Global Health Information System Association.

They spent the dinner talking about Rome and the historical
beauties of thtamarvelouscity with more than 2000 years of
uninterrupted historySoonafter the dessert, when Myriam and
Martin’s wife weneémbarkedinf Btengd oi | ¢
conversaton He started asking, “Tomm;:
yearly conventiorof GHISA. Interesting. Many colleagues, many
companies, a lotof cht hat ... but the occasic
together a good number of CIl Os."’

Tommaso replied defensively,
promised you to partici pqutee t hi
difficult and we have so many projects ongoing’

Martin stopped him with a ges
need to excuse yourselfwas a young CIO before you, and | was
not able to detach myself from day by day operations as | am now.
| * m hereotad discuss that. The point is, | collected many rumors
- would say weird rumors.”

“What do you mean?” Tommaso ¢

“Maybe nothing to wor-gensesabou
are deceiving me. You know well that security attacks are almost
part of ourdaily routine. We spend part of our time preparing or

defending our systems. But ..
Here the pause was a I|littl e L
he asked, “But what?”

“Probably nothing. You know,
analysis: not so much real imfoation drowned in a lot of noise.
So we tend to develop a sensitivity, as in signal analysis, to identify
patterns, recurring schemes emerging from noise. We do it with
architecture, with design patterns, we do it when we code and we
do it even in our maagerial practicesWe tend to look for
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recurring patterns also in observing reality. To be brief, in the first
months of this year it seems that many of us experienced the same
kind of security attack, or at |
Here Tommaso couldh o t hel p [Redia ofn g, ‘
Serviceattack on one or more websites and, at the same time, a

scanning of internal net wor k r es
Martin concluded, “Tommaso,
you as wel | . I f this is not a p:
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Chapter 6. Tommaso, Myriam and ISAHBeL.
Location: Rome. Timeline: past, Saturday morning
of July.

“Myri am, Tommaso, It s ti me
another wonder ful day!” The swe.
them, as every morning. It was strange, bugpite of the fact that
her voice was somehow warm and sensual, Tommaso found her
irritating, whileMyriam said she was reassuring.

Tommaso opened his eyes to check the weather. From the
wide windows in their bedroom the view of Rome was
breathtaking. The i ew was dominated by Ca
mausoleum of Emperor Adriano, which later became the fortress
where the Popes took refuge in case of danger. The castle was still
connected to Vatican City via t
never got tired ofadmiring his wonderful Rome. He had been
lucky: his family left him as an inheritance a flat in the very center
of Rome. He could not have afforded it.

“Myriam, Tommaso it’'s time f
ISAHBeL said, intrusive as usuailyriam got up she was so
lovely with her ruffled hair and her silky nightgown. He did not
know if he was more spellbound by the view of his Rome or by the
perfect body of Myriam he coul d
Il " m waiting for you, "’ | uBlAbtBe L |
remember the real meaning of ISAHBeL: something like IMD
Station for Administering Healthy Behavior and Living. He
probably read it once on a brochure. To him ISAHBeL was an
interesting but quite annoying piece of technology. The core
system was aoposed of a footboard with an electronic scale
connectedvia a secureVirtual Private Network working on a
standard mobileconnection to the IMD Operations Center. A
number of optional monitoring devices could be added to check
blood pressure, EC@Jycaemiaand anything you could imagine
to remotely monitor a person.

ISAHBeL was equipped with a staté-the-art engine for
speech recognition and speech synthesis so she could dialogue with
real people in a way Tommaso found irritating and Myriam
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amusing. Eery morning ISAHBeL collected their vital parameters
and asked them a number of questions on their mental and physical
state. Moreover, for patients like Myriam, witin amplanted
pacemakerlSAHBeL waslinked tothe implanted device through

a wireless annection.

“Mainly to collect data for
this was what the IMD technician who installed ISAHBeL told
Tommaso three years before.

Tommaso could not hel p aski |

exactly Dy ‘“mainly’
The technician did notdve many details to share maybe
this was part of his trainingcbut sai d, “1l n some

could update the necritical software components of the
pacemaker .’

“Well , this sound a I|little ri
“No, for sur dalltliok yoa alreasly tmto i
the critical software in the pa

be updated only in a cardiology hospital authorized by IMD. Still,
there are some minor patches regarding, for example, the
information collection module ohe pacemaker, which could be
managed in a home setup directl
Tommaso was not completely reassured, but ISAHBeL
became to Myriam a companion, able to provide her a sense of
protection. All the collected data were transmitted to the operations
center and converged on Myriam’
TotalPersonalProfile, or TPP, a product of the collaboration
between TotalHealth and IMD. TPP was a second generation
Personal Health Record, meaning a collection of all your relevant
health hformation. TPP included all the medical reports of any
consultations with TotalHealth doctors, parameters about health,
wellness and mentaitatus agathered by ISAHBeL, a personal
diary where you could add pictures, messages and vocal notes
integratedm your profile. In summary, TPP was a mix between a
best of breed Health Personal Profile and a sththe-art social
network. Furthermore, since TPP mixed social data with highly
sensitive health data about the users, it included a sophisticated
profiling access control system you could use to guarantee your
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contacts had controlled access to your data based on the contact

profile. For example in Myriam’ :

all her data: Tommaso. The two physicians following her, the
generalpractitioner and her cardiologist, could see all her medical
data. A dozen close friends could access her personal diary. For
anyone else the visibility was limited to the public aspects of her
profile. Any information uploaded in TPP had a default vigipil

level you could overwrite freely. Myriam had been one of the
pioneers of TPP and she was very fond of it because it was to her
like an advanced personal diary where she could record any aspect
of her life, from health status to social life and perséeelings, in

a safer and broader way than a traditional social network.
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Chapter 7. The unbearable lightness of social
networks. Location: Rome. Timeline: past, August
19, 10:20 a.m.

Aaron was updating his profile on social networks. Yes, because
Aaron one of the brightest young engineers in the group of
Tommaso Degregori, was present on almost all the major social
networks. A bit for passion, a bit because of his personal history, a
bit for professional reasons. The passion was born from his
exuberanpersonality and his irrepressible desire to communicate
with and relate to othersSometimes from social networks
interesting encounters and relationships were born, as the one with
Sheila. His story... well, there was a time when for him the social
netwaks had been almost the only channel to communicate with
the world. Aaron came from Israel. He was wounded and
hospitalized for a long time as a child in the hospital where
Tommaso was working years ago. A terrorist attack destroyed his
family and left himseriously injured. He was then transferred to
Italy, hospitalized, rehabilitated and then adopted by an Italian
family. In those early years, social networking was his contact with
the world and the passion lasted after that. The hospital was so
much of hs history that, after obtaining a degree in computer
engineering, he submitted his candidacy as junior systems
admi ni strator i n the Tommaso’ s
roles within the hospital infrastructure and systems group. The
passion for sociatetworks, however, never abandoned him. And
when the marketing of some of the clinics of the group launched a
massive campaign on the major social media, Aaron had been
repeatedly used as an internal consultant.

Aaron and Tommaso had known each otheresthat time
and when Tommaso moved to this new clinic, where he was
appointed CIO, Aaron followed hirsomehowTommaso became
for him almost like a second father. Or maybe he should have said
a third, after his natural and his adoptive father. But to tiheras
better not to think; they were both a source of suffering though for
different reasons. Tommaso was different; he felt he was
understood and not judged by him. But Tommaso was also his boss
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and looked with suspicion at the double life of Aarora agstems
administrator and as a star of social marketing. Aaron suspected
that this was not just a pure calculation about the time Aaron took
away from his work as a systems administrator: in fact, he was
tremendously efficient in his work. Tommaso hgoeatedly stated
that he considered it imprudent for Aaron to publish all his personal
information on social networks around the world because of his
role in the information systems of the clinic and the group. You
could find just about anything about Aaram the net: photos,
personal history, role in information systems, links with
colleagues, professional and personal interests, girls, holidays,
pets... it was enough to surf a bit between general and professional
social networks.Every time Aaron told Tommaso about his
adventures on the web (and their application in the real world that
sometimes happened), Tommaso never failed to warn him.

Now Aaron was getting ready to go out with Sheila. Sheila
was astonishingly beautiful. He never had problems witls,dit
he had to admit that Sheila was the best he had ever had. He had
known her for three months. The first contact was ntladmigh a
popular social network in early May. They had been meeting for a
while online, exchanging messages, information, yves... and
then they started dating. For Aaron she was not like all the other
girls: physical attraction was only part of the story. Sheila was an
interesting person. She was generally very reserved and sometimes
she had moments that seemed almost meaitaaind sad,
especially when she thought she
she was lively and extremely curious. Last night, for example, she
had asked him how he, with all the social networks in which he
participated, could possibly remember all tlesgwords. He had
confided his trick. Each computer guy had one; it was impossible
otherwise to live in a world in which counting social networks,
servers, databases and other applications requires you to memorize
between your private and professional liee few hundred
passwords. Aaron’s trick was sir
mnemonic phrase that you used only for the first few letters, which
Aaron completed with the name of one of his girls and the year in
which he had known her, periodically clgamg only the last part.
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And the sentence was taken from faigorite movie, The Matrix:

"Wake up Neo, the Matrix has you." So his passwords were the

initials of the phrase concatenated with the name of one of his

girlfriends or exgirlfriends (and he haplenty to choose from) and

the year in which they met, the latter part separated by "# " from

the rest. For example, using Elena, a girl he had met in 2011, the

password woul d be: "WuNt Mhy #E

complicated rule if you did not know it, buagy to remember.

There were uppercase and lowercase letters, numbers and special

characters, just as recommended by each procedure on IT security.
When security consultants had made an assessment of the

passwords of system administrators, his passwords agsessed

by the algorithm to the maxi mum

consultants suggested moving from passwaased authentication

to a “token based” or Dbiometric

colleagues opposed the idea and he was watimtla good strategy

to manage your passwords and you do not need more. Yes, if he

had known, Tommaso would have told him that it was unwise to

talk about his ®“password strate

Sheila was not only a girl for himknyway, he did not tell her the

real names he used in his current passwords, which anyway he had

to remember to changs/entually

Someone was ringing the hdll was Sheila, innocent and sensual

as usualHe opened the door, kissed her aedsuadether topost

a pictureof them togetheon his online profile, on the spot, with

his mobile phone!
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Chapter 8. Again. Location: Rome, home of
Tommaso Degregori. Timeline: past, September
20, 5:55 a.m.

“Again..” Tommaso sai d, | ost i

“Sur e, ” My rshastarted agaimtp kisa mind on
the neck and behind the ears.

Tommaso smiled but did not say anything. That was not
what he meant, but it was OK. It had been one of those special
mornings. Myriam woke him up with soft kisses around 5 a.m. and
they maddove in the dawn. Those were the finest moments for
him, before ISAHBeL would interfere again with their life and
bring them back to the dag-day routine. She was able to put in
their moments of intimacy a mix of sweetness and passion
absolutely irresigble for him. Knowing she was always so quiet
and reserved in everything, who would imagine she could be that
passionate? Besides, the fact that he was the only one knowing her
so deeply was moving to him. Her soft and full breasts, the line of
her back ad hips, her neck that was so easy to kissall were
well-known territories into which he entered every time with a mix
of excitement, marvel and surprisBlow that they were trying to
have a baby, those moments were sweeter and more frequent.

After quitea bit of ti me, Tommaso
thinking of something else when
She looked at him with mocking sulkiness and threw at
him, “You rascal, you took advar

may | at least know what were you thinkinga ut ?”

He kissed her sweetly on her
aloud. | was thinking that again Aaron started a story with a social
net work contact, Sheil a.”

“Ah,” Myriam said, now with
know her ; you’ vehshowncimer eso mer
profile. So you are with me and
Now Tommaso was definitely embarrassed, but she came to his
aid, “OK, |l et’ s assume you are &
genuine interest for Aaron, rigtit
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“Seer you are definitely 7righ
Tommaso added, ‘O warned him s
net works friends. And that Shei
mean, Aaron is an interesting guy, but he is not Brad Pitt, while
this Sheil a..

Myri am compl et ed, “You do not
sex-b omb ?”
“More or |l ess,” Tommaso said.

“So they started dating?”

“Yes, and qui Ateghe begibneag of this  t hi
month she | eft to get a master’
in touchon the net and they meet every month when she comes
back to Rome."”

She was silent for a few moments, as usual when she was
preparing an answer, and she sai
iSs a young man. You cannot prevent him from living his
experience and his mistakes, as well. All you can do is to be there
when he needs you.’

Yes,Tommaso thoughgs usual you are right, but | do feel
uneasy anyway
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Chapter 9. Ten Words. Location: Archipelago of
Malta. Timeline: past, September 25, 10:32 a.m.

Shakil was lying on a deckchair in one of the most beautiful
beaches iGozq in the archipelago of Malta. His laptop was with
him and he was hooked up to a secure connection with a SIM card
bought in the morning, to be thrown away at the end of the day.
Close to him, his new girlfriend was sleeping with a book on her
breasts. She was a stunner. This new organizatiomreas easy
money and the collateral benefits, like this girl, were by no means
contemptible. She did not spend much time with kitrshe was
very busy— but any time she wdwere,she brought him important
pieces of information and they would enjoy some time together.

The last message Shakil transmitted from the beach was
again composed of 10 words: “Bo
OKwithphag t hree operation Balrog."”
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APPENDIX TO PART I: FAQS & FACTS

Q) What is a Denial of ServicdDpS) attack?

A) ADoS(Denial of Service) attacfsometimes called DDdS
Distributed Denial of Servica$ an attempt to make a machine
or network resource umwailable to its intended users.
Although the means to carry out, motives for, and targets of a
DoS attack may vary, it generally consists of efforts to
temporarily or indefinitely interrupt or suspend services of a
host (computer) connected to the Internet

The definition is extracted frolVikipedia
http://en.wikipedia.org/wiki/Denialof-service_attack

Q) How frequent are Denial of Service attacks?

A) If it holds true that a picture iworth a thousand words, an
animated map is worth a billion. There is an interesting site,
fruit of the collaboration betweeoogle Ideasand Arbor
Networks showing theDoS attacks in real time and a
repository of the past attacks:
http://www.digitalattackmap.com

After a few minutes on the site, you should be conviDo&i
attacks are pretty figuent. Actually, they are a continuous
threat to many websites worldwide.

Q) What is the meaning of MAsoc
A) Wi ki pedi a i s al ways a good
engineering, in the context of information security, refers

to psychological manipulatioof people into performing
actions or di vul gi ng conf
(http://en.wikipedia.org/wiki/Social_engineering_(securi}y)

But what is becoming explosive is the use of both traditional
techniques and social networks to manipulate people. The case

of Emily Williams is representatve Try t o googl
wili ams soci al engineeringo or f
http://www.thesecurityblogger.com/?p=1903
http://www.thesecurityblogger.com/?p=2161
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Q) Can ya really retrieve so many informations about a
person through social networks?
A)Yesyoucan.f you dondét believe it,
http://www.takethislollipop.com/
Itis a little bit scary but safe. To knowone about the project,
go to: http://en.wikipedia.org/wiki/Take_This_Lollipop
For more thoughts read the interesting article by Thu
Huong Ha with an interview to Alessandro Acquisti and
Jenniker Goldbeck:
http://ideas.ted.com/2014/07/01gou-knowwhatyoure
revealingonlinemuchmorethanyouthink/

Q) IT security? | believe itg all hype. Why should a business

executive botheaboutit?

A) Unfortunately, real life is sometimes stranger than fiction in

showing us that | T security ca

hype.o | T security is importar
least three simple reasons:

a) Information Technology is becoming more and more
pervasive and an IT service disruption has tremendous
impacts on business;

b) In the absence of effective countermeasures, in the last
years the cybeattacks have become more and more
dangerous, leading to increasing impacts on business

continuity;

c) Last but not leastpop executives are accountable for what
they do to protect clientso
disruptions.

NonIT executives are not supposed to become IT experts,
of course. But they are supposed to give the proper attention,
time and resources to IT, as R. Plant writes inHBR Blog
Network article  (http://blogshbr.org/2013/08/idoesnt
matterto-ceosy).

Mor e about security for exec
Steps to Cyber SecuriyExecuti ve Compani or
(UK Government's National Technical Authority
forl nf or mati on Assurance) .le I 6d
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sentence from the report, Aul
security rests at Board | evel o
to Cyber Security Ex ecuti ve Companion CE
We could add more about DATAGATE for example. If you
google it, you will find a walth of information. From one of

the |l ast articles from New Yor
Agency has implanted software in nearly D00 computers

around the world that allows the United States to conduct
surveillance on those machines and can alssate a digital

hi ghway for | aunching cyberatt
http://www.nytimes.com/2014/01/15/us/ne#fort-pries
opencomputersnot-connecteeto-
internet.html?hp&_r=2&utm_source=Good+Morning+ltali
a&utm_campaign=b1719b5e44
Good+Morning+ltalia&utm_medium=email&um_term=0_
el1b9677dbH1719b5e4483787889

Q) Does fLocanda dei Girasoli o
A) Yes, it does exist and it is a special place:
http://www.lalocandadeigirasoli.it/

't is |l ocatedi i hlANvH@ idrei R@Gmé
Tuscolana)Locanda dei Girasoli was founded with the goal of
helping people with Down syndrome to enter the labor market.

It is a place you must visit if you are in Rome and you want to
taste good Italian food in a warm abisphere.

If you want to know more about how the reality can go beyond
fiction, read the appendices to chapters 1 to 9 at the end of the
book, collecting selected post
LIFE AS A HEALTHCARE CIO.

See al so t heSYIEHEMTallAL hEalpBLelrO GiIREA |
more links.
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TIMELINE: PAST

PART II: PREPARING FOR THE GREAT SIEGE AND
THE FINAL ATTACK
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Chapter 10. Architectures. Location: Canada,
TotalHealth Headquarters. Timeline: past,
November 28, 11:45 a.m.

Ned and Fred ere in a meeting with thExecutiveBoard
of TotalHealth Group. The Board was composed of the Group
CEO, Peter Hawk, and his first line of command. It was the
decisionmaking body in charge of, among many other issues,
evaluating the investment plan fornsmon infrastructures as the
IT architecture was. The meeting lasted for 2 hours, a long time for
group Top Executive and Fred had never seen Ned as enraged as
now. The pattern of the meeting was the usual one: a movie he had
watched too many times in tipast 5 years. Ned was proposing to
rationalize common infrastructure and architectures with standard
and common security measures; the CEO and the other executives
were supporting a more decentralized approach. This translated to
minimal common infrastruare, basically no common standard.
Every location was selihanaged, sharing a bunch of IT services
such as enail and wide area network.
Ned was al most shouting when he
more anarchy in IT governance! We are now more than Azl
around the globe with different standards and architectures. The

situation is out of control!"”
Silence in the meeting room. Hawk looked at him in an

el oguent way, i mpl ying, “You ar

not exaggerate” iadsn’ he wseaiidn vpelsai

the past year in common infrastructure? | think the effort, even

from a purely economic perspect.
Ned responded, this time in ¢

but when you speak about IT security, ttain is only as strong

as its weakest link. Even if our main sites were hypetected—

and this is not the case- if one of the secondary sites is-ill

protected we have a security hole threatening everybody! Just

recently | had a conference call wgbme of our ClOs from east

Europe. You know whaheCIO of Kiev told me? He said his CEO

thinks ICT is too complex to be managed by his staff so he decided

to outsource everything to a partner. We have no warranties on
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service levels or on security meesst Their rush toward the new
IT trends like the cloud or the use of personal devices inside the
company is without any discernment. | and Fred are almost sure
the security perimeter has been
Hawk raised an eyebrow and said “ Can you ©pro
you are saying? Or we are just listening to your theories because
you are philosophically averse to cloud computing amy
novelty, including mobile health and afpisthink your views are
getting more and more astistorical, evenf this is probably just
y ou’..
Ned was livid, but Fred noticed with relief that he was able
to reply properly, “The probl em
well that Martin Hunter and Tommaso Degregori, to make an
example, both use cloud sengand bottare champions of mobile
health,but they do it after a careful evaluation before adtiat
any project of the kind To follow market hype without

understanding the implications I
Hawk replied, “Wel | , what ar
cannot interfere with internal
Ned answered, l ooking straig
impose contractual and architectural standards and, in the
meant i me, l et’s | imit the acces
Europe clinic.And from now on we must perform an IT due
diligence before any new acqui i

S

Hawk thought for a whil e, t hi
it, Ned, but right now | do not think your idea of segregating our
friends from east Europe is viable. We speit nouch time and
energy integrating them into the Group! Segregation would convey
the wrongkind of message to the whole organization. Besides, our
master plan foresees an aggressive expansion policy in Europe in
the next three years and we cannot slow doow. Maybe we will
reconsider your proposals in the next few years. Now see what you
can do to help our coll eagues ir
Board meeting

So, t o Nede meetihg dosea ywithoutndn
decision. Fred was frustratedor8etimes he thought Ned should
settle for something | ess than
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Sancho Panza: he wanted just a castle with a little bit of embedded
security, while Ned was trying to change the world, just like Don
Quixote. Ned turned teredandsaid We need t o pr epe
fly east to see what’'s happeni ng
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Chapter 11. From the Far East. Location: Rome,
video conference room of CIO Tommaso
Degregori. Timeline: past, December 24, 8:47 a.m.

Tommaso passed by the desk of hisstast Sara, who
greeted him amiably and reminded him that, for the second time
this week, he was in the wrong office. Moreover, he was not
supposed to be in the office at all because his calendar showed
clearlythathe was on holiday.

He was going to replthat he was there because Wal woke
him up at 6:32 a.m. with an urgent call asking for a video
conference at 9:00 a.nhereforehe was here instead of strolling
around for Christmas giftslowever,shewould notunderstand, so
he said, “ T mdeedkamyoa bolidayShatrl decided
to spend my first holiday morning in the office, just to have a
smooth transition from work to
conference room to greet some colleagues and afterwards in my
office to prepare my Christea gi ft | i st!”

Wal was in the “far east”, a
for east Europe two weeks ago. Tommaso joined the video
conference. On the screen he could see Wal and, close to him, Fred.

In the background,a glass wall showed an arctic landscape,
completely covered by snow and with big flakes falling.

“Merry Christmas Eve, Ned. Hi
see you do not miss snow out t he

“Please stop it” Ned rhawl i ed
beenliving among snow and wolves for the pasto weeks. |
cannot wait to get back to headquarters. But | needed to check with

you before we | eave.”’
“1f I can hel p, no probl em,”
Fred said, “Do you remember
April 2?7
“Sure | do, b u to demenstraie it veas ane v e r
intrusion,” Tommaso replied.
“OK T o mmalsyoy have arty hypothesis on what
they were |l ooking for?”
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“No, to be honest, no. But wl
after so many mont hs?”
“Because yesterday rWeerdicasd a 1

provider for east Europe. You ki
say quite a different policy from what you are doihgt ussay
they are practicing a form of ‘' €

the internal IT staff is minimal and with a sgrs competence
shortage problem. Everything, from applications to infrastructure,
is managed by a big, big outsomgmultinational company. They
are partially using their own cloud, and partially a portion of the
TotalHealthmaad at a center . ”

Tommasoe pl i ed, “1 remember very
CIlO of one of the east Europe clinics, during the ttarsiphase
to the new outsourcet would say he was a living nightmare at
beg . ”

Fred continued, “Yes, and t he
in my opnion. Besides outsourcing, everybody here is using his
own personal device on the local network, from smartphones to
tablets, without any meaningf ul
BYOD, Bring Your Own Device, craziness. CEOs are mad about
it; they thnk it is a way to gratify employees while saving money
on IT equipmentTo say more, you know how they push social
networks. You can discover practically everything on any single
employee just surfing a little bit: history, preferences, sons, pets,
wivesand girl friends.. you know, al
for social engineeringdt is not new.The difference is that in the
past to discover all this information was a tiresome and-time
consuming work; now is all public. In the pilophasepne of yar
specialists was involved. | think he is Aareathe one | met in
Rome, right?”

Tommaso sai d, “Yes, and y O |
ent husi astic about it."”

Here Ned took over the conver
is true but there is more. Our contract witie outsourcer was
signed without any negotiation about contractual conditions. They
are a multinational company with a skilled team of managers and
lawyers, so it was easy to get the right contract for them. Our top
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managers went on trips around the glér months to see big data

centers and to speak with important clients. | tried to convince the

Group CEO to ‘quarantine’ east E

He said this kind of action ‘col

t he or gani zimaginethatthere ar@puacticadlymo real

security obligations in the contract but we handed them the

possibility to use cloud computi
Yes, Tommaso thought, Cloud Computing had always been

one of Ned’s worri es.ht tHe Cldudh ou g h

Computing was difficult to govern. The providers were giving you

a virtual infrastructure in remote data centers, available on demand.

Theoretically,this could give you an interesting flexibility, but

many sensitive issues such as datarggouere complex to define

in a contract and you really needed a strong negotiation capacity,

involving both technical and legal professionals, to win the match.

If the contractual table saw on one side a big multinational

company and on the other a ctinn the east of Europe, there was

no match at all.

Tommaso replied, “And what I s
convince you to spend Chri st mas
Ned answered after a while, *
investigation, the outsousc had to admit they experienced a
critical security incident on or
Tommaso asked, “Any additions:
“NO,” Ned al most shouted. “TI

we signed is bulletproof for them. There is no way we can force
them to disclose information about their infrastructure. We do not
know where the servers are: their cloud infrastructure ranges from
India to Europe to the United States. The only thing we were able
to discover is that the attack, after violating thgstems, used a
vulnerability in the VPN connecting them to our main data center,
where the attackers were probably able to access our CMDB, the
main database that acts agagawarehousé or al | our |
Tommaso thought for a whil e
should an attacker go for the CMDB and not for clinical data, for
example? Are you thinking what |

T
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This time Fred answerede “Ye
thinking: the only reason for such an attack, besides the hypothesis
of a pure bullying action, is to gather information about our
architecture, preparing for s omg
Now Tommaso was feelingneasy He could hear Ned
saying i n t MerryGhastnkag, Toonmasa, and Keep
me updated on any strange events you notice in the nexsiwéek
He closed the conference.
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Chapter 12. Gifts. Location: Rome. Timeline: past,
December 24, about 4:00 p.m.

Tommaso and Myriam were walking along the Tjbeeturning

from the center of Rome to their home. As usual, Myriam insisted
on buyingmany gifts for all their friends and relatives, and they
had two bags full of them. Tommaso bougtdinly books, both

for him and for others, especially for Aaron. Toasu inherited

from his family a library of 11,000 volumes that took up most of
the space in their house, and this partially explained his passion for
books. The entrance in a bookshop was always a moment of heated
debate between him and Myriam. Usually st&rted reminding

him that he was readirfiye books at the same time, and maybe it
wasnot wiseto further increase the height of the "tower of Pisa"
he kept on his nightstand. He replied that there were at least 50
issues of great interest that he waie deeperfive books meant

he was facing only 10% of his interests, so it seemed a reasonable
percentage, perhaps even too low. Then he dived in the shelves of
books and he usually emerged 2 hours later with a dozen books,
saying something like "These ust absolutely be part of my

i br ar y. 7, shausuallyicakthe gtern face of the teacher
who has to educate a promising studehb is too bent to be
carried away by enthusiasm and began a negotiation that could last
an hour, and that eventualed to reducing the number of books
purchased by Tommaso to 3 or 4, but with the promise to return to
visit the bookshop later.

Likewise,that day a part of their time was spent in the bookshop
and in the bags they transported there were at least 4 .books
Myriam was satisfied with the negotiation, because Tommaso
started with the intention of buying books for all their
acquaintances.

As they walked toward the house, Myriam said, "l saw that
you bought more books about IT Governance and Security than
usual ”

Tommaso smiled. "You are a great observer, Watson. Yes,
you are right.?”

"And why, my dear Sherl ock,
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Tommaso became thoughtful and told her what Ned told
him in the morning during the videoconference. He told her also
about Martin" s vergsationwhen they met at'Locanda dei
Girasoli'.

“So our modern Sherlock is o
intrigue? Acaseofcybeat t ack ?”

"l do not know," Tommaso said. "I'm confused. But there
are definitely issues on which I would like to knowere. | am also
subscribing to the next course of IT Governance & Communication

organi zed by GHI SA that wil!/ be
you have the feeling that things are... running out of hand in IT?
Wel | |l know you"are not in | T,

"True", said Myriam. "l do not feel like an IT girl. | do a
job of translaibn between thdT world and all the others. And
honestly, | do not know if things in IT are running out of hand. For
sure,l see a huge communication problem, and | am pleased that
Martin put togethem his course governance and communication.
You IT guys talk in your own language and sometimes you give
the impression that you live in your own world. This makes it
tremendously difficult for normal people to understand the reasons
behird the alternatives you propose. It happened to me recently on
a project: users sponsoring one solution, while all the IT team
disliked it and proposed another one. When we tried to investigate
the reasons, they came out with at least 2 dozen words and

inconpr ehensi bl e acronyms: from
“1'TI'L best practices’ , passing
“*BC requirements’ and mor e. The
“*The two solutions are both fea

architectura constraints that must be considered. Moreover, the
choice between MOLAP architecture and a RDBMS is not
indifferent and we believe that for the current project, the second
provides a better assurance of compliance with requirements of BC
andwill let ushave a maintenance cycle postlye closer to ITIL
best practices.’ I assure you
background, was in deep pain trying to follow them. Imagine the
medi cal staff.”
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Tommaso could not help but smile thinking about how
many time he took refuge behind acronyms and technical terms.
He then asked, "And then what did you do?"

Myriam replied, "Simple. | took their guy responsible for
the infrastructure and their applications guy, | locked them in a
room and | listened to them fobaut an hour and a half. At the
end, | was able to extract a concept communicable to us mere
mortals. The solution provider we are working with on the project
has good experience with some technologies, those proposed in the
solution sponsored by the ITai®, and not on others. Since IT guys
already tried in the past to force the same provider on unfamiliar
technologies with disastrous effects, they did not want to repeat the
experience that would have negative effects both in the dasan
build phase angbost stadup. In particular, they were concerned
about the post go live, both for impact on their team and for the
real ability of the supplier to ensure continuity of service as
required. So at thigpoint, the choice is between the solution
proposed byhe IT guys with the current solution provider or the
choice of another provider if we decide to go for the alternative
solution. Don’ t you think it
mortals?”

"Yeah,” Tommaso sai d, “it was
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home. Timeline: past, January 5, about 7:00 a.m.

It was their first day together fdlhe holidays and Sheila was still
sleeping. She was turned on her side but he could see, under the
thin sheets, the staaque beauty of her body. Aaron was
enchanted by her every time she came back. He softly stroked her
blond hair, her face, a perfect blend of innocence and sensuality,
her breast and her hip, and at #wd, he nested close to her,
embracing her body. Aandiked so much the tender moments after
they made love or before they got up, but Sheila was more prone
to sleep afterward and, after sleepfor a while to getup. This
was troubling him a little bit
fantastic!

Aaron was not without experience. Since he moved on after
the period of total closure to the world, when he was a teenager, he
dived into life with cupidity. He had taken every fruit, he lived
every relation as a way to demonstrate he was worthy to somebody.
Once he was reassured about it, he would pass to the next girl.
Maybe to be abandoned and to abandon were two faces of the same
coin. It was a rule of life, no point in despairing about it. This was
one of the reasons for his troubled relationship with higpthdo
family, but what could they possibly understand? To them he was
still the fragile child, shattered in body and mind from a tragedy
bigger than he could bear, who needed to be reassured and cared
for.

Now he was a man, and nothing could make him feel
reassured and cared for than a beautiful girl in his bed. But with
Sheila, he had to admit, it was different. Eight months passed after
their first encounter: the longest relation ever for Aaron and he was
feeling bonded to her every day more. Unfortulyatee could not
avoid sensing that for her it was different. To be clear, the sex with
her was extraordinary. She had, he would say, an incredible
talked a lot but, to be honest, she wastetiing too much about
herself, about her life or her past. The only personal information he
collected, after he noticed a small scar and a bulge in her abdomen,
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was the fact that she was diabetic. They implanted a tiny insulin
pump one year before he belly. As a coincidence, the pump was
made by Implantable Medical Devices, one of the biggest
companies in the world producing implantable devices and
partially owned by TotalHealth. After the implant, she said, she
stopped feeling like a slave to ingulnjections.

Now that she was taking her
they could meet only every 1 or 2 months or during vacations like
now. During those periods they made love, spent time together,
enjoyed themselves.. but Alder on
perceived in Sheila a fragility similar to his own, so he respected
her silence and her time. He tried not to notice the strange phone
calls she received from time to time. She was the only person he
knew with her smartphone always protected by a parsbw
Tommaso and Wal, with their fixation on security, would be proud
of her. They tried to impose encryption and passwords on
smartphones for all their team membddg.now the flow of his
thoughts was interrupted by a kiss on his neck. Sheila was
awakenrng and she was | ooking for
miss these moments of intimacy before the next abandonment.
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Chapter 14. Diana hunting. Location: Canada,
CIRANO (Cybercrime Response Operation Team).
Timeline: past, February 14, 6:35 p.m.

After a time during which different monitoring entities
emerged spontaneously, some limited to specific business areas
such as banking, at last the CIRANO project of the government of
Canada was born. The CIRANO team (Cyhtack Incident
Response and Action Nedrk Organization) was now starting to
work properly. It was created as an evolution of traditional CERT
or CSIRT organizations, created in many countries to monitor IT
security threats. CIRANO was a network organization showing a
real life example of cadlboration between IT experts and agents
from different governmental agenciasd thanks to it Canada was
a leading country in cyber securit®bviously, it was initially a
kind of nightmare. In the beginning special agent Diana Simpson
thought that the wail group composed of agents, IT guys, and IT
agents was one of the best allies of cydr@ninals.

Not only they were ineffective and quarrelsome, but they
conveyed the false impression of being able to protect the country,
when they could not protect ahyng or anybody. Everything
changed when Thomas Rowling became the CIRANO Director.
Thomas worked so much on team building. He made it a point to
teach them how to know and value each other before they started
collaborating. He knew well that many of hé&atn members were
among the most skilled cybexperts (or cybecriminals; the
difference was subtle sometimes) in the country and maybe in the
world. Others were agents with breathtaking resumes. Their
problem was simple: they spoke different languagesiaey were
basically individualists, like many star players. After 6 months
spent on team building, team management workshops and
weekends in lonely mountain retreats, the result was a high
performing team. Only two of them did not embrace the new spirit
and Tom was inflexible with them: they were removed. Thomas
used to say that team play was everything, and for it he was ready
to sacrifice even a prodigy.
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Diana had been in the CIRANO for two years. Up to that
point, hers was just a brilliant career inlige, nothing more and
nothing less. But she hawbw the possibility to work on what was
really moving herand when Diana was moved by something, she
never gave up. Sometimes her physical aspect induced other people
to underestimate her: youngwoman wth a fragile appearance
was not the common stereotype of a special agent or of a-cyber
crime expert, and she was both. She was a tiny girl with very black,
short hair, as agile as a cat and as determinedtigercould be.

She also had a quite uncommatuition, a photographic memory
and the ability to penetrate almost any kind of information system.

Now she was on the phone with Luc, her boyfriend, to
excuse herself since she was still in the office and it was St.
Valentine day. It was not the first tarin the past few weeks, but
fortunatelyLuc was very understanding. There was no particular
reason to stop in the office now, but her instinct was saying
something was moving in the underground CIRANO was
monitoring. The agents infiltrated the most impott illegal
websites, used by the criminals to sell and buy credit card numbers,
access credentials to servers and security systems, sensitive data of
any kind, viruses and malware, and in the last months they were
showing interesting signs of increasedtiaty. Diana was
convinced that most of the traffic was just entropy: business as
usual or “noise” created to coVe
it was just the case that cybaime was growing? Both hypothesis
were upsetting to her. Some clues seeemm@re interesting than
others, but she could not find a solution to the riddle. A few days
earlier,a colleague of the codes & encryptions section deciphered
a message reminding herTheawbrd “ The
“Balrog’ emerged more than once. Stantly remembered the
movie Luc insisted she wateti Before she felt asleep, as usual
during a movie, a monster with that name was fighting on the
video. Quiteoften,the criminals were using novels or movies to
communicate, but the code was opaque dn After two more
hours,she decided to go back to Luc. Withoutlae, she would
never see the picture in the puzzle, and maybe this was the goal of
the guys behind all the traffic she was analyzing. Tomorrow
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morning she should remember to post a regioestontributions
with an alert on the CIRANO website for all the partners.
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Chapter 15. Personnel selection. Location: Rome.
Timeline: past, March 28, 3:15 p.m.

Tommaso and Vittorio were entering the third interview
that day. After the last stormy #taneeting, where Tommaso tried
with some difficulty to reconcile different points of view of the
area managers in his organization, they decided to proceed with the
selection. During the staff meeting Tommaso told them the content
of the last call he hadith Wal shortly before Christmas. It took
him a while to decide to share it with his managers, but he
eventually decided it was better to put them apart. At that point
some of his managers had strong opinions about the opportunity to
manage securityn amore structured wayput some of them were
on the opposite side of the river: they thought security was an issue
above their I evel, an entry on
the chance to insert a new team member, they should aim at
strengthening thecritical areas. The debate was quite hot.
Tommaso took some time to observe how it was proceeding: his
was a good team, but they had not worked together for a long time
and it was crucial to him that they could learn how to openly
confront each other in dialectic but positive way, without
anybody feeling bad because his or her opinion was rejected by the
team. On this point they worked a lot during the past year and they
took a specific training, as well. The best trainers used many
different technique®o teach a team how to dialogue: it seemed so
easy, but tomanagepeople with so many different kinds of
trainings and attitudes was almost an extreme sport. In fact, after
all these years working with different IT teams, Tommaso was
more than ever convied the IT professional simply did not exist.
There were many kinds of professionals with some common
background, but between a business analyst and a system
administrator or between a service desk operator and a business
intelligence expert, you could hdydfind anything in common,
with all due respect for all the certification bodies in the world who
were trying to design career profiles for the different IT
professionals.
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This was evident also during the staff meetings, where
Tommaso was often forced boing together quite different views,
as the ones from Vittorio, the head of infrastructure, and those of
Lisa, who was in charge of applications. It was like herding a flock
of cats. Anyway, they worked very hard on communication and on
team building andomething started to surfacEhe voyage was
not short; 2 or 3 years were typically necessary for building a high
performance team, so their journey was just at the beginning.

That iswhy during the selection of new team members
Tommaso wafocused on soft skills and personal profiles. For him
an open mind, ready to change, was invaluable; otherwise it was
impossible to dialogue. Moreover, the aptitude to think and to think
before acting, theeamworkingattitude, the holistic vision and the
focus on value and execution were all landmarks to him.

For example Vittorio, the head of infrastructure, who was
assisting him during this selection, was a middle level technical
expert, mthing exceptional During the selection for the
infrastructure manager Tommaso interviewed at least four who
were more technically sound than Vittorio, with more vision and
better technical capabilitieslowever,technical capabilities were
not so difficult tofind among the consultants. What was really a
scarce resource was the main characteristic of Vittorio: his open
mind, always ready to question himself, his tendency to think
before acting, carefully evaluating consequences of what he was
going to do, andiis team player attitude.

Now, after three interviews with three security experts,
Tommaso concluded that no one was showing even the slightest
sign of the qualities he appreciated in Vittorio. He had to admit
security was a field where a new genetic matatvas in sight. He
worked quite often with Fred, but he was well aware Fredamas
exception. The 3 security guys they interviewed were an example
of the “dark side of the streng:
some of them were showing clear signs @élirium of
omnipotence, with the second one close to paranoia. What they had
in common was a strong focus on security, a totally
incomprehensible jargon and remarkably nonexistent team
working aptitudes.
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One of them conditioned his willingness to workttwi
Tommaso to a minimum level of budget for security projects, and
he invested more time in negotiating this point than his own salary.
Two of them were not able to express a single valid argument
communicableto top executives to convince them to invest i
security, besides dark threats and dark omens of impending
disaster.

Only one of the three was able to frame the European and Italian
context regarding privacy and data protection and corporate
responsibility. This guy was the one Tommaso liked most, but
unfortunately, according to Vittorio his technical skills were not
deep enough. After one morning and half an afternoon wasted,
Tommaso and Vittorio decided they needed to fiedrapplicants.

At the end of the day Tommaso took a few minutes to have
alok at Myriam's profile on the
this from time to time, just to be sure everything was all right and
that Myriam was not under too much stress for her fragile heart.
But in the past months he started doing it with a specialeistte
above all for the section where she was recording her menstrual
cycle.

He was now noticing an interesting anomaly, but he saw a
digital posti t from Myri am, who wrot e,
curious eye will not miss this little delay in my cycle. Bati know

I have never been perfectly reg
answered with a pos$tt saying, “Let’ s pu
perspective: if this is a true d
because it means we will have a baby. On the otlagy if it is a
false alarm.. I am the happiest 1
I have in front of me many interesting nights where we will try to
have a baby.. what more can | as}
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anniversary, two odd e-mails and an
announcement. Location: Florence. Timeline:

past, April 6, 8:15 p.m.

It was an established tradition: for their wedding
anniversary Tommaso and Myriam used to go back to Florence,
where she lived as a child and a teenager, wherentheyed and
where he liked to take refuge when he could not take any more of
his beautiful, indolent and chaotic Rome. Florence was on a human
scale: you could cross the old town in a few minutes; even its art
was less exuberant, more concentrated. In &gou could find
everything, layered in different ways, here everything revolved
around the amazing years of Humanism and Renaissance.

As usual, they were staying at La Scaletta, a bed and
breakfast close to Ponte Vecchio. They were having dinner on the
terrace and the view, even if not new to them, was breathtaking: on
the | andscape towered the dome
tower and Palazzo Vecchio.

Myriam’s eyes were charming by
Tommaso was not enchanted as usiietually, his mind was lost

i n distant thoughts. It’s usual/l
good at listening to sense immediately when they are not listened
to themselves, so Myriam said c
Me | b o Whendonimasorepliedn!| vy, “ OK, wel |~
the horizon, she stopped eating the wonderful spumoni cake with

al monds and said, “Tommas o, | et
been talking to me in monosyllables throughout dinner and you are
barely |1 steni rbgvildered: inmeverhappéred | o o
to him to be so absentinded during a lovely dinner with Myriam.

She | ooked at him and burst out
your face now! You look like a child caught with his hands in the
cookie jar! So now | am rdgl interested: tell me who has the
power to divert your attention

He sighed and said, “Sorry My
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More soft | aughter. “So you
sexy colleague? Ned has this power? | am indighant

He kissed her hand and took out from his pocket two e
mails he printed that morning.
know that, after the Christm&wvevideoconference, Ned had been
more and more difficult to find. | last saw him 10 days ago. He was
pastng by Rome and he was going back to visit our east Europe
clinics. He was visibly worried, distraught; he was saying he was
after something, but he did not tell me what. In the past 3 days |
tried many times to get in touch with him but without success. Y
know this is quite uncommon for a guy like Ned. And today |
received two peculiar-mails, one on my job-mail and one on my
personalenai | . Read them yourself.”

FI'RST MAIL (fromaNédds dommasypOe
e-mail):

April 6 -time: 11:34a.m.

from: Ned Wal

to: Tommaso Degregori

Subject: Telephone number

Dear Tom,

here is the phone number you were asking me last week:
(+39) 24 58 80

Best regards

Ned

PS: Next time I 6m back at Headqu
from my laptop. IHink it is slowing down the processor too much
é

SECOND MAI L (from-mBhedodst op elrosnome
personal email):

April 6 - time: 11:34 a.m.

from: Ned Wal
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to: Tommaso Degregori
Subject: Social Networks

Dear Tom,

I have been thinking a lot aboutcal networks in the past week.

You know, I told you once that you fly too high on some topics, and
this is probably one of those. But after considering the evolution of
society, | think we should experiment more with the power of social
networks. You codl be a pioneer with vyo
amazed by my new attitude on the subject: old people sometimes
are fool s, someti mes are wiseé
that social networks are extremely useful if you want to know
somebody better. There is Biuch information about all of us out
there | could hardly imagine before. My greetings to your
wonderful wife Myriam.

See you soon
Ned

Myriam was lost in thought for a while, then she agreed,
“Two -ondild indeed. But we both know Ned is very, very
peculiar. Besides being an eccentric, avid reader like you but with
a strong inclination toward worlds without technology, you told me
that sometimes he looked almost scared by technology. Do you
remember when we introduced him to Don Carlo? And do you
remember how well they fit together, convening on the absolute

need to fight against ‘the dark
are still working together? One day we should visit Don Carlo;
maybe he wild|l give us a hint on

head. Or maybe Ned was just trying to give you a telephone
number and to send you a thought about the evolution of man and
knowl edge. ”

Tommaso shook his head. “ d
First, | did not ask him for any telephone number. Besides, | tried
to call the number but it does not exist. Third, in his finstal he
said he is going to deactivate the encryption on his laptop. Can you
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imagine? Ned made it a point, and he carried it on with a global

battle, to impose encryption to all Top Execatis ’ | aptops.
almost fired him for this battle! And the second migileven
stranger than the first: he pra

experi ment more with the power
remember what happened during the Tagh Execulves meeting

i n Canada? | was not present b
company. As usual, the executives were using their tablets and
smartphones even during the meeting to stay connected. This
approach leads quite often to lengthy meetings because the
majority of the participants are not really present, they are
somewhere else. During the last meeting Ned made a speech on the
risks of social networks, threatening to prohibit their use inside the
company, and he stressed it was useless to hold 3 heets\gs

where half of the participants were surfing ifiiernetall the time.

The executives were so embarrassed nobody dared to look at his
tablet or smartphone any more. Later lb@ convinced the group

CEO to publish a policlye’'caldtedt
beginning of each meeting everyone must put smartphones and
tablés in the center of the table and they can use them only for real
emergencies. This happened no more than a month ago! And |

don’t remember i f I t ol dniziggo u , F
courses for teenagers on conscious use of technology. They called
it the SUOT Team, meaning t.eam f

They have even a websitéow you are telling me he is embracing

social networks? d o n’ t hybshoyld hie tvrite méivo e

mails on my job and personahaail at the same time? | told Martin

about it on the phone and he agt

mail and his behavior in the last period quite strange. But he has no

explanation either.”
Myriam took hishandah s ai d softly, “ Do

the movie we saw recently on illusionism? There are things you

cannot understand if you look at them too closely. Maybe you

should distance yoursedpb you canvisualizebetterthe situation

But now your * svided das reimunding you, fise

claiming you!"”
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They got up and strolled through Ponte Vecchio. They
followed Arno at first, passing byGalleria degli Uffiz, and
reached Palazzo Vecchio. Now Tommaso was really at peace. He
was breathing in the beautifulgind he was breathing in Myriam,
who was holding his hand while at every corner she was telling
him anecdotes from Fl orence’s

It was night when they walked back to their hotel. While
they were crossing Ponte Vecchio, Myriam stopped. Tommaso
embr&;, ed her and she said, “Easy
you hug me.” Tommaso | ooked at
or an intuition. When she saw a faint smile lighting his face,
Myriam gave him the best news
dear ad busy CIO, you were right when you suspected me for the
last delay: | am guilty, and | think now you should handle me with
great respect and caution. We

Tommaso could not speak any more, so he embraced her
tenderly and they stayed tledike two fools, on the most beautiful
bridge in the world, waiting for their joy to melt down in a
communion if possible even deeper that what they experienced
before.
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APPENDIX TO PART II: FAQS & FACTS

Q) Why is IT architecture important?

A) The bestanswer | found to the question is the one from

Op e n Gr Ao pT: arcliitecture provides the necessary
technical foundation for an effective IT strategy, which is the
cor e of any successful moder
Specifically, an IT architecture deés the components or
building blocksthat make up the overall information system.

[ €] An effective I T architectu
and success, and is the indispensable means to achieving
competitive advantage twhhatough
the effective management and exploitation of information
through IT is the key to business success. An IT architecture
addresses this need, by providing a strategic context for the
evolution of the IT system in response to the constantly
changingneds of the business envir
effective IT architecture can make the difference between
business success and failure. By investing in IT architecture,

you are investing in business success, independence from

suppliers and control over oyur own dest
(http://www.opengroup.org/public/arch/p1/oview)).
Many executives |like to have t

is the fAbig pictureodo about t |
enteprise IT. If you miss the big picture, you will fail even if

you manage the details except
architecture, as shown in the novel, can lead to complex IT
management and security vulnerabilities. To cite another good
starting pointto explore the link between IT architecture and
business strategy and execution, a good IT architecture is a
Afoundati on for executiono (
AEnterprise Ar chiitHarcatdulBusthesas S
School Press).

Q) IT is expensive,do complex to manage and it is not our
core business. Why dondét we ou
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A) The first answer here is: you cannot outsource what you do

not know and hope you will get any benefit from it. Moreover,
managing an outsourced IT is in many waysercomplex than
managing an internal IT function. So the reason to outsource
Sshould not be searched for in
savingo objectives. Even i f I
company, it is probably an enabler of many core servitles.
outsourcing decision should be linked to enterprise strategy, as
I's explained, for exampl e, I n
(search AChamber | and out
http://iveybusinessjournal.congr follow the link:
http://iveybusinessjournal.com/topics/strategyfiscore-or-
strategicoutsourcingas-a-strategicmanagemert
tool#.UrxiiPTuJOw.)

It is clear that the decision of what should or should not be
outsourced cannot be made by a single actor: the CIO and the
CEO (or the board) have both only partial information
necessary for a right decision.

One more note: #skills and the competencies needed to
manage an outsourdelT are completely different from the
ones needed to manage an internal IT. A good project manager
with no experience in contract negotiation and management
could be valuable in an internal IT depment, less strategic
if most of the IT functions are outsourced. More about
out sourcing risks can be found
ISACA websitéhttp://www.isaca.org

Q) Now that we have the Cloud, why sHdwve invest in our

private infrastructure?

A) First of al | |l et 6s start w
Computing, a task not easy indeed.

Gartner definegpublic cloud computing s i a styl e
computing where scalable and elasticdiabled capabilities

are provided as a service to external customers using Internet
technologied i.e., public cloud computing uses cloud
computing technologies to support customers that are external

to the providerodés organizati ol
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generates the types @conomies of scale and sharing of
resources that can reduce costs and increase choices of
technol ogi es. From a gover nmen
using public cloud services implies that any organization (in
any industry sector and jurisdiction) casaithe same services
(e.g., infrastructure, platform or software), without guarantees
about where data would be | oca

As for outsourcing, the Cloud approach should start with a
strategy developed by the CIO and CEO / Board of Directors.
A few companies have a cloud computing strategy. An
interesting example is the UK Government Cloud Strategy:
https://www.gov.uk/government/publications/government
cloud-strateg.

To learn more about cloud computing, a good starting point
Is Wikipedia:

http://en.wikipedia.org/wiki/Cloud_computing

In the same article you can find definitions, benefits and
issues withlcoud computing. The f i
definition states that clients of cloud services should expect no
Aguarantees about where data w
Again, the point is not about technology but business
strategies: what kind of data wid a CEO/Board like to
manage internally? What kind of data/services could be
managed in the cloud? What are the pros and cons of the
different choices? What are the risks of buying cloud services
by providers and what guarantees should be embedded in the
contracts? How should one define, for example, -ouaty
policies to avoid vendor loek?

An interesting initiative is &loud by the UK Government:
http://en.wikipedia.org/wiki/lUK_GovernmenG-Cloud

The program includes both framework agreements with
suppliers, mitigating the risks associated with procurement of
cloud services, and an online store of certified applications.
A final thought: the extreme solutions are often the wrong ones.
The point is not to decide if a company should use cloud
computing or not. Cloud is a reality which can give important
benefits to many companies. But there are risks to be aware of
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as wel | . Many experts are spon
interesting soltion. Gartner defines hybrid cloud service as

a cloud computing service that is composed of some
combination of private, public and community cloud services,
from different service providg. This sounds nice, since it gives

a company the flexibility to manage its data and services in
different ways: some data/services could be totally internal,
some moved to external cloud providers with different service
and security levels. Again, theatbgue between ClQheCEO

and the Boardis necessary to define a strategy before
analyzing single solutions or vendors.

Q) How can | measure the benefits of my IT investments?
A) This is a complex question and it requires an answer more

articulatedthaniti s possi bl e in this con
t hat t he most mature framewor
but of Aval ueo, which is a bro

here is that to measure the financial benefits of an IT
investment is possibléut it is often restrictive, especially if
the measurement applies to big infrastructure and architecture
investments. There is an interesting framework from ISACA,
VallT, which tries to approach value measurement in a
structured way, also linking, wheres possible, infrastructure
investments to business objectives. You can find more
information  searching VallT on ISACA website
(http://www.isaca.orgor following the link:
http://www.isaca.org/Knowledg€enter/Val T -IT-Value-
Delivery-/Pages/VallT1.aspx

|t is a starting pointeée and v
connected to IT Governance.

Q) What is IT Governance and/hy isit so important?

A) IT Governance is defined as follows by IT Governance

l nstitute: Al T governance [ é]
governance and consists of the leadership and organizational
structures and processes that ensure thatthe orgam t i on 0 s
sustains and extends t he or g
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objectives. 0 Mor e resources
http://lwww.itgi.org/

I think other aut hors (Weill,
Performers Manage ITDecsi on Ri ght s for St
T Harvard Business School Press) have a strong point in
underlining the importance of IT Governance when they say,
AEffective T Governance IS
predictor of the values an organization generatesrir | T . 0
Another book dealing in a less conventional way with IT
Governance is, AAdvent uMoars of
(Harvard Business Press).

An interesting approach to IT Governance at Board level can

be found in ISO38500 standarickif://www.38500.0r9)

In one single sentence: no IT Governartugh risks andno

value from IT!

Q) Is it possible to define wh
A) 1tdés hard, very hard indeed
too vagueas a category, so we will probably need to split it

down into pieces. But the issue is a hot one. Historically, IT

was a field open to everyone, and this tremendously helped the
innovation in recent years. Now many companies and
institutions are tryingtohdr aw t he border so
professionals. Besides the vendor certifications, there are a
number of organizations trying to define certification paths.
HIMSS (vww.himss.or is one of them for healthcare IT, for
example. A more general approach is the one followed for
example by the European Union with eCF framework:
http://www.ecompetences.eu/The framework defines 23
profiles of IT Professionals. It is still not emgh, still under

devel opmenté but it is a start
See al so tSkilks for jebp i Edropel measuring
progress and moving ahead=i n a | Reporto by

more insights about-eeadership.
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PS: there is a movement tryingfioc er t i f yo t he |
well. See, for example, ECDL foundation
(http://www.ecdl.con)/for more detail.

If you want to know more about how the reality can go beyond
fiction, read the appendices to chapters 10 taflhe end of

t he book, coll ecting selected
blog, LIFE AS A HEALTHCARE CIO.

See also the final <chapter AES
more links.
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TIMELINE: PRESENT

PART Il CHASING THE ENEMY: JORNADA DEL
MUERTO

TheFifth Domain- 80



Chapter 17. The lesson. Location: Canada, GHISA
training center. Timeline: present time, April 16,
9:35 a.m.

Martin Hunter, as wusual, had
beginning of the | e8lsTonGo vHe nhaandc
Communi”ccaotrisoen at GHI SA headquar
includgdedeomstudents asandeoandnfmner e
Among them was Tommaso, who tri
from Martin. Besides being a fr
probably the be shad omertuniinc atthoer ti
maybe ever. Th |l esson was
e f I nformati on ficers and
ernational cert i cation. It
tiatives, stronglytsupporngd
competencies about governan
ntials in health care | T or ¢

y started, Martin
that all the mate
chien nliensgs omf, t he sil
d
o]

e
Oof
ifoi

9
b

D

of t en, he'Dsamart e
u know wel | t his
ate CI Os. Now | apol ogi ze
e role of Chief I nformati
O rol e Yosu &Inabw iwhmad €&q Whi ¢ ¢
am fully aware of the diff
d effective CI Os, b ecauosne, a
chnical and manageri al comp
mmuni cawWwhan ¢$kiaiml $rying to sa
not 'lelnoturgyh.t of prove my statenm
“First of all, we have a compl
arss bheac o me mor es paenedd naonrde ihnitgehr
d I'T had a centr al role in th
a few years ago, an average
mpany were digitized. Now i n
€ praorcee sdsiegsi ti zed. Thi s means
ailty and instability, as wel |l

W oomS +FDd® O

- 3O O0O>S 0
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PVODODTYI XY T®
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become:
e goverr
I I n mind t
t i f you a his f act
at everything I' T is becomi
mpare your work with itrheo twhoerrk
partments, we can say that no
at his professionals are doir
king on new technol ogy,weyou
do is to build stoomaipdeofoe
, ‘mmacstt etro andt lc ® mma h dcpoeubl edo n a |
t o foll ow wup a technical
strator on operating syste
s before |I get | ootu.l dYd ua sa
utes, but | am quite sure
cal knowledge you do not
st him; there is no other
y
n

(¢]
O O S
[ N B
—
Q
(e
D

O~TQ OO SO THS”WO

ou madien t hreloauatgibhneahmihso i ic
t, for example, from wh
ni stration: no one of hi
He i s a manager who perfc
e competencies rfefqgaur @retd 2o w tn
ars ago. I n our field, the f ac
er ati Mdy esayrsst ealgso means not hing
“The second point is about bo
ope of I T managemeat andugode
sponsibility of a ClI O and wha
ove all, who is in chargé of w
ngdom? Nowadays | CT i S pr ac:t
naging not only infoematasomweb
arm systems, buil ding automat
cause speaking of our cont ex
gineering management i®lameis
ui pment with mini mal embedded
mpl ex cl i enmo sste rovfeora ths®yi sdtéenmiesh,e
an of control and managed by
gineers do not always have the

T ® > 5 5 T
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T side of t he equi pment , wi t

athée¢ tectur al a.ndOrs etchug i datyhars shuars
professionals in general do not
medi cal devices and associated 1

“The third point is |inked t
remi nd myseextfr eomhe epno ionft & woof v
users are represe‘mraed:.
Syndoomehe name from t
saga and from an episod
g CGla®.t ilngwaso swor k in a co
t the first 6 months meet.
st strategy to get out of
ban c¢linSac whw arod dt hree ,new
s thraer eydthe right wand 'to so
poi nt of ‘Vnéwr malg tveilsa t md g icc
tion to all the probl ems. I
nol ogy to humans was equi va
ndleatlt iotfu en find i n‘walstweser
ecti 0hm styankdirmognei.t from anoth
S
[
0
e

<

T OO0

O ®d®Dd®O S C =
O_OO__'WU(DU)‘<3""

TS —c —0>Tcwomc

tomer satisfactionl Bushewyl d

ke waste collection: you l

S
g9

o )]

rning, clean up everythin
re he stopped for a whil e
not need t hem. Every single per
speech. HMes weadt wain understand
mi slneggadil nc & &ve, arestasking | T t
possibly do. To solve compl ex
of objectives and a mix of t e
revi ew. I n the other cdseitthide
scenjesosely interacting with pe
i mpossi ble as well, since we ar
organi zation.
“And this is the fourth and |
t ween | T, processesaragmud drTg a msi
io rmeadhiye nfrteci pes. We co
g pest mangoti nlgag etdh ee nc
t,heeb syadu wanrndte ogemjf

c 0o ©

(CR - =N
O Q
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of flour by yesungamooé¢ yak
soup using more salt than other
this

seen happen many times i n

“'n summary, for the reasons
others you could think ofh the
anymor e. I am conscious I am s

struggling to devel,oupb GI3> ifsr osn
enougmmanybmpani es gwher anf ffi a@r s
ashe Chief 1 nfor matoiront haen d@ hS eecfu
Of fjcrut this is not enough eith
In my dream there were many mor e

O than a miserable 1. I n my dr e
Chief of Holistic I nformaatoon
Systems and Security | mpl ement a
Whil e he was saying that, he wr
C.H.I.A.R.1.S.S.1. M. O.

“'s 1t too much? Too | ong as

CEO i f every timedheimgs at oneiemn i r
to STaay,s i s Jim Smith, 'myeClHnlg
each "lYeotut ecrc2ul d hear the partic

“Yes, a little | onger than wusual
reality there its Imuicrhc Imbded tihra n
the full word there is more tha
l etter Because | firmilswilblelbhe\
of paramount i mportance now and
i n the beautdh uils Ilatnagluiaagne, wehsi f a
means not only an honorific tit
CHI ARO. Tommaso is from Rome an
means <cl ear, transparent, compr
communi cati on dofbeourHeg usyh osuh aodu | h ¢
approach to technology, and he
enterprise risk management , Si N
more | inked to |T. Now you <cert
det ai | : i f nidt siosmedoinfef iwiutlht tthoe fr

and competencies to be a good C
to be a good CHI ARI SSI MO? Can
prepared as you could i magine,
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ranging from apptliiocnast,i orfg on o e
technol ogies to processes and s
management, and still be abl e tc
a communicator? Or are we dr awi
Marvel could create?

Or shtoouwdéd miads compl etely change
trying to delegate responsibildi

C.1.A.O. S, a Chief o f I nformat.
Strategi st able to govern strat
executivekéesetocgweern infor ma
technoMWhgil esMartin paused for ef
secretary, entered t he room.

e mb ar rsahses enda\n@lredan urgent messag
his Chief Technuwoliagy COfOf iMaark &nn
was real | y3Opauaxmrzd ea@f. Hins career

interrupted during a |l esson. He
students saw him growing gl oomy.

Martin,

Sorry to digtwobr yloaus sdaur itmut we
state of crisis at |l evel 3, as t
fact, one hour and a half ago we

on t he mai n data center whi ch
experienced harhdmal ires kwif or pat.
NMRs . I tried to contact you i mr
decided to declare the state of
analysis, the situation | ooked

shut doocverd upre of al | systems an
di saster recov data center.

active and the situation seems

depart ment . I have nJo meul€Charef i n
Clinicat. Ehgdomaeleadudcol | aborati on
stopped working and they were a

the colleagues and the executi v
Users experienced | ess than one
systems areatop%edltlieavel. We act

protection procedur e sasredcwasdclkeas:
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to core systems.

One | ast point: from my infor mal
only hospital under att atckwn.t he
Pl ease call me back as soon as
Mar k

for a'Havhmalk,

Martin stopp
t y summon an en

S <
€

\

e
pl ease 1 mmedi at e
Cl Osalwolie hospita
withdbnmi npossadi

d
I
I in town conn
&€t hem t o come h
n

And | want someone from CIRANO
me in touch with Mark Swan on t
Ned Wal ] as well

Then he turned to his “Myewild
dear student s, today we stop h
i nteresting case study on | T sec
next 1T esson!
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Chapter 18. Emergency Meeting. Location:
Canada, GHISA training center. Timeline: present
time, April 16, 1 0:30 a.m.

After he spoke to Marc on the
worried, but not for his hospit
to a good dialog with the CEO,
build a resilient i nf ryasstarfuec. t uTrl
reaction to the attack of the m
without him being present, alll |
operation properly and service
the magnitude of the problem, r e

Evre t heclusseedofi ces, a topic qu
|l ast period and on which Mart:i
and thoughtf ul approach, had b

n
e
open the communications among t6F

k

of systems downtime. Thinking a
the work his team had perfor med
he was well aware that, in spit
Cl Os, at group |l evel tbBebeeauwvit
we-f udged. Ned Wal was very sens
champion of cautious use of tect
not frame this sensitivity—in a
or at |l east he was imav eorf alplpe otac
group CEO.

Besides that, three things wi
first one “wawsnd@&niasgvad bDoe of t he
|l esson and one of theHowewviees hof
his reputatdenhi sholweackear svii p 1 ns
I' T field, getting him as far as
focus on Process |I mprovements, f
hospital marewagemehhet processes
and Clinircianng HEmegaimmgeoene i n hi s h
we l | that the Clinical Engineer
hanoéeidceavli ces but not the infor
the medicalimgut pbement Chi ef Clin
very compertteinnt aapnpdr eMai at ed hi s ¢
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but he was not an easy guy to
uncommon situati on: mor e Ioifefen
Clinicalwelnrgimmoereed el @ enre ttteehrarni ttoor
wor k*bowmndaAnidestr e wer e t d¢foalnhainnyg
through "oheldr aanlds Clinical Engi
Wh a 't he under'st oepoffrtomt Maugh h
hard factwasabbbatCltnical Engin
experiencedus éetnyops o bl

The second thought that was t
connections in other hospitals ¢
hospitals in town under attack w
The third worry was than tNead pMad
10 days. KnowpaguNé&ddinhlgi s owa & i s
email s Tommaso was telling him
picture was quite gl oomy.

By now all the participants
m, onlhypyspwo aCl G Osf i n

Besi des hi
physically prdeveeret .colmecotehler e x
need for their presence in thei
This was a clear indicator of a

They were about to qitcaer tsywh en
announced a new participant, a
|l ooked more | ike a teenager, ou
manager s, al | men and all above
hersel f as Diana Si mpsolnRANOp.eci
Martin had heard about her and
what he thought, well, she was \

After a few minutes for the
straight t o t he point. Hel ped
conference, shd ucdhegpionnt ech thhes hos
ot her Cl Os t o update the ot her
situations in theirs.

The picture was bewildering.
they were under attack. Fi ve f

0
parteofottadal Heal th Group. The ot
Total Heal th but they were stildl
health care néehmadkpr amalexy rheer
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for the spreading of contagion
The outcomes of thefdtraoaoks |
a scal e ranging from serious
demonstration, Martin thought,K6 ¢
and how vital I nformat'oparatysoe:
I n facts, hdaptiital was Bheoshl pto
capacity. The others were funct
they reverted many services to
everything so much they had to s
i maging were fundamentthadadtyr els| oa
emergency departments sl owed do\
I n two hospitals, i ncluding
CAT and one exposed to NMR were
since the attack caused a mal f ul
control Ssystems. Pat agat andwemag
field |l evels completely out of
of radiation was s® lhifgd as dang
hospital the NMR was aAacéeiopeedt D
woundi ntge cstommeci ans of .the mainte
At this pdd nagerCtl RANIOl ent wup
i ntervened. She cleared her thr
adul t s, but when she started s
i noerstrength were eviAtenGl RAMAN@ v
we have reasons to think-awe a@rke
prepared a | ong time ago. We are
in other countries and wiitdet he
organi datoohmhesnonatehyormati on was
i nconsistent and up to now it w,
the attack would strike. Now we
based on a conversation t Nad w
Wal was on the track of somethir
Last time he was seen in Kiev.
|l ooking for him. I f you should
him please cont’act me I mmedi at el
She wasl|l gsod ntghe channel® whe
think the | ast per son in Tot al
Tommaso Degregori, a colleague f
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emails from Ned, as well . It hir
a chat with Deégrsagaeri :bult anmayibe
‘cl ués.

Diana |l ooked at hi nmMst Hanghbkt,
I'm waiting fomoypatddglamar. rCdw ANO
headqudrndt ems.urle that Degtfegor.i
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Chapter 19. Safe house. Lo@tion: Castelli Romani.
Timeline: present time, April 16, 2 0:45 a.m.

Tommssdaravel was quite tor me
to his questions and he was ask
arrived in a |l onely mansion on

Gandol f o, the summer residenc
Myriam always | i ked the araa o
peacef ul retreat when they cou
Ro me .

e
f
|«

It was a | andscape of hill s,

| akes. Just a few knew that [
Lazialeactavetilmmemaeulrdl ¢ ana h
wake up again.

As they passedattkiee gaares od
Tommaso got out of the car twiet
entrance of the villa waiting
i me quietly. Then My“Whasn, goii it

—+

t
e

t C
h
f

th

on Tommaso?

He hugged her soné¢ more@potthe
only got fragments od iitnfhoarsmastoino
to do with what I toP&hgonmodlec
silently, but they could not sa
arrived.

A man in his forties got ou-
I nsp®avode Béropamsdotierped . t MHemi
come in and, while they were si
what heé&Socroruyl df,or t he i nconvenien
you to know you are safe here.
because it seeatst ac kmbesasli Ivet alyibrei
Canada is underwawyhattysaembr NedL
know wellsappeared after he di sc
clues. We think everyone who got
could be on one sidmatbi souricet o
ot her side could be the”target

Tommassad afwhil e deep i nMSda houg
what are you plannihg, to keep 1
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The inspector “Nwats autniamplr.e sYsoeuc

stay hemwdhifler you wil!/| | eave on
mor niSmg mat from the mili"tary air
“And where am | supposed to g
“To Canada, of course,”thaet I

i nspector answer ed.

They weretdéeconatsecrt dedr oom
coming probably from the enct
er pieces of furniture, whi
yguards

set themselves at gr
not s peak nmucchh;maorhee yi nhfaodr nmaott
t what they heard. Tommaso cc
‘T see you did not come al one.
She ans$¥Yeesr,edof <course, ot her v
me up i n the morning now that vy«
we aroef otuotwn and | am pregnant :
me makes me feel safer.
He smiled but did not say any

he shared with her the ¢miougdhe s
was having during htAsr eoar goi ing.

be away?for | ong

He reassweracalhdry did not hav
to share, so probably they woul
ki ssed him and turned on her sic
the night l'i kethbgt“‘spolbead Beadpd s
with his hand on her womb, but |
mu c h .
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Chapter 20. Unexpected departure. Location:
military airport of Ciampino (Rome). Timeline:
present time, April 17, 4:45 a.m.

The travel from the safBouse to the military airport of
Ciampino was quite short, since the lake of Albano was not far
from the airport. Tommaso could not stop visualizing Myriam
hugging him while she was crying silently. He tried to reassure her,
but to be honest he was quiteeasy himself: for all what he knew,
he could be away one day or one month.

Tommaso got in the military airplane waiting for him on
the airport runway with engines ready and bodyguards waiting for
him. He was fastening his seatbelt when somebody elsddzbar
Tommaso remained speechless, but there was no doubt: it was
Aaron! Tommaso unfastened his belt and ran to greet him. Aaron
was confused and upset, with the face of somebody who had not
sl ept in the past two days. “Aatl
surprise! What the hell are you

Aaron smiled faintly. They sat down side by side and he
started to say, “1 was not abl e
three days. You know recently she has been away quite a lot, but
wewereconstany in touch at least once a day via social networks.
| thought she was not well, so | tried to contact her on the phone
a n d ...woman answered. She was speaking in English
Canadian accent, | would say. | thought she was a friend of Sheila.
She stayed witime on the phone for a while, asking me a number
of questions, and at the end she said Sheila had been arrested and
she was an agent of Canadian Police. At that point | hung up, but
no morethanhalf anhour after the call these kind gentlemen were
in front of my door and they asked me to follow them. | did not
understand much, but | figure it out that during her interrogation
she gave them my name.”

Tommaso was able to hold back his thoughts about social
networks and dangerous friendships coming out ohtte More
pieces of the puzzle were fitt.i
|l et s enjoy this trip to Canada
what we wil |l di scover!”
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Chapter 21. A crucial track. Location: Canada,
CIRANO Headquarters. Timeline: present time,
April 17, 1 0:00 a.m. local time

Diana kept her word, but Martin never doubted it. As
promised, in the Canadian CIRANO Headquarter, besides him,
Diana and a couple of her team members, he met Tommaso as well.
They greeted warmly. Diana was also atdelocate Fred, the
security consultant of TotalHealth group and one of the closest of
Ned’ s coll aborator s, and Aar on
Tommaso’'s team. Tommaso and Aar oo
night but this was understandable, thinkingwhibe different time
zones and the fact that, to be theréhe morning they probably
left Italy before dawn.

Diana did not like to waste time. She summarized the
situation shortly, since each one of them had knowledge only of a
part of the mosaic andbody, not ever herself, could have the full
pi ct ur &irs | inBtedayou to join our team because the
situation is serious and each one of you probably has fragments of
relevant information. 711 try t
In the last rmonths the IT security agencies of the major
industrialized countries have been monitoring abnormal activities
on the ‘“net fr om tcinmenalsndosneed fomp or
give you more details, but you probably know we have quite a
number of undercovergents in the most important illegal websites
used by criminals to buy and sell credit card numbers, access
credentials to the various IT systems and personal information as
well. In the lastperiod,we noticed the transactions intensifying,
even if the met important messages were encrypted, so we could
not understand them. We were waiting to understand what would
have been the objective of all this fuss and from yesterday we
know: we are experiencing a massive cyagack. The epicenter
seems to be Totdkalth and specifically the town where its
headquarters are located in Canada. Sipesterday,all the
hospitals in town are under attack. It seems the attackers were able
to break both TotalHealth security measures and the security of the
Health Care Rdgnal network connecting all the hospitals. The
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damages to information systems in six hospitals out of seven were
so intensive they have been forced to revert to manual procedures
for patient management. You know better than | do what this
me a n s : the attackersldéskoged 5 hospitals out of 7, since 6
of them are actually operating at no more the 20% of their capacity
and the one better in shape is only operating a88®®8 of his
capacity. Moreover, the attack was designed to damage the control
sysems ofmedical anddiagnostic equipment as well. We ended
up with a patient entering the hospital fazanputed tomography

and coming out like he did a stroll in Fukushima. Other patients
were exposed to abnormal magnetic fields and do not ask me what
cormsequences this will have on them. Maybe it is better not to
know. In anothecasea NMR was turned on during maintenance
operations. Results: metallic objects flying like bullets and two of
the maintenance crew wounded. Nice outcome for a few hours of
batle. We do not know if this is the end or the beginning of the
attack and have no specific clues, but the evidence we collected
leads us to think your input will be vital.

“First evidence: we arrested
with Mr. Aaron here. Sheatled herself Sheila. You can see her
picture on the screens.” Sheil a

the smaller ones around the room, in a picture taken on a beach.
Looking at the picture Tommaso could not help thinking the he
could understand why Aan lost his head over haiith one eye

he noticed Aaron’s sorry and wo

say a word.

Di ana went on, “Sheila was in M
player among the criminals we are chasing, but he was able to
escape.l"oweareadn hi s head. “At t hi

under examination but up to now we could not get much from her.

We just know she is from Ukraine, she has questionable
acquaintances and she has been often in Rome in the last year. |
think Idonotneedtadd more.” I cy pause, t
evidence: Ned Wal probably discovered something, but he
disappeared before he could feed us more information. Any single
piece of news about Ned is valu
we would liketo listen o0 you. "’
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The situation was quite embarrassing for Aaron, who did
not speak a word. Tommaso thought it was too much for Aaron and
decided to move on giving his ci
sent me two peculiarma i | s . ”
Dianaraised an eyebrowankas d, “Can we see
Tommaso had still the printed copy in his pocket, he did not
know if by chance or by intuition. He put them on the table. Diana
was reading them aloud and paused for a while. One of her

coll aborators asked, “ f&®m othel d I
Encryption departmret ? 7 Di ana t handitgedmhe f or
sai d, “No need. The code is tri
it.” Tommaso sighed: t hat woman

She took a red marker and, counting the words, loopezk th
numbers and three words. Then she put the printedikin the
middle of the table.
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FIRSTMAIL (fromNed s c o mpaainly teo Tommansaid:6 s company
April 6 -time 11:34a.m.

from: NedWal

to: Tommaso Degregori

Subject:Telephone number

Dear Tom,

here js the phone number you were asking me last week:
(+39{ 245 5}
Best regards
Ned

PSnext time |16l be back to the Headquart
is slowing down the processor too much ¢é

SECOND MAI L fdefson@enaNdd @ Tommami:6s per son
April 6 - time 11:34a.m.

from: NedWal

to: Tommaso Degregori

Subject:Social Network

Dear Tom,

I'h been thinking a lot about social networks in the past week. You know, | told you onc
yo@m high on some topics, and this is probably one of those. But, considering better the
evolutionfthe society, | think we should venture more in experimenting the power of socie
net VWS. You could be a pioneer tiiwdednthg o
subject: old I e s o met iBmsidss, yaukeow/| distdvered i
social networks are extremely useful if you want to know better somebody . There are so m
information about all of us out there | could & imagine beforeMy greetings to your wonderf
wife Myriam.

See you soon
Ned

“The encryption algorithm is
text: the telephone number identifies the position of the relevant

words in the second-mail. In fact,in the first email Ned is

speaking of encryptiorit is a clue: Ned used a simple code hoping
you would be able to understand it by yourself. Maybe he
overestimated you. Anyway, he did not trust to use explicit
messages or keywords in thenail and thisneans he suspected to

be tracked. What | do not understand, however, is the key of the
message. It looks like a generic warning. The three words compose

the sentence: “Fly you fool

Ned. "~

S

Now Aar on s po keethere istmpre. Inithe b e | |

secondema i | there is a clue. I
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It IS possible that Sheil a use
information about me in order to gain access to my system
admi ni strator pass webasicsuleheubdde n I
in forming his passwords.

Fred added sadl vy, “What el se
rul e... anything el se they needed
profiles. This was what Ned meant. And with your level of
authorizations. gamevatso aerkter t hi
and to violate the systems.”’

Here it was Diana’s turn to ¢
she caught an enlightenment in
Tommaso sai d, “ T hleeginsing,n tdid mat e . A

recogniz it since | remembered it in Italian. It is not a generic
warning. It is a quotation, even if | do not understand fully what he

meant . It comes from ‘The Lord
favorite books. “Fly you fool s’
fri ends before being drowned i n

sciocchi in Italian.

Here Tommaso paused, since Diana literally jumped out of
her seat and ordered her cowor k
were gone.
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Chapter 22. Interrogatory. Locatio n: Canada,
CIRANO Headquarters. Timeline: present time,
April 17, 9:30 p.m. local time

Diana came back in the meeting room atemeh our s’
leave with the two assistants following her. In theantimethey
broke their fast with a frugal dinner and thegre shown a room
with a few camp beds. It was clear the night would be long.

As usual,Diana was leading the situation and she updated
them about what happened during
afternoon sieving the communications of the last montlgher
criminality underworld. There was a keyword missing to
discriminate what was related to the ongoing attack and what was
actually pure entropy or business as usual. Wal gave us the key: it
seems the current r ai Donotaskmeal | ec
why, | do not know and | am not so interested in discovering it.

The world is full of psychopaths and literature lovers. Some are
both. | am neither of the two. However, searching back through the
relevant communications of the last months, we whle ta piece
together part of the plafirst, the attack is in 3 waves. Yesterday

we experienced the first wave. We were not able to prevent it; we
can just try to repair the dama:
work. The second wave had telecommunaatiand energy

di stribution systems as targets
were able to prevent it. We have been in touch with the most
important telephone operators and energy companies since 4 p.m.
and it seems our countermeasures are quite eetiie had a few
problems on intercontinental calls, but the basic infrastructure is

operating normall y. Energy di st
Tommaso coul d not restrain h
when wil |l be the third wave?”

Diana looked down dtim as if he was a dumb schoolboy
and answered with too much of an educational style for
Tommaso’s taste, “f I knew t he
wasting my time with you. We do not know much about the third
wave. We just know it will come, but we hawe clues on the
timing and the target. Ofourse,all the critical systems, from
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energy to banking to telecommunication and health care, have been
alerted. But the possibilities are virtually infinite. The only
foothold we have is the girl with whom Mr.a#on started such a
close friendship.”

Aaron was not looking at her and he remained head down.
Tommaso was thinkind,must correct myself. | can see the limits
of my analogy between her and an elephant. | am not sure, but her
empathy level reminds me tegtof someone like Jack the Ripper.

Diana continued, “ 1 thatteridel i e\
the interrogation. You can follow it from a closed room looking at
the camera images. You help us to evaluate the information we will
get from her.”

Half anhour later they were in the interrogation wing of the
building. Tommaso did not expect to find it in CIRANO
headquarters, but apparently it could be useful sometimes. From
the screens they could see Sheila entering a room where a woman
agent was waitingor her. Sheila looked as beautiful as ever but
she was clearly afraid and she probably did not sleep much in the
past days. The agent was kind; she raised her voice only once.
Aaron got up from his chair to ease the tension. Tommaso thought
all this was pobably torture to him. She was probably the first girl
he fell in love with. The interrogation went on for an hour before
Sheila could really give any useful piece of information: they could
not decide whether she was a skilled professional or a useless pa
who did not know anything. Then around 11 p.m. something
happened. Sheila started to sweat profusely. She got up, shouting
she was not feeling well, she had pain in all her body. The agent
initially shouted back at her, then tried to calm her downoAar
was looking at Tommaso and the others more nervously every

mi nut e. A second | ater the agen
doctor please, we have an emer (¢
They could see Sheila falling backward before the images
went off, while Aaron was shoutingi ms el f, “ She i s

di abet es! Hel p her!
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Chapter 23. Night. Location: Canada, CIRANO
Headquarters. Timeline: present time, April 18,
1:30 a.m. local time

After the tragic interrogation of the previous evening, they
were all very shaken. Theyane informed that Sheila was now in
the hospital in serious condition. Aaron was shocked. They reached
their sleeping room with the camp beds. Tommaso tried to get in
touch with Myriam by phone but, probably as a consequence of the
attack, it was not podsle. Fortunately,she was online in her
TotalPersonalProfile account and they were able to exchange a few
messages. She was OK; after all, the safe house was in a wonderful
position. She informed her agorkers she was taking a few days
off. The bodyguardwe/ere very kind and she did not miss anything
but Tommaso’s presence. He wupdat
about Sheila. Despite the coldness of the communication media
used, he could almost feel her empathy and proximity. As was her
nature, she urgdum to go offline and to comfort Aaron, who was,
in a way, like an adopted son for her. It was typical of Myriam to
sacrifice the few moments she could have with Tommaso in order
to help someone in need. They greeted warmly, at least as warmly
as the medion allowed them, and Tommaso went for Aaron. He
was curled up in his bed. He did not want to speak. Tommaso lay
down in the closest camp bed, but he could not do much other than
try to sleep a little to recover his strength.
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Chapter 24. Sheila. Location: Canada, CIRANO
Headquarters. Timeline: present time, April 18,
6:30 a.m. local time

Tommaso was dreaming of Myriam: she was waking him
up with a kiss, as she often did when they were at home together.
She moved her body on top of him, pushed away hishdikissed
him softly on his forehead. He could almost smell her scent, he
could feel her thin silky nightgown and he was going, as usual, to
embrace her hips and to kiss ger
slamming the door and urging everybody to gatly immediately:
she would be waiting for them in the meeting room in 15 minutes.
Now Tommaso was back to reality, not much rested by the night
and hating the woman who departed him from Myriam so abruptly.
But when he turned to Aaron and saw his fdoe face of someone
who did not sleep at all, his rage disappeared. Maybe Jack the
Ripper did not sleep either, but she did not show up any signs of
weariness at all. When they were all in the meeting room, Diana
told them (showing for the first time a sigh humanity) she was
sorry to communicate that Sheila died that very night in the
hospital. An autopsy would probably clarify the cause of death.
Unfortunately, they could not stop here because they were
receiving abnormal reports from the city hospiteénce the
previous evening, the number of heart attacks was oddly high
compared with the statistics they had. City hospitals were
distributing defibrillators in key points in the city. It was not clear
if the peak could simply be explained with the catrerisis and
the subsequent state of alert of the population, who has been
informed by the communication media both on the situation and on
the hospitals’ l i mi ted capacity
cause could be another. She did not say nirethere was a hint
of concern in all their eyes.
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Chapter 25. The third wave. Location: Canada,
CIRANO Headquarters. Timeline: present time,
April 18, 9:30 a.m. local time

At 9:30 a. m., after scarce a
boss Thomas enterdide room. He introduced himself shortly and
greeted everybody genially. Tommaso felt sorry for him, who had
the burden to manage a coworker as Diana, but obvidigigot
say a word about it.

Thomas was bringing them fresh news, unfortunately not
good. Frst of all they received the results of the autopsy on Sheila.
The death was caused by a malfunctioning implanted insulin pump
Sheila had in her abdomen. In a few seconds all the insulin needed
for one month was released.

Tommaso looked at Aaron quizzicall and he sai d, “Y
she had diabetes. Recently she decided to have a device
I mpl anted.”

Tommaso had no time to ask who produced the device,
since Thomas added, *“I believe
the TV right now you should know abouThere is a press
conference ongoing with the CEO

On the big screens of the meeting room the CEO appeared.
He had the embarrassed and contrite look CEOs have when they
are going to disclose something that will surely affect tineres
price of their company. You could read in his face something like,
“f I were Japaneslkiril moow.l"d Wh
spoke, Tommaso heard him saying
careful evaluation of the events of the last hours on sontieeof
patients using our implantable devices and after thorough analysis
by our best engineers, we discovered a potential security problem
on our devices. An update is ready to upgrade the control software
of our devicedbut we need a safety recall for alirqpatientsThe
devices will be updated without any surgery since, as you know,
our technology allows us to update our devices via wireless
connections. We ask all the patients carrying an IMD pacemaker
or insulin pump, as a precautionary measure, tochwatf the
monitoring station ISAHBeL and to reach as soon as possible the

TheFifth Domain- 103



closest hospital qualified to work on our technology. We thank you
all and we assure you everything will be done to minimize the
nui sances of such an operation.
Thomas clos d t he connection and
reasons to believe this is the
speaking about means the 12 people who died between yesterday
night and this morning. We are not sure all of the death are related
to IMD, sincewears t i 1 |
But he could not finish the sentence: Tommaso jumped out
of his chair and ran out of the room with his cell phone in his hand.
Mar tin explained, “Hi s wi f e
pacemakeimplanted4 year’s ago...

TheFifth Domain- 104



Chapter 26. Myriam. Location: C anada, CIRANO
Headquarters. Timeline: present time, April 18,
10:30 p.m. local time

Tommaso was trying unsuccessfully to get in touch with
Myriam. Now he came back to the meeting room and was sitting,
holding his head in his hands. Every thirty secondsiéé to call
again. Suddenly he was aware that a small hand was on his
shoulder. When he raised igesh e saw Di ana, who
were able to get in touch with the operating center in Rome.
Unfortunately, they were not able to get in touch with your f e’ s
bodyguardsTwo helicoptes took off from Rome a few minutes
ago, with a crew of special forces and medical doctors, including
an IMD engineer. They are trained to handle both a medical
emergency and a violation of the perimeter of the safe hulse.
cannot do anything but wait.

Tommaso nodded and mechanicallydré al ed Myr i &
number for the hundredth time, but again nobody answered.
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Chapter 27. Kernel Software System Update z
Critical 0-days patch n. 100813MEN-PASS.
Location: surrounding of Rome. Timeline: present

time, April 18, 11:30 p.m. local time

Tommaso was sitting in the corridor close to the meeting
room. Diana arrived and handed him a wireless phone without
speakingAt t he other end of the | in
“You bhadrbeend me some fl owers.’

Tommaso was confused and elated at the same time. He
answered |i ke an idiot, “ANhat?

She answered, as calm as wus
wanted me to notice how much do you care for me, you h#ef bet
send me some flowers with a note card. Anyway, yes, | am fine.
But you should have seen the shi

“What show?” he asked, quite

“The show of miateaftersoomwas.ableT o d a y
to convince— and | admit now itvas nota paricularly good idea
— my bodyguards to let me have a short hike along the lake. There
is a nice trail, you know. They allowed my walk only with the
condition they would follow me all the time. So there | was, hiking
with 4 bodyguards behind me, just likedyaDi in her best times.

Along the trail there are quite a few dead spots for the cell phones
and we went through one of these spots, so | did not receive your
calls. We were going back to our safe house when my bodyguard
received a call on their radioshd@ tone was nervous, so obviously
something was going wrong, but they did not tell me anything. We
just stopped there. They —pat epar
least, so they said. After a few minutes we saw two black military
helicopters flying closeto the water, followed by a police
motorboat at maximum speed. The helicopters stopped above us
and three commandos from each helicopter, plus a stretcher,
descended from ropes you know, like you see in the movies. In
the meantime the policemen jumpednfrthe motorboat and took

up position on the beach. Two of the commandos talked to my
bodyguards, the other four came toward me and two of them threw
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me down in the stretcher. Another one was holding one of the
devices they used during our chagk for thepacemaker and the

last one was just there over me with a defibrillator ready to be used!

Il shouted at hi m, “Stop it, I a
the defibrillator. I f | did not

Tommaso was smiling now, buthes k ed pr omptl y
where are you now?’

“Now I am in a military hospi
helicopter, fastened to the stretcher, they brought me here, where
they performed what the IMD engineer called in his report a
“Kernel Sof t watea —e CritSay §dagsnpatct ;jm.d
100813MENP AS S . ’ Then he added s moc
your software is updated and f al

Tommaso could not help laughing now. Myriam was
l aughing as wel |, unl i ke 1in the
know, last timd witnessed an operation of the like was a critical O
days path installed by Aaron on thenail server of the hospital.

But it was not nearly so dramatic and the update introduced new
pernicious bugs which required a subsequent updataésbieed.

“Yes, "~ she added, “sS0o0 now Yy
behaving oddl vy i t ' s -dags patchdre ef
10081BMENPASS’ .7 They |l aughed again
Myriam added, “My dear, I need

bringing me backo the safe house. But you do not need to worry:
a cardiologist will be with me all the time and | turned off

| SAHBelL. Bye and.. next ti me r en
fl ower s!”
So t hey parted, and Tommaso

normally again.
When he raisg his head, he saw Diana looking at him with

anonbel |l i gerent | ook. 't was ©pro
l evel’ she was designed for. He
for the woman and said, “Thank
She was already turning her back to him where sh
answer ed, “1t 1s my duty, Degr e
need to ask you to come in agai:!
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Chapter 28. Exodus. Location: Canada, CIRANO
Headquarters. Timeline: present time, April 18,
12:00 p.m. (noon) local time

The announcement by the IMD CEO started a panic among
the patients with an IMD implantable device. Unfortunately, in the
town where the headquarters of TotalHealth and IMD were, the
stilongoingcyberat t ack and the panic cau
announcerant generated a multiplier effect, since the hospitals
were still, speaking of IT systems, a pile of rubble.

If the first news were true, of the 12 cases of heart attack, 9
were IMD patients living in town. The other 3 were patients living
in other countes, but after a careful analysis 2 of them turned out
to be a false alarm, and one was still under investigation. In another
case a patient, after a wrong glycaemia test performed by
ISAHBeL, inoculated himself with an insulin dose double that
needed andreled up in a hospital. The 9 deaths of IMD patients
were all due to a cardiac arrest apparently caused by an anomaly in
the electric signal the pacemaker was sending to the heart to set the
pace of the heartbeat. They did not reach the hospitals alive. By
now, all the patients with IMD devices were rushing to the nearest
hospital. This was the straw that broke the camel's.backa r t i n’
hospital, the only one functioning almost wholly, become the
healthcare hub for the emergencies. They activated the Emegrge
Operations Plan and the Incident Command System, but this was
not enoughthe mayor decided to surrender and ordered a one
week temporary evacuation of the town.
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Chapter 29. The White. Location: Canada, CIRANO
Headquarters. Timeline: present time, A pril 18,
2:30 p.m. local time

Tommaso was reading tweneails he just received:

MAIL 1 (from| a ncongpany ema i | to Tommaso0s
mail):

Time 14:13

from: lan McKellen

to: Tommaso Degregori

Subject: Telephone number

Dear Tommaso

Here is the teleghone number | strongly suggest you to call: (+ 380
(0)482) 35 66 86

lan

MAIL 2 (from| a npérsonal ema i | to Tommasoods
mail):

Time 14:13

from: lan McKellen

to: Tommaso Degregori

Subject: Contact

Dear Tommaso,

Probably you do not remembaere, but we met at the last GHISA
convention. | was sitting by your side during the last day. | had you
on my left side and Wal on my right side. We had little time to talk,
but | was very impressed by your speech. As you probably know, |
am currently the TO of one of the TotalHealth Hospitals in the
north-east of Europe. | like my job, but my family is tired of living
here. White and sow for 67 months a year! | am currently
evaluating alternatives to my current position. | was in Rome with
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my family oneyear ago and we enjoyed Italy so much! Please
consider me if you see any opening in Italy for a CTO or CIO
position.

Ciao e grazie di tutto!
lan

Tommaso read the-mail with the hope rising in his heart,
recognizing the style. There was no need of liecghe had never

been at the last GHISA convention and that lan McKellen was the
actor interpreting Gandalf i n Pg
deciphered the message quickly and smiled:

word n. 35: Wal
word n. & the
word n. 86: White.

“Wal tihte.Wh Now he was sure: as
the Balrog returns from death a:c
we | | alive and was coming back..

room where Diana and the others were eating a frugal meal. From
his look ey understood at once that good news arrived at last. He

showed themthemai | s and added triumph.
is alivd”

Diana studiedthema i | s f or a whil e and
and he told us where to find hi
all owed Diana to added didactic

should pay more attention to the details. | bet the telephone number
this time is real. But do not feel let down; you must be trained to

read the clues. The international prefix is from Ukraane the

local prefix identifies Odessa. | know it because for us working

with cybercriminals, Odessa is the crossroad of the worst of this
world. And in the first ena i | l an/ Wal i's sayi
tel ephone number I str ofemgrty su
expression from what he used before and much more explicit. So

l et’s try to connect with this 1
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Chapter 30. Shakil. Location: Canada-Odessa.
Timeline: present time, April 18, 3 :00 p.m. local
time

Tommaso, Martin, Aaron, Fred and Diana witlerh
assistants were in the meeting room. Aaron was still shocked: after
Sheila died he did not say a word. They were calling the Odessa

tel ephone number. Af ter three
vigorous as usual, “Damn, youou t c
were more skilled in deciphering

Di ana could not hel p saying,
just needed some help. | am Special Agent Diana Simpson from
the Canadian CIRANO. We are calling you from our operating
center, where we aretryingo | i mit t he damage
Wa | comment ed, “Honestl vy, I f
damage, you are showing quite a poor performance. Anyway, let
us not waste time. | do not need any update from your side. |
probably know much more than yol

Di ana said, “Can you tel!/l us
need us to send you a rescue t&am
Wa | replied, “1 think you wil

Tommaso could not help smiling: at last somebody able to
hold his own against Diana! He was reallyasyg the moment,

but there were more pressing i S
exactly are you now? Did you discover anything rifore
Wa | answered, Fidtowe adkedtfor T o n

hospitality in the Greek consulate in Odessa. Up to now they have
been vey hospitable, but | would not mind if, after this call, you
Dianacall the Consul up just to be sure he will continue to be that
hospitable.”

Tommaso guestioned back, “Y
hospitality’ ?”

Ned replied plainly, ffieie s, w

Shakil, the one sharing the | ovc¢
Tommaso was thinkingQK, the empathy level is exactly
the same as Dianabbs; mggolalengt hi s
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so well but he just asked, “Ned, | €
r

ishere with us and still quite s
Ned went on, “OK, sorry for
saying, Shaki I is here with me.

OdessaDo notask me how | knew it; | have my information
channels. | disappearddr a while to be able to act freely. From
Kiev | reached Odessa and it wa
was trying to get in touch with his connections to understand what
to do when the news about Sheil
take long for ar friend to realize that he would probably be the
next. A dead collaborator is a safe collaborator, above all if he is
not indispensable: Shakil was a pawn, a good tech guy useful for
the real criminals. He did not know much about the organization
besideSheila and his contact in Odessa. So | could not get much
out of him.”

Diana interjected, “Please b
Consulate. We will ask for the extradition soon to be able to
interrogate him directly.”

Ned replied, *“ DothirkShaklbasanwi s h .
desire to go out of here: he would not last half an hour.
Nevertheless, | was able to get some useful information out of him.
First, as | was saying, his role was mainly technical. His task was
to go beyond the defenses of Totallleand IMD. You know
already everything about Tot al He

Fred confirmed, “Yes Ned. Soc¢
engineering in the more classical of the possible variants. They
were able to get hold of the administrator credentials on theaten
systems via Rome and to physically break the defenses of one of
our outsourcers in East Europe. From our CMDB | believe they
were able to retrieve relevant information about our configurations
and systems architecturymanaged ' s s
to overcome IMD defenses: their security levels are much higher
than ours.’”

Ned replied, “Right Fred, ri
system is perfect. And IMD in the last years pushed more on the
user friendly i-tarnb aei r f tesadieenii &sn d “

development roadmap. Part of the strategy was the possibility to
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remotely update all the implanted devices through ISAHBeL and
their net wor k of secure wireles:c
concept is, as you know, never absolute. No systenbed®0%
secure. You just have to accept

Martin interjected, “OK, but
good criminal mind to break the security defenses of a company
l i ke 1T MD...

Ned | aughed softly and lbdded
simply doesn’t work that way. It
or for a small group of criminalddorizontal collaboration, so
much preached in many companies, is a reality among criminals.
There are cybecriminal marketplaces not so differentiineBay
where access credentials to critical information systems and
vulnerabilities can be sold and bought. Criminals work in a
network. The ‘“lInternet revoluti
for us.While we use the Internet most of the time for vidamgs
or to waste time on social networks, they were able to get the most
out of the new technologies.

“To be more specific, 2t
day a lucky criminal finds a vulnerability in IMD systems. dtees
not fully understand thealue of it, but he senses he could make
some money out of iTherefore he posts it on a Russian criminal
marketplace, where all the cybatiminals from east Europe work.

Very effective and very difficult to break, since they all
communicate in Russiaandit is very easy to them to identify a
“nemtive’” R u sYou lknow, Rugsie & k@ daing
much right now to fight them, unless they try to attack Russia itself.
Now, imagine thasomebody notices the post and proposes a batch
of credit card nmbers in exchange for, ibut this new criminal is

of a different level. He is not a technician, he is a business man
who understands the value of what he has found. With this
information in hand, he enters a bigger context, probably out of the
small groupof Russian cybecriminals. At this pointsomebody
starts putting together a team, with people like Shakil and Sheila,
together with many others. Shakil is able enough to use the IMD
network vulnerability to enter their systems and to extend the
attack totheir implanted devices. Now the team is ready for the
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final attack, as you witnessed..
first cybercriminal. | can even advanahypothesis: IMD and
TotalHealth were chosen as targets for the first and third waves of
the attack after they found the vulnerability and not before.
Something of the like probably happened for communication and
energy distribution systems, but maybe the vulnerabilities were not
as serious since you were able to stop easily the attack. Maybe o
that notorious marketplace there are more IMD vulnerabilities
avail abl e.”
Tommaso could not stop a mot
are saying there are more vul ner
“ believe so”, Ned replied,
linked 1o the devices, so patients should not be in danger any more.
If Myriam received the lasipdate she should be safe, at least for
now. Other vulnerabilities, at least from what | discovered, are
more on IMD network. Shakil gave me some interesting
informaton | transmitted to IMDI will forward them to you as
well. Anyway, the boy is ready to collaborate and to help IMD and
TotalHealth to identify and close the remaining vulnerabilities. |
do believe, despite the fact that he will answer to a judge for wha
he did, his contribution would |
Diana said, “That is not for
are other examples of former cyklsiminals who turned
themselves to the right side of the war. We will decide after

Shakil s exta. RBodnow, | nead totask yoC @ keapd

yourself and Shakil available i1
Ned closed the communicati on

You wi | | be able to find me at t
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Chapter 31. Jornada del muerto. Location: Canada.
Timeline: present time, April 18, 6:30 p.m. local
time

Thanks ’'st o nWaolr mati on, t he | as
been closed in | MD systems. Diar
with Wal to update him. The net
was I mpressive. They were in th
monitors they could see televis
The headlines were always the s
unprecedeqatéeédck.ybd&he city hosp
usel esesqpPilédd pati ents with | MD p:
with an i mplanted | MD insulin p
i njured by aagybsnarndalt wo technici a
an unexpeohedf swi Nobl ear Magnet.i
aut horetedstbedevacuation of t h
repeating in all the transmissi (
city under the supervision of «ci

Di ana started the communicat

answerhed ,opgn®dank you for bei ng
remain available for us. I want
extradition procedure for Shaki
possthkee,J ocal police wildl t ake
transfer hi mwamnt €antadal et you K
move now, since | understand yo
Wi

u
[ be brought back to Canada \
Ned ansWeerrye dige lalb,ouitt ti me t o g

for!” me
A moment obwsedl enoboflgl wWas sj

common question was hanging 1in
“But we did not di Bowssotuhd akl
happgen?

Di ana“Whaitd we expected to hap
we did not know whe ¢éi aadi wheno
four traditional combat domai ns,
to militarize the bypybdbofiddoathd:
nati onal and military |l evels ani
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The confrongamooe aasdfimodeimaofho ¢t}
warfacgpace.

TommasdSsawe ,are at war? But
What will be his next move?

Di ana paused for aunwhoirlteu,n atthe

here is the pecul i arartey porfa dthiec d
barriers to entry since you do
war ons pcaychee.r There are no uni for
hit y ou I n any poi nt of your
transportation, driits em&«kltyi ntf aradcs
di scover who is attacking you: I
of terrorists or a smal/l team o
power hiding behind a dheuat oéacl
surface of evelny athvamoed .isdc iaa
very, very di fficul tl tteol sdoesfte nldi |
having amabnuieaccbsun®@l abl e to drop
a randomly selected city withou
back to the crimdoahot Amnyhwwak t h
act’ on.

Here it'swhsmé&NeWbaspdakyou me
what is i1t,”in your opinion?

Di ana st alrft etdhiasgawans, i nt ended
they would probably chooshkawe di f
gone all the‘owmdywy® rWhyst a nkial ICan
| MD patients with attackable i m
worl d: the | MD ChHO etsal c¢,ontf lea teenfcl
security issues were eyxtirmpedtye
thousands of patients all aroun
have easily killed most of them
this was a ki nldt wohfgtt eisnt ,b aal ldirsyt i
bef ore we started usiirneg sTahteeyl Iwa
assume t hat was their true t al
demonstrate it was possible to
authorities to evacuatpacet wDt R
firing a single shotnow wéahgta
next target wil/l be. We just kn
t wo Canadian companies, Total Heeze
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| aunch an attack in the very hee
chosen because Canpdavideo®eobf.
and hydrocarbons for the United
chosen simply because it had th
demonstration effect: hi gh dens
| MD patient s, righti nvudmme abiin
mar ket pl ace.

Ned star‘Dedyagahaye any proof
statement t hat this wa s not t
‘demons’'t? ati on

Di ana afNewler ¢gdb,u see, thanks
we were abl e ttoh ed ekcei yp hneers ssaognees ,o f

us to stem the second wave. But
a closing message, I think quit
si mpJlogrrnada del Muérto completed

Martin raised dWowyelbrwos |ladn dc

a very rélNevaci nglsldl eqguuneassto oni ng
sai“dornada dies Moertso mply a Sp
reminding us of the many deaths
Tommas o, about t he Manhattan p
sci esntwiast part of it Enritcloe Fer
place in the desert of New Mexi
the | ast nuclear test” before Hi:i

Af ter a | ong si IYeonuc ek,n oNne dl sapn
an optimustilctdunk bn a way, t h

wel | : we had the <chance to malk
weaknesses and vulnerabilities.
knew: -spyulter i s no | ongevatd avcikr tcwa
kil |l reale preeogll ewdrnl dt.h Ungovern
mortal utbhrtehaet same technol ogy, v
i ncredible potenti al to i mprove
efficient, freeing us from meche
can curieemtusr rpemot el vy, I n s ome
surgery remotely. We can commun
t he pasittabMauytbe i me t o manage te
terms of efficiency and effecti:’
wel | Wee adlol ynhothaowé r ont of wus: t
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announcement of a new and mor e
show of brute force for the ben
mercenaaymgybWhatever i s the mea
we sdchoguedt out of it i s that tech
can no |l onger handle it with f oc¢
to defend the physical borders

should be ready to defend” oursel
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APPENDIX TO PART IlI: FAQS & FACTS

Q) Is really possible to hack an implanted medical device?
A) | really would like to answer n®ut unfortunately you will
find more than one articlen the weba b o u t It | 6d
quoting a paragraph from a HIMS8ww.himss.orparticle:
ATwo year s agoJerome kadaliffehatiey e X |
news for hacking hiswn insulin pump with less than $20
worth of technology. Then, at a security conference last fall,
late 10Active researcheBarnaby Jackclaimed that he
could hack a pacemaker from 50 feet away, causing it to
deliver alethal 830volt shock. He likened his hack to an
Afanonymous assassiVicaRresidemt. 0 E
Dick Cheney recently revealedh at he had hi s
wireless utility disabled as a p®mptive security
measure. o0
Here is the link to the full article:
http://www.himssfuturecare.com/blog/hackirgour-heart
| could add a few more links:
http://rt.com/usa/uswarnsmedicatcyberattack721/
http://www.economist.com/blogs/economist
explains/2013/06/economigxplains5
http://www.forbes.com/sites/singularity/2012/12/06Ayes+
can-hack-a-pacemakerand-other-medicatdevicestoo/
Al ternatively try t o googl e:
deviceso.

Q) Why are CIOs so concerned about systems traditionally

out of their responsibility?

A) Basically for two reasons. The first and the most important

is that quite often, as in the case of diagnostic equipment and
implantable medical devices, these systems have an extremely
high level of risk, sometimes threatening the lioésthe
patients. unt i | a few years a
systemso with very | imited I T
were out of scope for ClIOs. However, in the past 10 years, the
complexity of the IT components has increased constantly.
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Nowadays almost every diagnostic equipment combines the
traditional equipment with a client/server application to
manage data and to automate processes. The same holds true
for implantable devices.

The second reason is that raising the security protection on
traditional IT systems and not doing it on medical
devices/equipment, for example, is an illusion, since usually
those systems share common resources (the network), have the
same users and data are exchanged (manually or through
integrations) among thenUnfortunately the problem is not
limited to healthcare. Readore on SA(International Society
of Automatioh website:www.isa.orgor:

https://www.accenture.com/t20150624T211125 w-_/in
en/_acnmedia/Accenture/Conversion
Assets/DotCom/Documents/Global/PDF/Industries_10/Acce
ture MES-Who-Owns InformationSystemsPlant.pdf

Al ternati Metgngoog!l eho“owns me

| will cite two sentences: (Accenture Repdrtii | n t-he | S
95 standard classification of industrial applications, MES
(Manufacturing Execution Systs) is part of the level 3
technology, or industrial IT. This level is not yet clearly defined
at most large companies; as a result, there is typically no
formal definition of who should oversee these applications. The
information technology (IT) group droperations/automation
technology (AT) group are both involved in overseeing level 3
applications. But experience has shown that often, neither of
these groups has the full range of skills and knowledge needed
to provide effective MES gover

(ISA aticle)o il T departments tradit
and other systems used in the office. The functionality in these
systems, like order processing, administrative material
management, and cost accounting, belongs largely to ISA95
l evel 4 . Thesype akd pPawvp) e . Het
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programming languages. Engineers are working in a
completely different world, namely the world of
instrumentation, PLC, SCADA, and DCS with programming
languages like ladder diagram, SFC, and function blocks. They
are active olSA95 levels 2, 1 and 0. But who takes care of the
automation of activities at ISA95 level 3, often called the MES
layer? This is about activities like finite production scheduling,
recipe management, data collection, tracking, and tracing.
Traditional level 2 process control system vendors have offered
more level 3 functionality over time, with historians, standard
production reporting, and recipe management. These systems
closely integrate with the systems on level 2, so it is essential
to have thorouglknowledge of the process and its automation.
This suggests engineers are the ones to support MES and
execute MES projects. On the other hand, there are reasons to
think MES should be supported by IT. MES software vendors
have based their historians, repimg functionality and recipe
management on the operating systems, programming
languages and network protocols characteristic for IT
environments. Moreover, the term Manufacturing IT is
becoming more predominant toda

Q) What is a CERT or CSIRT?
A) Fromthe European Union Agency for Network and
Information Security (ENISA)
http://www.enisa.europa.eu/activities/cert/support/guide2/int
roduction/whatis-csirt :
ACSI RT stands for Computer Se
Team. The name CSIRT is the name used predominantly in
Europe for the protected CERT® or CERT name.
The following abbreviations are used for the same sort of
teams:

0 CERT® or CERICC (Computer Entgency Response

Team / Coordination Center)

o0 CSIRT (Computer Security Incident Response Team)

0 IRT (Incident Response Team)

o CIRT (Computer Incident Response Team)
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0 SERT (Security Emergency Response Team)

The first major outbreak of a worm in the global ICT
infrastructure occurred in the late 1980s. This worm was
named after his creatoMorris, and spread swiftly, effectively
infecting a great number of | C

This inadent acted as a wakgp call: suddenly people
became aware of a strong need for cooperation and
coordination between system administrators and IT managers
in order to deal with cases like this. Due to the fact that time
was a critical factor, a more org@ed and structured
approach for handling IT security incidents had to be
established. And so -iandiedve Mtay s
Defense Advanced Research Projects Agency (DARPA)
established the first CSIRT: the CERT Coordination Center
(CERT/CC),located at the Carnegie Mellon University in
Pittsburgh (Pennsylvania). This model was soon adopted
within Europe, and 1992 the Dutch Academic provider
SURFnet launched the first CSIRT in Europe, named SURFnet
CERT. Many teams followed and at present ENIB&entory
of CERT activities in Europe (ENISA Inventory) lists more than
100 known teams located in Europe.

Over the years CERTSs extended their capacities from being a
mere reaction force to a complete security service provider,
including preventative seices such as alerts, security
advisories, training and security management services. The
term ACERTO was soon considere
new term ACSI RTO was establish
the moment both terms (CERT and CSIRT) ased
synonymously, with CSIRT being the more precise term.

[ é] A CSIRT is a team that re
incidents by providing all necessary services to solve the
problem(s) or to support their resolution.

PS: in the novel the role of the @adian CIRANO team is

much Abroader o than the defini
sort of evolution of the CSIRT concept, mixing security and
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police powers. The CIRANO team depicted in the novel, with
Diana and her staff, is neexistent in reality.

Q)Does somet hi nggr ilmikreala marykestrp |
in reality?

A) Again, | would like to answer no. But indeed there is more

than one marketplace of this kind. The most famous was
probably DarkMarket. Here there are a couple of interesting

links: http://en.wikipedia.org/wiki/DarkMarket
http://www.theguardian.com/technology/2010/jan/14/darkm
arketonline-fraud-trial-wembley i alternatively google:

Adar k mar ket cyber cri meo.

If you want to know more, there is an interesting book by Misha

Gl enny, ADar kMar ket: How Hacke
In the book Glenny starts from the famous criminal foauna

tracks down the key playeo$the underground crime network.

Q) Where does the expression A
A)lThe term AFifth Domaino was f
published in The Economist
(http://www.economist.com/node/16481504?story _id=16481
504&source=features_box1

The article says, ACyberspace
war far e, after | and, sea, air
are othe passages in the same article. The article is quite old
nowadays but many topics are s
the novel part of this book g
history new technologies have revolutionized warfare,
sometimes abruptly, sonmaes only gradually: think of the
chariot, gunpowder, aircraft, radar and nuclear fission. So it

has been with information technology. Computers and the
Internet have transformed economies and given Western
armies great advantages, such as the abilityetadsremotely

piloted aircraft across the world to gather intelligence and
attack targets. But the spread of digital technology comes at a
cost: it exposes armies and societies to digital attack. The
threat is complex, multifaceted and potentially very @aogs.
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Modern societies are ever more reliant on computer systems
linked to the Internet, giving enemies more avenues of attack.
If power stations, refineries, banks and -@affic control
systems were brought down, people would lose their lives. Yet
there are few, if any, rules in cyberspace of the kind that govern
behavior even warfare, in other d

The cyberattacks on Estonia in 2007 and on Georgia in
2008 (the latter strangely happened to coincide with the
advance of Russian troops acrosg tGaucasus) are widely
assumed to have been directed by the Kremlin, but they could
be traced only to Russian cybeiminals. Many of the
computers used in the attack belonged to innocent Americans
whose PCs had been hijacked. [...]Cylerapons are being
developed secretly, without discussion of how and when they
might be used. Nobody knows their true power, so countries
must prepare for the worst. Anonymity adds to the risk that
mistakes, misattribution and miscalculation will lead to
military escalatio® with conventional weapons ocyber
arms [ é]

One response to this growing threat has been military. Iran
claims to have the world's secelatgest cyberarmy. Russia,
Israel and North Korea boast efforts of their own. America has
set up its new Cyber Comamd both to defend its networks and
devise attacks on its enemies. NATO is debating the extent to

which it should count <cyberwar
that would oblige its members to come to the aid of an ally.
[ é] | f c-gottrel ris toaAmaeria's advantage, it

would be wise to shape such accords while it still has the upper
hand in cyberspace. General Keith Alexander, the-gar

general who heads Cyber Command, is therefore right to
wel come Russia's |l ongstatngdi ng
point for internati ongyletrahtybat e
may prove impossible to negotiate. Nuclear warheads can be
counted and missiles tracked. Cylvegapons are more like

bi ol ogical agents; they can be

Well,Ith nk t here is enough mater:i
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If you want to know more about how the reality can go beyond
fiction, read the appendices to chaptéisto 31 at the end of
the book, collecting selected posts from John D. Halénka
blog, LIFE AS A HEATHCARE CIO.

See also the final chapter AES
more links.
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Appendix to Chapter 1. How the breakdown of a
critical IT system (network) impacted on
CareGroup hospital s activities .

LIFE AS A HEALTHCARE CIO: The CareGroup
Network Outage (March 4 2008 post)

On November 13, 2002 at 1:45pm, Beth Israel Deaconess
Medical Center went from the hospital of 2002 to the hospital of
1972. Network traffic stopped. No clinician could order
medcations or labs electronically. No decision support was
available. Luckily, no patients were harmed. Here's the story of
what happened and our lessons learned.

In the years after the 1996 merger of the Beth Israel and
Deaconess Hospitals, operating lossassed several years of
capital starvation (the network budget in 2002 was $50,000 for
the entire $2 billion dollar enterprise). We were not available to
invest in infrastructure, so our network components were beyond
their useful life.

However, it was ot this infrastructure underinvestment that was
the root cause of the problem, it was my lack of enterprise
network infrastructure knowledge. I did not know what | did not
know. Here are the details:

1. Our Network topology was perfectly architected @@@. Back

in the days when the internet was a friendly place where all
internal and external collaborators could be trusted, a switched
core (layer 2) that transmitted all packets from place to place was
a reasonable design. After 1996, the likelihoodeofidl of

service attacks, trojans, or other malware meant that networks
should be routed and highly segmented, isolating any bad actors
to a constrained local area. At the time of our outage, a data
flood in one part of the network propagated to everyrgblaet of

the network a bit like living downstream from a dam that
collapsed. A well meaning researcher created a napiter
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application that began exchanging hundreds of gigabytes of data
via multicast to multiple collaborators. The entire network s@s
saturated that we could not diagnose the root cause of the data
flood. | did not know that a switched core was a point of failure.

2. Our Network team wananagedy a very smart engineer who
did not share all his knowledge with the network team. Miiich
our network configuration was poorly documented. With the
knowledge of our network isolated to one person, we had a single
point of human failure. | did not know that this engineer was
unfamiliar with the best practices for routed/redundant network
cores, routed distribution layers and switched access layers
isolated into vlans with quality of service configurations to
prevent monopolization of bandwidth by any one user or
application. We brought in a Cisco partner, Callisma, to
document the network, btlhe network failure occurred before
they were finished.

3. 1 did not know about spanning tree algorithms, hot standby
routing protocols (HSRP), and Open Shortest Path First (OSPF).
During the outage, | approved configuration changes that
actually madelte situation worse by causing spanning tree
propagations, flooding the network with even more traffic.

4. 1 did not establish a relationship with the vendor (Cisco) that
enabled them to warn me about our vulnerabilities. A relationship
with a vendor canake many forms, ranging from a sales driven
vendor/client adversarial relationship to a collaborative
partnership. In 2002, Cisco was just another vendor we
purchased from. Today they are a collaborative partner with a
seat at the table when we plan neWastructure.

5. 1 did not know that we needed "out of band" tools to gain
insight into the problems with the network. In effect, we required
the network to be functional to diagnose problems with the
network.
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6. We did not have a robust, tested downtihae for a total

network collapse. When the outage occurred, we rapidly designed
new processes to transport lab results, orders, and other data via
runners from place to place.

7. We did not have a robust communication plan for responding
to a total netwrk collapse. Email, webased paging, portals,

and anything that used the data network for communication was
down. Voice mail broadcasts using our PBX and regular phones
(not IP phones) turned out to save the day.

8. When we diagnosed the problem, wdard many root

causes and made many changes in the hope that we'd find the
magic bullet to cure the problem. In the end, we ended up fixing
many basic structural problems in the network, which took 2 days
and eventually solved the problem. A more expédigation

would have been to reverse all changes we made in our attempts
to fix the network once we had stopped the internal attack. When
a crisis occurs, making changes on top of changes can make
diagnosis and remediation even more difficult.

9. We didhot have an enterprise wide change control process to
ensure that every network configuration, server addition, and
software enhancement was documented and assessed for impact
on security, stability, and performance. Today we have a weekly
change control bard that includes all IS departments, Cisco
engineering services, and IS leadership to assess and
communicate all configuration changes.

10. | was risk averse and did not want to replace the leadership of
the network team for fear that terminating oungie point of

human failure would result in an outage. The price of keeping the
leadership in place was a worse outage. | should have acted
sooner to bolster leadership of the team.

Despite the pain and stress of the outage, there was a "lemons to
lemona@" ending. Without this incident, the medical center
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would never have realized the importance of investing in basic IT
infrastructure. If not for the "perfect storm", we may have limped
along with a marginal network for years.

Today, we receive annual agg funding to support a regular
refresh of our technology base, and we are asked to introduce
change at a pace that is manageable. People in the medical
center still remember the outage and are more accepting of a
tightly managed infrastructure such axked down workstations,
security precautions, disaster recovery initiatives, and
maintenance downtime windows.

[ é ]| hope that my experience will help other organizations
prevent network and other IT outages in the future.

Detailed description of the ewnt is included in F. Warren

McFarlan-Robert D. Austin Case Stud:

Harvard Business School
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Appendix to Chapter 2: The Zombie computers

LIFE AS A HEALTHCARE CIO: The Growing
Malware Problem (November 9 2011 post)

Have you ever seen a Zombie filmfso, you know that to stop
Zombies you must shoot them in the hethé only problem is

that the steady stream of Zombies never seems to end and they
keep inécting others. Just when you've eradicated every Zombie
but one, the infection gets transmitted and the problem

returns. You spend your day shooting them but you never seem
to make any progress.

A Zombie in computer scientea computer connected to the
Internet that has been compromised by a cracker, computer virus
or trojan horse and can be used to perform malicious tasks of one
sort or another under remote direction.

Startingin March of 2011, the rise in malware on the internet has
created millions of zombie computerExperts estimate that

48% of all computers on the internet are infectddalware is
transmitted from infected photadé€idi Klum is the most
dangerous celebrity on the internet this yednfected PDFs,
infected Java filesActiveX controls that take advantage of
Windows/Internet Eplorer vulnerabilities and numerous other
means.

Here's the problemthe nature of this new malware is that it is
hard to detect (often hiding on hard disk boot tracks), it's hard to
remove (often requiring complete reinstallation of the operating
systen), and antivirus software no longer works against it.

A new virus is released on the internet every 30

seconds. Modern viruses contain self modifying codée
"signature" approaches used in awirus software to rapidly
identify known viruses, doest work with this new generation of
malware.
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Android attacks have increased 400% in the past ydarenthe
Apple

Apple OS X is not immun&xperts estimate that some recent
viruses infections are 15% Mac.

If attacks are escalating and our exigfitools to prevent them do
not work, what must we do?

Alas, we must limit inbound and outbound traffic to corporate
networks.

BIDMC will pilot increased restrictions in a few departments to
determine if it reduces the amount of malware we detect and
eradicate. I'll report on the details over the next few months.

One of these restrictions will be increased web content

filtering. | predict in a few years, that corporate networks will
advance from content filtering to more restrictive "white

listing". Instead of blocking selective content categories, they
will allow only those websites reputed to be safe (at that moment
anyway). | think it is likely corporate networks will block

personal email, auction sites, and those social networking sites
whichare vectors for malware.

It's truly tragic that the internet has become such a swamp,
especially at a time that we want to encourage the purchase of
consumer devices such as tablets and smartphones.

I've said before that security is a cold watinfortunately,

starting in March, the malware authors launched an assault on us
all.  We'll need to take urgent action to defend ourselves and I'll
update you on our pilots to share our successful tactics.
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Appendix to Chapter 5: The marriage between
business and IT

LIFE AS A HEALTHCARE CIO: Defining
Business Requirements (December 29 2010
post)

In my roles at various institutions, I've had the opportunity to
work with thousandsfdighly diverse stakeholdersSome are IT
savvy, some are notSome are project management savvy, some
are not. Some understand leading practices for their particular
departmental functions, some do not.

Here's what I've learned.

1. Automating a gsfunctional manual process will not yield a
successful performance improvement outcorBefore any
technology project is launched, the business owners need to
understand their own process flows and goals for improving
them.

2. If business owners canndefine their future state workflows,
software is not going to do it for thenSometimes, business
owners tell me "l need to buy a wonderful niche software package
from XYZ vendor."When | ask how they will use it, they answer
that the software will dene their workflow for them.

3. The IT department can impose governance and project
management processes to ensure that future state workflows and
requirements are defined prior to any procurement
processesHowever, the business owners who are least
experienced with project management methodology will accuse
the IT department of slowing down the purchasgne way

around this is to create an institutional project management

office outside of the IT department which serves as a bridge
between the busaiss owners and the IT organization providing

the service.Such an approach adds expert resources to the
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department requesting automation to lead them through a
requirements definition process as a first stépojects without
clear requirements and goatsin be stopped before they expend
time and money on an implementation that is likely to fail.

4. Some departments will try to circumvent governance
prioritization and project management processes by contributing
departmental funds, obtaining a grant, getting a donor to fund
their software purchasesSuchan approach should not be
allowed for many reasonsSoftware licensing is generally about
20% of total implementation cost which includes hardware,
configuration, interfacing, testing, training, drsupport

costs. Every software implementation is a project and needs to
be considered a use of scarce IT resourckss reasonable to
initiate an automation request through a project management
office to define business requirements and goals, ghesent it

to a governance process for prioritization, then fund the total
project costs via departmental/grant/donor dollars if the project
is deemed a high priority for implementation.

5. Creating formal documentation of business requirements,
goals/siccess metrics, and forecasted financial impact is
important to establish ownership of the project by the sponsoring
department. Although infrastructure projects such as
provisioning networks, desktops, storage, and servers can be
owned by the IT deparnt, application projects should never be
owned or sponsored by the IT departmeihe business owner,
working with the institutional project management office, needs
to drive the implementation to achieve the desired process
improvement and to ensure@ppriate change managemenitt

the project is considered an IT effort, then business owners will
claim their lack of requirements definition or process redesign is
an IT failure based on poorly designed or implemented software.

Thus, however unpopul@rmakes the CIO, insist on business

owner sponsorship with defined requirements, goals, and
accountability for process and people change
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management. Every project I've been involved in that includes
this role for the business owner has been succeséfith clearly
defined responsibilities and accountability, customer satisfaction
with these projects has been high, because business owners feel
compelled to make the project a success rather than expect IT to
deliver a finished project to them.
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Appendi x to Chapter 6: Personal Health Records
and two particular situations

HBR Blog Network : Be the CEO of Your
Medical Information (March 30 2009, J. D.
Halamka post)

You probably take for granted that you should manage gan

resume and C.V. They catalog your professional history and

accomplishmentd8 who else would manage them well? But

chances are you dondt oversee Yy
t d «

now, thatodos been difficult o]
medicalinformation are probably scattered across the records of
several doctors, hospitals, | ab:

inconveniend and potentially dangeroud state of affairs, but
one that a new federal law may help to remedy.

The American Recovery andiReestment Act provides $34

billion for improving the exchange of health care information.
One trickledown effect will likely be greater access to your
lifetime medical information throughersonal health record

that is in electronic form. The underlying idea is simple:
Compiling your medical data in one place lets you be the steward
of your health information.

Although creating a personal health redanitially takes time,

just as drafting a first C.V. does, there are several payoffs.

Having the record can prevent unnecessary testing and treatment,
reduce the chance of a medication error, and instantly provide
vital information in an emergency. It algan be a dynamic

health tracker of body weight, blood sugar, and much more. In
short, a personal health record can reduce costs and improve the
guality of the care you receive. At a minimum, it should contain:

1 your name, date of birth, and vital statestisuch as height
and weight
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1 alist of emergency contacts, along with contact information
for all your health care providers

information about your health insurance

a brief history of your health, as well as a list of illnesses and
conditions your parentgirandparents, and siblings have had

a dated list of significant illnesses and hospitalizations

your current health conditions and how they are being treated
information about allergies or sensitivities to medications

an inventory of the medications yokéaincluding dosages

and frequency

lab test results
a dated list of immunizations

copies of your living will and durable power of attorney for
health care, if you have them.

= =4

=4 =4 -4 -

E

So far, four types of electronic personal health record products
are available:

Hospital and clinicianhosted records are great if all your
information resides at one institution. An example of this type of
system ifatientSite used by more than 40,000 patients of Beth
Israel Deaconess Mezhl Center to view their hospital records,
send secure-mail to doctors, make appointments, refill
prescriptions online, and so on. Howevamnew study in the New
England Journal of Mdicinehighlights an important caveat:

Only about 9% of U.S. acutare hospitals surveyed have an
electronicrecords system in place in at least one clinical unit.

Payerhosted records, such #8PHConnecfrom Harvard

Pilgrim Health Care, offer access to your claims information,

help you review the resources you are using, and sometimes let
you share information with family members or doctors.
Drawbadks include a lack of details about lab and radiology
results, and no guarantee that you can take the record with you if
you change insurers.
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Employersponsored records are typically hosted by a trusted
outside firm, creating a firewall between the emplayed the
medical data. For example, computer storage giant EMC
partnered with WebMD to offelaimsbased personal health
records to all of its employeeSmployersporsored systems
generally focus on keeping you healthy and productive. They can
also help you manage your health care spending account.
However, you may not be able to take an emptbgsted record
with you if you change jobs.

Commercial offerings such &oogle Healtrand Microsoft
HealthVaultempower you to link to your electronic records at
participating hospitals, pharmacies, and laboratories. You can

pull in your exsting data and add your own; search for

information about drug interactions and your medical conditions;
and share it all with appropriate stakeholders, including your
doctors. These products enable you to keep your health record for
life, regardless of qur job or insurer. Google recently

I mpl emented secure fisocial net w
records. Call it Facebook for health care. It allows you to invite
caregivers or family members to access your personal health
information. Invitees can be renexvat any time.

What abouprivacy? Each of these products has strict policies

not to mine personal health data, share them, or use them for
targeted advertising. Hospital and parydata are covered by

rules in the Health Insurance Portability and Accountability Act

of 1996 (HIPAA). The Google and Microsoft offerings are outside

HI PAAGsSs scope, but both compani
are even str ong e rhepoliciasrenobdgh®A A0 s .
have stored my lifetime medical record on Google Health and
Microsoft HealthVault.I(share it with you herat my own

discretion.) Whatever record systgwu choose, make sure it has
strict privacy policies that keep you in control of the information

at all times.
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This new world of connected health care, with you in charge of

your medical information, has tremendous potential in terms of

both personal andysterrwi de ef fi ci ency. What
compl ements whatoés in the interc¢
system as we try to reduce costs and improve care.

Have you created a personal health record yet? Do you think you
might?
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LIFE AS A HEALTHCARE CI O: Personal Health
Records Use by Adolescents (May 15 2013

post)

In response to many questions about PHR use by adolescents, |

askedFabienneBourgeoisthe expert at Children's Hospital
Boston, to write this guest blog pest

As more and more practicea@dhospitals are making patient
portals available to their patients, providers of adolescent
patients are encountering a major hurdle: how to handle
confidential adolescent information.

While adult patients generally maintain full personal control of
their personal health record (PHR), adolescent PHRs are
anything but personalAdolescents rarely have full control of

their record, but instead rely on parents and guardians to share
control. The details around this shared access changes over time,
dependig on developmental and ag@propriate considerations,

as well as guardianship arrangements.

The biggest challenge then, becomes how to protect the

adol escentdos |l egal right to pri\
hybrid/proxy-control model. Many medtal encounters with

adolescents come with the verbal assurance that what they tell us

will (under most circumstances) remain entirely confidential,

meaning we will not discuss personal health information

pertaining to reproductive health, sexually tranted diseases,
substance abuse and mental health with their parents or anyone

else without their consentAs it turns out, this type of

confidential information is pervasive through most EHRs.

We've spent a lot of time thinking about this issue andeadeht
access to our patient portal, and ultimately developed a custom
built solution to meet our and

Our approach is built around differential access to the patient
portal with the goal of mirroring current clinical practice and
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works as follows:

Access to the patient portal: Separate accounts are created for
the patient and parent(s) that are linked. The parent has sole
access to the patient's portal until the patient turns 13, at which
point both the parent and the patient can haveess.We chose

13 years as our cut off based on a number of factors, including
developmental maturity and other precedents at our institution
based on their policiesAt 18 years, the patient becomes the sole
owner of the portal account, and we deeaate the parent's link
(unless we receive court documents stating that the parent
remains the medical guardian).

Health information contained in the patient portal: We have
identified and tagged certain information from our EHR that we
consider sensitivesuch as labs related to pregnancy, sexually
transmitted illnesses, genetic results, select confidential
appointments, and potentially sensitive problems and
medications. This information is currently filtered from both
parent and adolescent accounts, lwuthe near future the
sensitive information will flow to the adolescent account, but not
to the parent account. So, even if a patient is less than 13 years,
the parent would not have access to this information.

This solution does take a lot of time anfbef but best replicates
the current clinical practice. Many other current PHR structures
do not allow for this type of differential access and only enable
full proxy access.

Alternative solutions include the following:

1. Shared access for patient@parent, but filtering of sensitive
information. One could then choose the age at which patients
would gain access without worrying about the parent seeing
sensitive information at any age. This makes the age at which the
patient obtains access, whetheisi 10 or 13 years, less

important. Unfortunately, this option restricts adolescent access
to confidential information and creates a fragmented and
incomplete record.
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2.  Adolescent access only. This is trickier, because choosing
the appropriate agevhen parental access is discontinued is
difficult and may vary depending on patient
characteristics.Many practices choose 12 or 13 years. However,
if sensitive information is not being filtered, you may very well
have the occasional 11 year old with @ml. Also, some parents
object to being cut off from their child's medical information and
many play an important role in supporting their adolescent
children and guiding them through healthcare decisions.

The issues and solutions involved with adolesPétiRs are

certainly complex and will continue to evolve over time.

However, | am hopeful that PHRs will start incorporating the
unique needs of the adolescent population in the near future,
allowing both parents and adolescents to share responsibility and
engage in their healthcare.

For additional information, see this publication
Bourgeois FC,Taylor PL, EmansSJ, Nigrin DJ, Mand| KD.
Whose personal control? Creating Private, Personally Controlled

Health Records for Pediatric and Adolescent Patiehtém.
Med. Inform. Assoc. 2008;15(6): 7343
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LIFE AS A HEALTHCARE CIO: A Chip in My
Shoulder (December 18 2007 post)

I'm often asked about tHRFID chipcontaining my medical
records which ismplanted in my right arm.

As a physician and chief information officer, | felt qualified to
evaluate the medical, legal, moral, and privacy aspects of the
device. After using the device for three years, | am not an
evangelist for implanted RFID, but | e it can be valuable for
some patients who understand the risks and benefits. My
implantation process in December 2004 was sithpldive

minute office procedure, which included disinfection of the
implant site on my upper right arm, a few cubic centarseof
lidocaine, and insertion of the injector into my subcutaneous
fascia. | did not experience pain, bleeding, or any jpostedure
infection. The implant is not palpable, does not migrate, and has
no physical side effects such as itching, irritationchanges in

skin appearance. The RFID device does not impede my activities;
even while rock or ice climbing | have hit the implant site many
times without any problems. The device is undetectable by airport
security metal detectors and hand scanners.

Onre possible side effect is that my RFID device can be scanned
by retail security systems using 134.2 kHz RFID technology, the
frequency of my implant. | have had experiences at Home Depot
and Best Buy where my device seemed to set off theneftti
systemsMy personal data are not readable by such systems, but
they may be able to detect the presence of an implanted RFID
tag.

Given my experience, what are the risks and benefits? The
medical risks of any implant are infection, pain, keloid formation

at thepuncture site, and reaction to the local anesthetic. There

are quite a range of nonmedical risks. After my implant, |
receivedmany-enai | s saying that | had
had lost some of my humanity because | was now a hybrid
human/machine. Somengils even referred to the Book of
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Revelation, noting that | now carried the number of the Beast.
Thus, chip carriers have a risk of being social outcasts.

The chip holds a static and unencrypted 16 digit number, which is
used to point to a Web site comiiag personal health record

data. The Web site requires a username and password, ensuring
appropriate security. It is conceivabilleat a person on a subway
could scan a patientds number wi
their medical identity by creatingn identical chip and

implanting it. This is a very theoretical risk because hospitals are
not widely using implanted RFID chips as a means of
identification. If the implanted chip were used for security
purposes, such as opening a door to a secure anegéerson

who scanned the patient on the subway could replay the RFID
signal and gain access to the secure area. Again, this is purely
theoretical since implanted RFID devices are not often used as
security authenticators.

If these are the potential riskahat are the benefits? Since we
have no universal health identifier in the US, there is no simple
way to uniquely identify a patient at all sites of care. The result is
a fractured medical record scattered in inpatient, outpatient,
laboratory, pharmacyand emergency department sites. The
implanted RFID devices enable patients to establish health care
identities and become the stewards of their own data. The patient
can assemble a reconciled medication list, a complete problem
list, and a list of diagno&t study results, and then apply personal
privacy preferencdsfor exampledeleting information about
mental health, HIV, or substance abuse. This patientrolled
record is available to treating clinicians in the case of emergency
via the implanted dewe.

It is a personal choice whether or not to be fitted with an RFID
device, but for some patients such a record has value. For
example, such devices may be particularly helpful for a patient
with Alzheimer disease who cannot give a history, a patiemigpro
to syncope who may not be initially conscious during an
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emergency department visit, or a very active person who engages
in extreme sports activities and could be honcommunicative due
to injury.

| believe that in the near future, patients will own thregdical
records and be the stewards of their own health care data.
Implantation of RFID devices is one tool, appropriate for some
patients based on their personal analysis of risks and benefits,
that can empower patients by serving as a source of idamity

a link to a personal health record when the patient cannot
otherwise communicate.
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Appendix to Chapter 7: Identity is the key point!

LIFE AS A HEALTHCARE CIO: Strong Identity
Management (December 2 2009 post)

In addition to audit trails, a key coponent of enforcing security
policy is ensuring the identity of those who use applications. In
the November 19th HIT Standards Committee testimony, we
heard about the need for strong identity management.

Currently, most systems support username/passwibhdvarious
rules such as those we use as BIDMC:

Passwords must be at least eight (8) characters in length
Passwords must contain characters from at least three (3) of the
following four (4) classes:

English upper case letters A,B,C,...Z

English lower cae letters a,b,c,...z

Westernized Arabic numerals 0,1,2,...9

Nonalphanumeric ("special characters") such as punctuation
symbols: |, @,#...

New passwords must be different from previously used
passwords.

Under no circumstances should the Passwords contain y
username or any part of your full name or other easily
identifiable information.

However, it's clear that something stronger than a
username/password will be needed fgrescribing controlled
substances. The DEA has insisted uNt®T Level 3
authentication. What do levels of authentication mean?

Level 1 is the lowest assurance and Level 4 is the highest. The
levels are based on the degree of confidence needed in the
process used testablish identity and in the proper use of the
established credentials.
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Levell-Li ttl e or no confidence in t
Level 1 requires little or no confidence in the asserted identity.

No identity proofing is required at this kely but the

authentication mechanism should provide some assurance that

the same claimant is accessing the protected transaction or data.

Level22Some confidence in the asser
2 requires confidence that the asserted idemiyccurate. Level

2 provides for singlkéactor remote network authentication,

including identityproofing requirements for presentation of

identifying materials or information.

Level3-Hi gh confidence in the asser
3 is appropriate for transactions that need high confidence in the
accuracy of the asserted identity. Level 3 provides multifactor

remote network authentication.

Level4-Very high confidence in the
Level 4 is for transactions that @& very high confidence in the
accuracy of the asserted identity. Level 4 provides the highest
practical assurance of remote network authentication.

Authentication is based on proof of possession of a key through a
cryptographic protocol.

If Level 3 authetication is implemented in healthcare for
prescribing controlled substances, strong identity management
may be expanded to other aspects of healthcare such as signing
notes, signing orders, or gaining physical access to restricted
areas.

Given the workfiw implications of an added authentication
burden, it's important to choose the right technology approach.

There are a wide range of twfactor authentication methods,

including security tokens, smart cards, biometrics, certificates,
soft tokens, and cgthonebased approaches.
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I've had experience with each of these. Here's a summary of my
findings

Tokens you'd think tokens wouldeeasy to use, but we had a
high login failure rate, challenges with tokens getting
lost/destroyed (in the laundry), tinsgnchronization issues (as

the battery begins to age, the clock inside the token may begin
running slowly), and clinician dissatisfaction with having to carry
yet another device. A clinician with multiple affiliations has an
even worse problemmultiple bkens to carry around. Token and
licensing costs were expensive.

Smart cards we use smart cards for physical access and they
work well. They are foolproof to use, can be laundered without an
issue, and are inexpensive. The only problem with using them i
software authentication is the expense of adding smart card
readers to our 8000 workstations. Buying and maintaining 8000
USB devices is costly. However, they are still a serious
consideration, since clinicians like the idea of walking up to a
device andising something they already have badge- to
authenticate.

Biometrics- I've written about our use @&lO-keyin the

Emergency Department. Biometrics are converecause you
can just swipe a finger, which you always have with you (we
hope). Many laptops have built in finger print readers and the
BIO-key software easily integrates web applications into Active
Directory. As with smart cards, the only challengen&talling

and maintaining fingerprint scanners on 8000 existing desktops.
Biometrics have been very popular with our clinicians and we've
had a very low false negative rate (and zero false positives).

Certificates- managing certificates for 20,000 usésainful.

We've done it and although | am a strong believer in organization
level certificates, | remain unconvinced that user level certificates
are a good idea. Maybe new approaches Nkerosoft's

Infocard, which presents digitally signed XMiased credentials,
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will make storage and presentation of cryptographic credentials
easier.

Soft tokens are just a software version of hardware token running
on a mobile device or desktop. Since saféeamust be installed

and maintained on each device, they can be a challenge to
support.

Cell phone based approachellarvard Medical School recently
implemented two factor authentication with cell phones as a way
of securing password reset functioiiss been popular, easy to
support, and very low cost. Companies suchAmakamoffer

tools and technology to implement strong idgnhanagement in
cell phones via text messaging, voice delivery of a PIN, or voice
biometric verification. Per the Anakam website, their products
achieve full compliance with NIST Level 3, are scalable to
millions of users, cost less than hard tokensnoars codes, are
installable in the enterprise without added client
hardware/software, and are easy to use (all you have to do is
answer a phone call or read a text message).

Thus, my vote for achieving NIST Level 3 isitooseamong

smart cards, biometts or cell phone based approaches
depending on the problem to be solved and the workflow that is
being automated. Although we've not yet implemented cell phone
approaches for EHR authentication, | can imagine that our 2011
authentication strategy might be

Physical Access (hundreds of existing doors that have smart card
readers) Smart cards

Fast trusted login in the Emergency Department (100 devices that
are kept in a closed physical spae®iometrics

Generalized two factor authentication fepeeseibing

controlled substances (thousands of devices and hundreds of
users)- Cell phone approaches
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With strong identity management, our audit trails will have
greater value. It will be challenging for a user to claim that they
were not the person perforngrihe transaction. The combination
of trusted identity and complete audit trails is key to a multi
layered defense against privacy breeches.
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Appendix to Chapter 10: The cloud needs a
concrete strategy

LIFE AS A HEALTHCARE CIO: What is our
cloud strategy ? (December 5 2010 post)

Recently | was asked to define our cloud strategy.

My answer to this is simpleThe public cloud (defined as the
rapid provisioning and d@rovisioning of CPU cycles, software
licenses, and storage) is good for many things, sisolveb

hosting or norcritical applications that do not contain patient or
confidential information. At Harvard Medical School and Beth
Israel Deaconess Medical Center, we've embraced public cloud
technology, but transformed it into something with argnteed
service level and compliance with Federal/State security
regulations - the private cloud.

Here's the approach we're using to create private clouds at HMS
and BIDMC:

1. At HMS, we created Orchestra, a 6000 core bibdsed
supercomputer backed la petabyte of distributed

storage. Thousands of users run millions of jobst's housed in
Harvard controlled space, protected by a nHdiyered security
strategy, and engineered to be highly availali¢e also use grid
computing technologies thiare CPU among multiple high
performance computing facilities nationwide.

2. At BIDMC and its physician organization (BIDPO), we've
created a virtualized environment for 1%0nician offices,
hosting 20 instances of logically isolated electronic headtord
applications per physical CPUIt's backed with half a petabyte
of storage in a fault tolerant networking configuration and is
housed at a commercial high availability-axation center.

3. At BIDMC, our clinical systems are run on geograpHhica
separated clusters built with high availability bladased Linux
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machines backed liliin-provisionedstorage pools.

Each of our private clouds has very high bandwidth internet
connectionsvith significant throughput (terabytes per day at
HMS). The bandwidth charges of public clouds would be cost
prohibitive.

We are investigating the use of public cloud providers to host
websites with low volume, low security requirements, and no
missioncriticality. Public solutions could be
better/faster/cheaper than internal provisioning.

Thus, our cloud strategy is to create private clouds that are more
reliable, more secure, and cheaper than public clouds for those
applications which require highéevels of availability and

privacy. For those use cases where the public cloud is good
enough, we're considering external solutions.

Someday, it may make sense to move more into the public cloud,

but for now, we have the best balance of service, sgcarid
price with a largely private cloud approach.
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LIFE AS A HEALTHCARE CIO: Should we
abandon the cloud? (May 16 2011 post)

2011 was a bad year for the cloud.

First there was the majokmazon EC2 (Elastic Cloud)
outageApril 21-22 that brought down marusiness and
websites Some of the data was unrecoveradohel transactions
were lost.

Next, the May 143 outage oMicrosoft's cloud based emaihd
Office services (Business Productivity Online Suite) caused major
angst among itsustomers who thought that the cloud offered
increased reliability

Then we had the May 4113 Google Bbgger outageavhich
brought down editing, commenting, and content for thousands of
blogs.

Outages from the 3 largest providers of cloud services within a 2
week period does not bode well.

YesterdayTwitter went dowras well.

Many have suggested w&bandon a cloud only strady:

Should we abandon the cloud for healthcari®solutely not.
Should we reset our expectations that highly reliable, secure
computing can be provided at very low cost top'meti in the
cloud? Absolutely yes.

| am a cloud provider. At my Harvard Medical School Data
Center, | provide 4000 Cores and 2 petabytes of data to
thousands of faculty and staffat BIDMC, | provide 500

virtualized servers and a petabyte of data to 12,000 uséng:.
BIDPO/BIDMC Community EHR Private Cloud provides
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electronic health records to 300 providers.

I know what it takes to provide 99.999% uptinhdultiple
redundant data centers, clustered servers, arrays of tiered
storage, and extraordinary power engering.

With all of this amazing infrastructure comes complexiyith
complexity comes unanticipated consequences, change control
challenges, and human causes of failure.

Let's look at the downtime I've had this year.

1. BIDMC has a highly redundangeographically dispersed
Domain Name System (DNS) architectutetheory it should not
be able to fail.In practice it did. The vendor was attempting to
add features that would make us even more resiliestead of
making changes to a test DNSpapance, they accidentally made
changes to a production DNS appliancé/e experienced
downtime in several of our applications.

2. HMS has clustered thousands of computing cores together to
create a highly robust community resource connected to a
petabye of distributed storage nodesn theory is should be
invincible. In practice it went down.A user with limited high
performance computing experience launched a poorly written job
to 400 cores in parallel that caused a core dump every second
contending for the same disk spac&torage was overwhelmed
and went offline for numerous applications.

3. BIDMC has a highly available cluster to support clinical
applications. We've upgraded to the most advanced and feature
rich Linux operating systentJnfortunately, it had a bug that

when used in a very high performance clustered environment, the
entire storagdile systenbecame unavailableWe had downtime.

4. BIDMC has one of the most sophisticated power management
systems in the industryevely component is redundantAs we
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added features to make us even more redundant, we needed to
temporarily reroute power, which is not an issue for us because
every network router and switch has two power supplié&e

had competed 4 of 5 data center stvitaigrations when the
redundant power supply failed on the 5th switch, bringing down
several applications.

5. The BIDPO EHR hosting center has a highly redundant and
secure networkUnfortunately, bugs in the network operating
system on some of the kemponents led to failure of all traffic
to flow.

These examples illustrate that even the most well engineered
infrastructure can fail due to human mistakes, operating system
bugs, and unanticipated consequences of change.

The cloud is truly no differenBelieving that Microsoft, Google,
Amazon or anyone else can engineer perfection at low cost is
fantasy. Technology is changing so fast and increasing demand
requires so much change that every day is like replacing the
wings on a 747 while it's flyingOn occasion bad things will
happen. We need to have robust downtime procedures and
business continuity planning to respond to failures when they
occur.

The idea of creating big data in the cloud, clusters of processors,
and leveraging the internet Bupport software as a service
applications is sound.

There will be problems.New approachet troubleshooting
issues in the cloud will make "diagnosis and treattheht
slowness and downtime faster.

Problems on a centralized cloud architecture that is homogenous,

well documented, and highly staffed can be more rapidly resolved
than problems in distributed, poorly staffed, arfeinstallations.
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Thus, I'm a believan the public cloud and private cloud$will
continue to use them for EHRs and other healthcare applications.
However, | have no belief that the public cloud will have
substantially less downtime or lower cost than | can engineer
myself.

The reasono use the public cloud is so that my limited staff can
spend their time innovatingcreating infrastructure and
applications that the public cloud has not yet envisioned or
refuses to support because of regulatory requiremésush as
HIPAA).

Despitethe black cloud of the past two weeks, the future of the

cloud, tempered by a dose of reality to reset expectations, is
bright.
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Appendix to Chapter 11: BYODshould not be
O" OEl A 91 OO0 / xI $EOAOOAOS

LIFE AS A HEALTHCARE CIO: Bring Your Own
Device (Octob er 3 2011 post)

At BIDMC, | oversee 10,600 desktops and 2000 laptdpgy
are all locked down witlsystem Center Configuration Manager
2007andMcAfee ePolicy Orchestrator

Given that most of our applications are thin client and web
based, we can stretch the lifetimes of our desktopsStgears
and our laptops to-3 yeas. Capital funding puts limits on how
much hardware we can buy and how long we keep it.

Like many IT departments, we have to balance many priorities
security, cost, software compatibility, performance and the user
experience.

This balance means thtte locked down, image managed,
economical device provided by the IT department will almost
always be older, lower powered, and less capable than the device
in your home.

The same is true of mobile devices like Blackberries which are a
one time purchasand are only replaced when they stop
functioning.

Consumer devices are more than just technology, they've become
lifestyle accessoriesAre you an iPad2 or a Macbook Air 11
person? Does Android tickle your fancy or are you holding out

for the Samsungblet with Windows 8?

The cost of these devices is low enough that consumers can buy

them on their own and may upgrade yearly as new models are
released.
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All of this has led to the BYOD movemebevice towork.

One of my passions as a CIO has beerr¢ate wekbased
applications that run anywhere on anythinglfhat approach has
enabled our applications to run on every version of the iPad,
iPhone and iPod touch as well as Android and Blackberry
devices like the Playbook.

However, I'm als@accountabldor the privacy and security of
each byte of person identified data and we have over 1.5
petabytes to protect.

The internet is an increasingly hostile plac€licking on a
picture ofHeidi Klumresults in a 1 in 10 chance that your device
will become infected.

Online apps distributed via sociaétworks ardilled will
malware

Hacked websites can bring malware onto our deviéeClO at

the recent Information Week 500 conference described that
hackers inserted alware, which was only one pixel by one pixel,
into a publiefacing website his lab supportedAll internal users

who browsed to the website and did not have the latest version of
Adobe Flash were infected®nce infected, their workstations
scanned foother vulnerabilities on the network.

Breach reporting regulations in HITECH are strictf a

keystroke logger embedded in malware results in
username/password compromise and a hacker downloads files or
views data for more than 500 people, the prontimeedia needs

to be notified. It is unlikely that the media will see much

difference between an infected personal device and something
under the CIO's contralthe CIO will be held accountable!

BIDMC has over 1000 iPads and over 1600 iPhones accetsing
network for email and web applicationg.absolutely see the
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value of the Bring Your Own Device movement.

However, the compliance and regulatory requirements that grow
more complex every day make the BYOD movement very
problematic.

It may be thatve'll find some compromise, such as encouraging
BYOD, noting that little support will be available, and requiring
mobile device security solutions such@®sod Technologies
before a personal device is allowed on thevoek.

BYOD can be empowering to usetst's hope we can mitigate

the risk and afford the applications needed to comply with federal
and state laws.
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LIFE AS A HEALTHCARE CIO: The BIDMC
Laptop Encryption Program (July 23 2012 post)

I've been writing abut the Bring Your Own Device
(BYOD)/Consumer IT challenge for the past several months.
Here's the message we sent to employees:

"Information Systems will be conducting an aggressive campaign
to ensure every mobile device is encrypted. This initiatipées

to all staff and students. The program is mandatory and required
for any mobile device used to access BIDM{ated systems,
programs or documents, including email, clinical applications
and administrative documents such as financial spreadsheets,
grant information or staff lists.

Many of you participated in | ast
smart phone devices used to connect to the Exchange email

system using ActiveSync. These devices now require password
protection. Look for more information soon wew smartphone

encryption and 'auto wipe' requirements.

Securing Laptops and iPads

The next stage of work is encrypting laptops, iPads and other
tablet computers. It will proceed in two phases.

The first phase, beginning this week, focuses on institaity

owned laptops and iPatype tablet computersOther versions

of tablet computers will be addressed in a later ph&&earvice
depots will be set up in and around the main campus. The first
location will be the Center for Life Sciences (CLS). Dhitding

was chosen because it has the largest population of laptops and
iPads.

We appreciate the cooperation of staff of CLS especially because

you are the first to undergo this new process. The CLS experience
will guide IS planning for the entire miedl center. We will
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coordinate our encryption program with Research
Admini strationds research equi pt
eliminating redundant phone calls to investigators.

What You Need to Do

Prepare Your Deviceé Prior to dropping off the laptopraPad at

the service depot, delete unneeded applications and data. All

valuable data and important files, email, applications and other
documents stored on the device should be backed up to your

network home directory. Do NOT back up the data to an latern
cloud service such as Appl ebds i (
protected health or personal information on these sites is against
corporate security policyO

Schedule an Appointmeninformation Systems will contact staff
for which records show you havedn issued an institutionally
funded laptop or iPad.

Leave the DeviceEncrypting a device may require several hours
depending on the method used. For this reason, you will be
expected to leave the device at the service depot. Every attempt
will be madeto complete the work within the same business
day.O

Pick Up the Device Upon returning the device, depot staff will
brief you on what work was done and yourgming
responsibilities for maintaining the security of the device. You
will be asked to staithe device from a cold boot and verify it is
in working order.

What IS Will Do
Intakei To qualify under HIPAA/HITECH 'safe harbor', full disk
encryption is required. On arrival at the service depot, an initial

assessment of theilbedonemeds confi
determine the most appropriate encryption method, e.g. software
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or hardware based. Some devices have encryption built in, but it
needs to be activated. The method used will depend on the make,
model and operating system version of the laptofablet

computerO

Inspection The service depot staff will scan the device for
malware and vulnerabilitiesThey will check configuration
settings to assure they comply with corporate security policy such
as poweron password, inactivity timeoutsya, for iPads, auto
wipe. If time permits, depot staff will apply operating system and
third party software patches necessary to eliminate security
vulnerabilities. If malware is detected, the device will be cleaned
or re-imaged depending on the naturetloé malware. The

network address of the device will be recorded so I.S. knows it
has been inspected when it appears on the data network. When
practical, management (Microsoft SCCM for Windows or Casper
for Macs) and antvirus agents (McAfee EPO) will lrestalled to
allow Information Systems staff to keep the device in good
security hygiene throughout its life while in use at BIDKAC.

Inventory the Device for Researclif your computer is one that
still needs to be scanned as part of thamnual Reseah
inventory required by federal law, a member of the Research
Administration staff will scan the inventory tag while it is at the
depoti or apply an inventory tag as needed. We are combining
these efforts to make it more convenient for ugers.

Return- See #4 above.

What is Next?

The dates and locations for other service depot sites will be
announced later this month as IS continues to secure laptops and
iPads throughout the medical center.

The second phase will extend the program to other models of

institutionally owned tablet computers as well as personally
owned laptops and tablet computers that are used to access
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BIDMC-related data. This phase will begin in the fall after work
on institutionally owned devices is completed. We will assist in
encryptng and, time permitting, patching the devices. Once done,
it will be the responsibility of the owner to maintain the
encryption and healthy state of the device.

Information Systems will periodically check your mobile device to
ensure the safeguards ardlsh place. Additionally, staff must
attest, each time their password is renewed, that all mobile
devices they use for hospital related business, including personal
devices, are encrypted.

From this point forward, newly acquired laptop and tablet
compuers purchased from institutional funds cannot be used to
access the BIDMC data network until their encryption status is
verified by Information Systems.

Information Systems will monitor the network for rogue laptop

and tablet devices that have not beereened for compliance. If

a device is discovered that has not been screened, Internet access
privileges will be blocked."

As I've told the press, it is no longer sufficient to rely on policy
alone to secure personal mobile devicemstitutions must

educate their staff, assist them with encryption, and in some cases
purchase software/hardware for personal users to ensure
compliance with Federal and State regulatior®ver the next

few months, I'll write several posts about our lessons learned
supporing personal device security enhancements.
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Appendix to Chapter 15: What a CIO needs to
survive is a high performing team

LIFE AS A HEALTHCARE CIO: Characteristics
of high performing teams (August 2 2011 post)

I've written previously about those timesmy career when
alignment of leadership and resourded to major
achievements.High performing teams are a prequisite to
such achievement and here are a few charactesisti high
performing teams | have worked with:

Competence

Domain expertise and an ability to execute assigned tasks are key
to ensuring vision is turned into successful implementatigly.
experience is that "A" players hire "A" players and "B" players
hire "C" players. This means that highly competent people
surround themselves with skilled people because they do not feel
intimated by having subordinates or colleagues who are smatrter,
more talented, or more successfillo member of a team can do
ewerything, so having a group of smart people working together
creates a sum greater than the par@®n the other hand,
incompetent people tend to hire even less competent people to
shore up their own egos and self imageeaders need to be very
careful wvhen retaining marginally performing teams, because
incompetent people hiring less competent people can get the
organization in trouble very quickly.

Trust

As a rock climber, | know that my life depends upon the skill and
decision making of my climbing gaer. No matter how good |
am, a mistake by my partner could kill both of Usvery day |

think about my teams and ask if | would trust them to hold my
rope. A high performing team requires a level of trust and
confidence that fosters a joy of coliee achievement rather than
fear of individual failure. Creating an environment of trust has
worked for me as a parent and is an essential paainof
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optimized team.

Communication

| realize that carrying mobile devices creates the burden of being
conneted 24 hours a dayl do not inflict my own work schedule

on any of my teams (my last true day off was in the summer of
1984). However, creating a level of communication among team
members that enables rapid escalation and resolution of issues is
essatial to high performance.Teams should respect the need

for time away but arrange coverage such that email, instant
messaging, paging, phone calls, and selsed collaboration can

be initiated at a moment's notice for resolution of complex issues
that are often precipitated by circumstances beyond the control of
the team. Teams should create a level of transparency that keeps
all members informed of current priorities, strategies, and
challenges using blogs, wikis, and meetings (to the extent
necessary Great communication reduces friction, enhances
decision making, and reduces unnecessary work.

Loyalty

Highly functional team members are always there for each other.
No matter what happens, they do not throw their colleagues
under the busThey givean early heads up when projects or staff
members are in troubleThey accelerate decision making by
contributing positively to consensus buildinghey respect
hierarchical boundaries, escalating problems by collaborating
with team leaders and manager3he result is a team that is
deeply loyal to its members rather than focused on highlighting
the success of any one individual.

The Greater Good

In my trip to Japan, | discussed priority setting in the Japanese
bureaucracy. At times it appears thainistries set priorities
based on sustaining their own power and authoriByreaus
within ministries can set priorities in silosRarely is the greater
good for the country the driving force that unifies budgeting at
every level. Highly functional €ams think about the overall
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goals of the organization and craft their plans around those
activities which will create the greatest good for the greatest
number. There is not siloed thinking about resources, budgets,
or achieving individual goals at thexpense of team of goals.

High performing teams are hard to create and sustain, but when

they happen, they are to be treasurethere is nothing | will not
do for my high performing teams.
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Appendix to Chapter 17: Lessons about Q) 4
Governance & Communication6 AU Al
outstanding ClOleader

LIFE AS AN HEALTHCARE CIO: It is not a Job,
itos a Lifestyle (November

I'm often asked, "What is your job?"

Some may think that being a CIO is all about bits and bytes,
buying the latest technology and gaey up with all the three
letter acronymsof the industry (I use WPA over EAP instead of
WEP on my wireless network, what do you use?).

The technology portion of my job is about 15% of my time. The
bulk of what | do is organizational, political, and coister
relationship management. With hundreds of projects, thousands
of customers, and millions of dollars, how do | keep it all
straight?

My approach is 4 fold:

1. Strategy The Information Technology department in every
organization should not make thasiness strategy, that is up to
the Board, CEO, and stakeholders. The IT organization should
provide the tactics necessary to execute the organization's
strategic plan. For example, if the strategy is to improve quality,
the information technology orgamitzon can implement-e
Prescribing, provider order entry, bar coded wrist bands, and
incident tracking systems. Every year, | approach the strategic
planning process by meeting with the CEO, CFO, COO, Chief
Medical Officer, Chief Nursing Officer, and Chi&tademic
Officer to understand their strategic imperatives for the year. The
next month, I meet with their direct reports to understand the
operational implications and challenges of these strategic
imperatives. | then produce an "IS Operating Plan" (nthat it

is not a strategic plan), which is placed on the web for all
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stakeholders to review and presented to my IS Steering
Committees. | have a Steering Committee for inpatient
applications, outpatient applications, critical care applications,
OperatingRoom/Anesthesia, Laboratory systems, Radiology
systems, and Health Information Management (Medical Records).
The chairs of each of these committees plus clinician
representatives from the Medical Executive Committee serve on
the enterprise wide InformatidBystems Steering Committee
which ensures coordination of resources among all the projects.
Once these committees approve the priorities for the year, we
ensure the operating and capital budgets are aligned to do the
work.

2. Structure Once the operatipplan is in place, | ensure the
structure of the organization is arranged to support the projects
to be done. Over the past 10 years I've done several mini
reorganizations to respond to changing technologies, customer
needs, and governance issues. No&t tifne ideal structure is
defined before taking into account the existing staff personalities
and skillsets. To build an organization that delivers reliable
service over time, | try to avoid single points of human failure,
distributing work across many indduals rather than relying on

a "lone genius", since reliance on one person is ultimately
unsupportable.

3. Staffing- Once the structure is in place, | ensure we have the
best staff possible to populate that structure. I'm a strong believer
in training and we try our best, given limited budgets, to hire
talented people and continue their education so they remain
world class experts. I'm also a great supporter ebpgrograms

for college students, bringing in new graduates, training them
and hiring then to ensure a constant supply of new talent

entering the organization.

4. ProcessesFinally, once the staffing is in place, | work on the

highly repeatable processes that support our workflow. The
organization functions most smoothly when policies and
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procedures are well known by all internal and external to the
organization so that | can monitor the performance of known
processes, rapidly identifying areas where we can improve
service delivery. Metrics | review include infrastructure uptime,
electricalconsumption, help desk call abandonment rates/time to
problem resolution, budget performance by manager, and
performance against project timeline milestones.

At the beginning of each day, | ask myself if the strategy,
structure, staffing and processes aegood as they can be. At
the end of each day, | mentally review the issues of the day
affecting each of my direct reports and offer mid course
corrections, which are most often organizational and political. |
also try to communicate broadly via town riegs, emalil
broadcasts, weekly leadership meetings, and monthly 1:1
meetings with each of my direct reports.

Finally, | try to reserve 50% of my time each day for the

important issues of that day. Explaining to a customer or IS
employee that | cannot nesnd to a critical issue for weeks

because my calendar is booked far in advance does not work. If |
can do today's work today, my calendar has the same number of
meetings, but | become a real time responder to issues before they
escalate. Having a Blackbsrstrapped to my belt 21 hours a day
also helps me use my time efficiently and ensures | am not the

rate limiting step in any decisiemaking process.

Of course | have a family life, personal time and outside interests,
but being a CIO is a lifestyle, ha job. I'm connected to the
strategy, structure, staffing and processes of the organization
24X7x365.
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LIFE AS AN HEALTHCARE CIO: The Tyranny of
the Urgent (November 11 2007 post)

Providing cutting edge clinical applications to a hospital is
journey. Itrequires daily efforts to refine workflow and
encourage adoption but it also requires a multiyear plan to
ensure future needs will be met. Three years ago, it was clear that
e-Prescribing would be very important. However in 2004, faxing
to retail pharmaaces was all we had. Today, with the Surescripts
connection to retail pharmacies and the RxHub connection to
mail order pharmacies, we have fully electronic transmission for
90% of our prescriptions. The only way we were able to support
all aspects of €rescribing including formulary enforcement,
eligibility checking, community drug history with drug/drug
interactions, and prescription routing was to focus a portion of
each day on our long term goals without being derailed by each
day's distractions.

| call the distractions of each day, "the tyranny of the urgent".
Everyone believes that long term goals like medication safety are
essential, but each day some stakeholder has a new, mission
critical project that is expected to trump existing priorities. Of
couse there are legitimate urgent projects that must be done for
quality, safety, compliance or return on investment, but if we
allowed every project proposed each day to defer our medtr

plan, we'd never accomplish our long term goals.

Thus, | spend 3% of my day on email, phone calls and the
tyranny of the urgent, but reserve 50% of each day for those
projects which will create revolutionary change three years from
now. To do so requires two kinds of plans.

My Operating Plan outlines the goals of ea&ar- ensuring that

each business owner's strategic priorities are met on a yearly
basis. To ensure stakeholders understand the major themes of our
yearly operating plan, | produce a thematic summary.
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| also have a 5 year plan which outlines the "bigtyie” so that

all stakeholders know where we're going year to year. Of course |
watch for major industry trends and refine the 5 year plan in
response to changes in technology, legislation and compliance
requirements, but in general, the 5 year plan medictable
roadmap of what we'll accomplish over the long term.

Many days, it feels like my job is driven by the contents of my
Inbox, but in order to create a successful organization, | have to
insulate my staff from attempts to change priorities onityd

basis. Instead, my job is to triage the entropy of my inbox into a
few short term urgencies while protecting the operating plan and
five year plan. At times, this triage exercise is challenging and |
involve my various governance committees whenidesisire
politically charged or involving competing stakeholgeiorities.

My advice to CIOs is to develop standard escalation processes
and use those well defined processes each day in response to the
tyranny of the urgent. Do not let your inbox dictateir strategy

or priorities. Keep your eye on the big picture. As Jim Barksdale
says, "The main thing is to make the main thing the main thing."
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LIFE AS AN HEALTHCARE CIO: How to say
ANoO (November 19 2007 post

| was recently asked to give a lectureabhow | say "no" to new
project requests. Of course | have governance committees which
help prioritize all IT projects based on

Return on Investment

Quality/Compliance

Impact factor- number of doctors, nurses, staff and patients who
will benefit

Alignment with the strategic needs of the business

Beyond my governance processes, which | will describe further in
another post, my top 10 list of how to say "no" is more about
people than prioritization.

10. Select your change (and what not to change)

I've learned that my hospital organization (BIDMC) does not
readily accept off the shelf enterprise application software. In the
past decade, we've stopped a major clinical and a major revenue
cycle project because of the limited customization possibilities
with vendor supplied software. To this day, our-belift

customized enterprise applications keep customers happy at low
cost. Of course | still buy many departmental systems (lab,
critical care, anesthesia, labor and deliver monitoring, PACS,
cardiology) butwill no longer try to replace our enterprise

clinical applications with vendor products. This is an automatic
"no" that customers understand.

9. Identify those who will lose and take them to lunch

On a given day, 10% of the organization is not completely
satisfied with the triage decisions made by my governance
committees. In a world of limited supply and infinite demand, the
organization needs to say "no" to many projects. | find that bad
news does not travel well via email, hence personal contact is
nealed to explain many prioritization decisions. | try to make
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personal contact with those whose projects are not
funded/prioritized. Whenever possible, instead of "never”, | say
"not now" to lower priority projects.

8. Acknowledge the loss

Many people wilkccept change if the process is transparent,
they are involved in the decision, and their losses are
acknowledged. Telling folks that you understand the impact of
negative decisions and expressing a willingness to work together
in the future goes a long wa

7. Over Communicate

Rumors are often worse than the truth. Every Friday | send out a
broadcast email to the entire organization explaining issues,
good news, bad news, and future plans.

6. Be Honest and Consistent

| work hard to tell all stakeholdethie same message. If everyone
hears the good and bad news consistently, the credibility of IT is
enhanced.

5. Consensus is not essential

A vote of 500 to 1 is not a tie. If governance works objectively,
even politically powerful stakeholders cannot veiontization
decisions which are in the best interest of the organization.

4. Embrace conflict

Sometimes the right decisions are the hard or politically
challenging ones. By expecting conflict every day, the CIO can
make decisions more dispassionat®ly.training as an

emergency physician prepared me to approach every situation
with balanced emotions. Eliminating caffeine 5 years ago helped
too.

3. Focus on your detractors

Sometimes organizations can be 1000 points of veto. By focusing
on those who omse projects instead of those which support
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them, | can use my time most effectively. I'd rather meet with my
friends, but my day is optimized when | spend the day with my
detractors. Sometimes detractors become friends, but at least all
detractors undersind the rationale for "no" decisions.

2. The last two minutes of the meeting are the most important
It's very common for politically challenging meetings to end with
differing opinions as to what was discussed. Using the last two
minutes of the meeting teview all the decisions made and next
steps, then memorializing that conversation in written minutes,
enhances the communication of "no"

1. You cannot please everyone

| accept that the good of the many outweighs the needs of the few,
even if | have toédthe "no" guy.
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LIFE AS AN HEALTHCARE CIO: Time, Scope
and Resources (December 4 2007 post)

Recently, the number of new infrastructure project requests has
peaked to unprecedented levd@lke usual triage mechanisms
described in my previoudog entrywork well for applications,

but infrastructure is different. Adding a new network port, a new
telephone, or a new desktop is viewed a service business that can
be ordered on demand, kiag it very challenging to say 'no'.

The sudden surge in requestsermphasized to me the basic law

of all IT projects- timeline, scope and resources are inter

related. If scope increases, timeline or resources must increase. If
timeline is shortenedcepe must be decreased or resources
increased. Increasing scope, shortening timeline while leaving
resources constant is not possible.

Of course, we can all work harder. There are 168 hours in a
week, vacations can be postponed and nights/weekends filled.
This works in the short term, but is not sustainable. "Lean" and
"mean" organizations pushed too hard become "bony" and
"angry" organizations.

New FTEs are not typically the short term answer. Getting new
positions raises expectations of delivery capabiit hiring and
training new staff take resources from existing capacity, so
paradoxically getting new positions actually reduces capacity for
a few months.

This means there is only one short term answer for unplanned,
unbudgeted, unscheduled infrastiuret requests the scope of

these requests needs to be reduced/phased or the time to do them
increased.

For my requests this week, I've done the following

a. Assigned my staff to develop a standard worksheet which
outlines the major time limiting stepse(i network connections
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take 90 days to provision) and thus specifies the minimum lead
time for building IS support for a new location

b. Negotiated a change in scope with phasitige initial request

for a high bandwidth connection and new telephonesgystas
morphed into a low bandwidth connection and use of the existing
telephone system for now.

c. Reordered priorities previous requestere placed on hold in
order to service the new 'once in a lifetime' opportunities

d. Asked for new staffwith thecaveat that they will not add to
capacity/throughput for 6 months

e. Requested governance changesensure a central committee
triages and communicates infrastructure requests for new offsite
locations

There is one other strategy that | could empfdhis surge in
requests becomes chronic. In the past, I've staffed to average
work load, not peak workload. This means that staff can put in
extra hours for short term urgent increases in deméatwvever,

I may have to staff to peak so that excess capacdlways
available for the continuous infrastructurgranny of the urgent
I'm a frugal guy, doing a great deal orimited budget so I've
never built in excess capacity.
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LIFE AS AN HEALTHCARE CIO: IT Governance
(December 31 2007 post)

One of the most important steps a CIO can take to ensure
alignment of IT with the business strgyeof the organization is

to create robust governance committees. It's also the best way for
a CIO to satisfy customers, respond to the tyranny of the urgent,
and keep the CIO employed!

I've mentioned governance issues in several previous posts:
Time Scope and Resources

How to Say No

Tyranny of the Urgent

It's not a Job it's a Lifestyle

In the interest of transparency, I'd like to describe my governance
successes and failures plus my 2@0ans for IT governance.

At Beth Israel Deaconess, | have committees for each of my major
groups of IT customers:

1 Laboratory Information Systems-chaired by the Senior
Vice President (SVP) for Operations and the Chief of
Pathology (an MD)

1 Radiology hformation Systems athaired by the SVP for
Operations and the Chief of Radiology (an MD)

1 Critical Care Information Systems chaired by the Director
Trauma, Anesthesia and Critical Care (an MD)

1 Inpatient Information Systems (includes Provider Order
Entry) chaired by the Senior Director of Clinical
Resource Management (an MD)

1 Ambulatory Information Systems chaired by the SVP of
Ambulatory & Emergency Services (an RN)

1 Health Information Management Information Systems
chaired by the Director of the Hospital Bieine Program
(an MD)
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1 Community Information Systems chaired by the Executive
Director of the Physician's Organization and the SVP for
Network Development (an MD)

1 Decision Support Steering Committee chaired by the
Director of Business Planning & Decisiongort and
the SVP foHealthcare Quality (an MD)

1 Enterprise Resource Planning (ERP) Information Systems
chaired by the Director of Business Services and the
Controller

1 Revenue Cycle Information Systems chaired by the Chief
Financial Officer

This structurevorked very well for the past 10 years, ensuring

that each application had a lifecycle prioritized by the clinicians
and not the IT department. However, in 2007, we needed to make
a change. As BIDMC grew into a 1.2 billion dollar organization,
an emphasisvas placed on achieving an operating margin which
would yield the capital budgets needed for expansion. This meant
that IT budgets did not grow at the same pace as the clinical
budgets and led to competition for IT resources among my
governance committeeBxisting governance committees set the
right priorities within each business area, but we did not have a
governance construct to set priorities among all the business
areas. Thus, we created an overall IT Steering Committee
comprised of the chairs of daof the existing governance
committees. The terms of reference for this new committee are
here.

At Harvard Medical School (HMS), | also have comesist for
each of my major groups of IT customers:

1 Administrative Information Technology chaired by the
Executive Dean for Administration

1 Educational Applications Committee chaired by the
Executive Director of Curriculum Programs
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f Research Information Techiogy chaired by the Director
of the Research Information Technology Group

Like BIDMC, these three committees functioned very well over
the past 5 years to ensure priorities were set within the domains
of the three core businesses of HM8search, teachmand
administration. A new Dean of HMS took office on September 4,
2007 and launched a strategic planning process. The result of
this process could be a substantially broader scope for IT,
requiring new resources and scalability. Depending on the
outcomeof the planning processes, IT governance may need to be
revised. Harvard University just completed a governance audit of
IT departments and the following are the unedited conclusions
about Harvard Medical School:

"A schoolwide committee overseeing coardiion of IT
resources among HMSO6 three pri m;:
exist. HMS has functioned as three core businesses: research,
education and administration. HMS IT has established

governance processes for each of these three businesses which

have kd to a high degree of customer satisfaction.

As the new HMS strategic planning process creates new projects
and stakeholders, the individual governance committees will
evolve to align with the new strategic needs, including the
creation of a schoelvideIT Steering Committee if appropriate.
There is a risk that IT resources could be allocated inequitably
among the three core businesses and decisions made without the
involvement of key business stakeholders.

The HMS CIO will participate in HMS strategitapning,
identifying and documenting governance requirements and
schoolwide committee needs to ensure appropriate allocation
and prioritization of IT resources by May 1, 2008. "

Thus, there may be a need for an overall IT Steering Committee
at HMS. Biggecommittees are not always better committees and
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creating a committee to objectively balance the heterogeneous
needs of research, education and administration will be
challenging. However, I'm very willing to do it if the demand for
resources by any oneaup of customers significantly conflicts
with the requirements of other customers.

A few lessons learned from the governance experience above:

In a hospital, it is key that clinicians (MDs and RNS) run the IT
governance committees. You'll note that hdbchair any
committee other than serving asduair of the overall steering
committee. My role in that committee is a facilitator only and | do
not vote on priority setting.

It's very important to have governance committees that are
focused enough t@ally grasp the details of stakeholders needs.
It may appear that | have too many governance committees, but
this is the parsimonious number required to ensure that priorities
are set at the application level.

Governance must evolve with the needs obtisiness. | am a
servant of the organizations which employ me and | do not have
an agenda of my own. Hence | will gladly change governance as
needed to be maximally responsive to changes in the business
environment around me.

| want to thank the HarvarRisk Management and Audit Services

for their work this Fall which truly enabled me to evaluate the
effectiveness of all my IT governance groups.
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LIFE AS AN HEALTHCARE CIO: Creating
guantitative IT Governance (December 5 2012
post)

Over the past few mths I've been talking to many industry
leaders about the challenge of matching IT supply and demand.
Governance committe@se essential but are not enough when
the number of ject requests is so large that they become
difficult to triage.

Objective, quantitative scoring criteria can help.

Intel has implemented a Business Value Index that is based on
numerical scoring of

Customer need

Business and technical risks

Strategicfit

Revenue potential

Level of required investment

Amount of innovation and learning generated

My colleagues at Stanford have developed a quantitative
approach based on a weighted scoring of

Quality and Effectiveness

User Productivity and Satisfactiom@ludes providers, patients,
referring MDs)

Compliance (required by law or external regulatory/accreditation
body)

Patient Safety

Financial

Scope/Urgency

Their process is very robust as described by Dr. Pravene Nath

"We take all inbound requests, whetkaptured by helpdesk or
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in meetings. A clinical informaticist reviews the request and
presents it at our scoring committee meeting, which lasts for
about an hour each week. The informaticist provides a
preliminary scoring, and the group either confirmsaitljusts it,

or sends it back for more research. Occasionally a request will be
outright denied at the meeting if it just doesn't make sense. We
have an appeals process for the requestor but it is rarely used. All
requests, regardless of age, are kepa imnk ordered list by

priority based on score. The application teams work from the top
of that list downward, and they don't pick up anything new from
the list until something currently underway is completed. Lastly,
we reserve some capacity for fast kdeasy items) which can be
done even if lower on the list."

BIDMC has prioritized capital projects (IT and others) by
scoring

Return on Investment

Strategic Alignment

Impact factor (Employees, Clinicians, Patients)
Quality/Safety

Compliance/Regulatory

We have policies that require CIO sign off of aHrélated
projects to ensure grant funded/departmental funded IT projects
are prioritized along with institutionally funded capital projects.

This year, we're looking to expand quantitative IT governamce
those projects which are not capital funded and simply use
existing staff resources.

| welcome your input on approaches you have used to rank

project requests in a way that stakeholders feel is objective,
transparent, and fair.
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LIFE AS AN HEALTHCARE C I0: Authority,
Responsibility, and Risk (September 15 2011
post)

When | became CIO of CareGroup/BIDMC in 1998, | promised
to listen to all my staff and collaboratively embrace technologies
that would benefit patients while also enabling employee career
growth. The IT team worked together to implement new
infrastructure and new applicationsSuccess led to an upward
spiral of success. Other groups such as Media Services,
Knowledge Services, and Health Information Management
joined IS. We continueda grow in scope and capability.

My sense at the time was that additional authority, budget and
span of control were greatmore was better.

However, in my nearly 15 years as CIO, I've learned that while
more authority may bring more opportunities tweeed, it also
brings increased responsibility and with it, additional risk.

In a world of increasing regulatory pressures and compliance
requirements, the likelihood of something bad happening every
day in a large organization is high.The larger yourole, the
larger your risk.

Today in my BIDMC role | oversee

83 locations

18000 user accounts

9000 desktops/laptops/tablets

3000 printers

600 iPads

1600 iPhones

450 servers(200 physical, 250 virtual)
1.5 petabytes of storage

serving over a million g@tients.
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If one employee copies data to a USB drive and loses it, a

potential breach needs to be reported. If one workstation is
infected with malware that could have transmitted clinical data to

a third party, a potential breach needs to be reportédne

business associate loses an unencrypted laptop, a breach needs to
be reported. 30,750 such breaches have been repsiried

HITECH took effect All breaches are the CIO's responsibility.

If one IT project is over time or over budget, it's the CIO's
responsibility.

If one IT employee goes rogue, it's the CIO's responsibility.

If one server, network, or storage array fails, it's the CIO's
respasibility

If one application causes patient harm, it's the CIO's
responsibility

Life as a CIO can have its challenges!

At the same time that responsibilities are expanding, the number
of auditors, regulators, lawyers, compliance specialists, and
complexregulations is growing at a much faster rate than IT
resources.

There are three solutions

1. Spend increasing amounts of time on risk identification and
mitigation

2. Reduce your responsibility/accountability and thus your risk
footprint

3. Find a nce cabin in the woods armbmesteaas far away
from regulatory burdens as possible

I'm doing #1- about 20% of my day is spent on matters of risk,
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compliance, and regulationl'm doing #2 by transitioning my
CIO role at Harvard Medical School to a success#8. sounds
appealing but I'm not there yet!

As healthcare CIOs face new regulations fgrescribing of
controlled substances, FDA device safety requirements, 5010
implementation,ICD-10, new privacy rules, and Meaningful Use
stages 12-3, the magnitude of the challenges ahead may at times
seem overwhelming. | sometimes long for the days when all | had
to do was write innovative software and create a nurturing
environmat for my staff!

There are 3 negative consequences that can result from
overzealous regulation:

1. The joy of success can turn into a fear of compliance failure
2. Compliance can create such overhead that we lose our
competitiveness

3. We'll become ks entrepreneurial because the consequences
of noncompliance, such as loss of reputation, penalties, and
burden of responding to agencies enforcing regulations, become
a deterrent to innovation.

For now, | have accepted the risks that come with all my
responsibilities, but at some point, the balance may become more
challenging to maintain. As we move forward, | hope that
policymakers in Washington and at the state level will be mindful
of the unintended consequences of regulatory complexity.
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LIFE AS AN HEALTHCARE CIO: How to be a
bad CIO (February 26 2008 post)

In my decade as a CIO, I've seen a lot of turnover in the IT
industry. Each time a CIO is fired, I've asked around to learn
about the root cause. Here's my list of the top 10 ways to be a bad
ClO.

1. Start each meeting with a chip on your shoulder

Human nature is such that every organization has politics and
conflicts. Sometimes these differences of opinion lead to
emotional email or confrontational meetings. If the CIO develops
an attitude tlat presupposes every request will be unreasonable
and every interaction unpleasant, then every meeting will become
unproductive. | find that listening to naysayers, understanding
common ground, and developing a path forward works with even
the most difficult astomers. Instead of believing that meetings
with challenging customers will be negative, | think of them as
opportunities for &walk in the woods"

2. Bypass governance prases and set priorities yourself
Although it's true that some budget decisions must be made by the
CIO, such as maintaining infrastructure, the priorities for
application development should be based on customer driven
Governance Committee&ven the best of intentions can lead to
a mismatch between customer expectations and IT resource
allocation. | recently participated in a meeting to discuss
technology problems, when in fact threfdem was governance

a lack of communication among the stakeholders, resulting in
unclear priorities and unmet expectations. Once the governance
is clarified and communication channels established, IT can
deliver on customer priorities and meet expeots.

3. Protect your staff at the expense of customer and institutional
needs

As a CIO, | work hard to prevent my 'lean and mean' staff from
becoming 'bony and angry'. However, | also work with the

TheFifth Domain- 186


http://geekdoctor.blogspot.com/2007/12/resolving-conflict.html
http://geekdoctor.blogspot.com/2007/12/it-governance.html

customers to balance resources, scope and timing, réther

just saying 'no’. Sometimes organizational priorities will be
overwhelming due to sudden compliance issues or "must do"
strategic opportunities. | do my best to redirect resources to these
new priorities, explaining that existing projects will sloana.

My attitude is that | do not know the end of play in the middle of
Act |, so | cannot really understand the impact of new priority
initiatives until | accept their positive possibilities and start
working on the details. Tolerate some ambiguity, acckange,
support the institution and if a resource problem evolves, then ask
for help.

4. Put yourself first

I've written that life as a CIO is a lifestyle, not a job. Weekends
and nights are filled with system upgrades. Pagers and cell
phones go off ahopportune moments. Vacations and downtime
are a balance with operational responsibilities. When | go on
vacation, | get up an hour before my family, catch up on email,
then spend the day with my family. At night, | go to bed an hour
after they do, catchig up on the day's events. It's far worse to
ignore email and phone calls for a week then come back to a desk
filled with loose ends. Being a ClO requires a constant balance of
personal and professional time.

5. Use mutually assured destruction negotigtiactics

Walking into the CEQO's office and saying that you will quit unless
your budget is increased does not win the war. It may result in
temporary victory but it demeans the CIO. Similarly, telling
customers that the CEO, COO and CFO are to be blaored f

lack of resources does not make the organization look good. The
CIl0O should be a member of senior management and all resource
decisions should be made together by consensus, even if the
outcome is not always positive for IT.

6. Hide your mistakes/undesmmunicate

My network outage in 2002 resulted in what was called "the
worst IT disaster in healthcare history". By sharing all my lessons
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learned with the press and internal customers, everyone
understood the combination of issues and events that cawsed th
problem. | received email from CIOs all over the world

explaining their similar problems that had been hidden due to PR
concerns. | have found that transparency and over
communication may be challenging in the short term, but always
improves the situatioin the long term.

7.Burn Bridges

It's a small world and the best policy is to be as cordial and
professional as possible with every stakeholder, even your worst
naysayers. A dozen years ago before | was CIO, | presented to the
IT steering committee abhbthe need to embrace the web. | was

told by a senior IT leader that they did not care what | had to say
since | was not an important stakeholder. A year later, | became
ClO and that IT senior leader left the organization within a week.

8. Don't give you stakeholders a voice

Sitting in your office and not meeting with customers is doom for
the CIO. Every day, | fill my schedule with meetings in the
trenches with all the stakeholders to understand what is working
and what is not. | never shoot the messenghen I'm told that

our products or services need improvement. A CIO can earn a lot
of respect just by listening to the honest feedback from every part
of the organization.

9. Embrace obsolete technologies

The CIO should never be the rate limiting stepadoption of

new technologies and ideas. If Open Source, Apple products, and
Web 2.0 are the way is world going, the CIO should be the first in
line to test them.

10.Think inside the box

Facebook as a Rapid Application Development platform?
Empoweringusers to do self service data mining? Piloting thin
client devices and flexible work arrangements? Although
exploring new ideas will not always result in a breakthrough, it's
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much more likely to create innovation than maintain the status
quo.

Each time gu approach a senior manager, a customer or an
employee, remind yourself of the top 10 ways to be a bad CIO. By
avoiding these behaviors, you may find yourself embraced by the
organization for many years to come.
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LIFE AS AN HEALTHCARE CIO: New metrics
for CIO success (November 1 2011 post)

When | begin my career as a ClO in 1997, success was function
of the basics email delivery, network connectivity, and
application functionality. | personally wrote code, experimented
with new operating systenemd created analytics using web
servers, SQL, and ASP pages.

In 2011, CIO success is much more complex to measure.

Infrastructure success can be defined as 99.99% uptime of all
systems and no loss/corruption/breach of dafdnemagical

belief in the cloudets expectations that IT infrastructure should
be like heat, power, and lighjust there as a utility whenever it
is needed in whatever amount is needed.

Applicaion success could be defined as on time, on budget
delivery of go lives according to project planBwo important
forces make this more complex

*Consumer software stores set expectations that enterprise
software should be easyve need to fix revenue ¢gavorkflow,

isn't there an app for that?

*As the economy forces downsizing and efficiency gains, there's
an expectation that workflow automation is a-peguisite to
organizational change so there is more pressure on the IT
department to deliver applican solutions quickly.

This all sounds impossibladeliver massive infrastructure with
constant change but keep it entirely reliable and secweliver
applications that support business processes in increasingly short
timeframes with limited IT andusiness owner resources.

Thus, the modern CIO is no longer a technologist or evangelist
for innovation. The modern CIO is a customer relationship
manager, a strategic communicator, and a project manager,
delicately balancing project portfolios, availabtesources, and
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governance.

Modern CIOs have little time to get infrastructure and
applications right, so they must "skate where the puck will

be", thinking more like CEOabout business needs and future
strategies, so that critical information technology is deployed by
the time it is needed.

What am | doing in FY12 to become a more effective modern
Clo?

1. I've defined key busiss customers (BIDMC senior
management and chiefs):m meeting with each one to ensure
their priorities for the next year and beyond are reflected in the
FY12 IT operating plan and the 5 year IT strategic

plan. Planning much more than 5 years in IT isiplematic

given thepace of technology changéNorking with the
governance committees, | will trim this list into those projects
that have the greatest impact on businesseqgy, quality/safety,
and efficiency.

2. I'm standardizing communication so that key customers
receive monthly updates about their priority projects.

3. I'm defining a process for managing IT projects across the
enterprise that includes standardizitiee IT Project Intake
Process, the IT Project LHeycle, and Project Management tools
( project documentation, project plans, and status reports).

It's my hope that by focusing on customer relationship
management, communication and project managemant will
create a positive working environment for the IT staff with a more
limited set of weldefined projects and more engaged

customers. Doing fewer projects with greater speed and depth
which meet the most critical needs of the business is naudbrh
than agreeing to do many niche projects and moving forward
slowly on all. Given that the supply of IT resources is likely to
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be fixed since healthcare budgets are under increasing pressure
from healthcare reform, the modern CIO should be judged on
demand management and achieving reasonable levels of
customer satisfaction despite having to focus on a narrower
project portfolio delivered at a faster pace.
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LIFE AS AN HEALTHCARE CIO: New and
Improved (May 7 2008 post)

ClOs rarely receive credit fordeping thdrains running on time
Instead, they receive credit for implementing new applications
and cool infrastructure features. The challenge is that 80% of IT
resouces are needed to maintain existing applications and
infrastructure, leaving 20% of the total IT budget to be spent on
new work. When you consider the my#ar larger projects, the

must do compliance issues, and the tyranny of the urgent, there is
verylittle left over to focus on discretionary innovation.

A cutting edge application can rapidly become a legacy system if
the stakeholders feel that IT has lost the ability to respond to the
needs of the users. What is the best strategy to keep the users
happy and make the organization feel that IT is constantly
innovating? Here's my approach:

Establish Strong Governance

Governance committees have three major purposes. They provide
a process for prioritizing new requests, they establish a team of
championdor the application, and they provide a forum for
education about an application's features and benefits. Whenever
| hear that an application is nemtuitive, has ceased to be
innovative or lacks critical features, most of the time it's a
governance prol@m. Do not replace the application, establish a
multi-stakeholder governance committee as your first step.

Implement small continuous improvements instead of big bang
new applications

A few times in the history of my organizations, stakeholders
outside of T have decided that wholesale replacement of
applications or massive new implementations will solve workflow
issues. In each case, the issues turned out to béTnmcess
problems or weak governance caused by internal politics. The
problem with big bag new applications is that they consume all
available IT resources and often require existing applications to

TheFifth Domain- 193


http://geekdoctor.blogspot.com/2008/02/always-look-on-bright-side.html

be frozen for months (if not years) while the new implementation
progresses. Lack of progress in existing applications causes even
more frustraton and by the time the new application is ready, it's
common that needs have changed and the new application is no
longer the nirvana it was once thought to be. Making constant
small changes in response to constantly evolving customer needs
is the best wato achieve satisfaction.

Communicate broadly

For the past decade, I've written an email to everyone in the
organization at least once a month describing the latest in IT
innovations. With the increase in sensitivity to Spam and
broadcast email, I've réaced that communication with blogging.

My recent blogs about Integrating the Medical Record, Providing
Decision Support, and Clinical Documentation were all in

response to internal customer questions about strategy, new
features, and priorities. | use lge, emails, and in person
presentations to celebrate IT successes and to educate naysayers.

Enhance the user interface

Just as many people are attracted to new car models because of
changes in style or color, users find a new user interface to be a
signof innovation. Especially with the web, it's important to
evolve user interfaces to embrace a modern look and feel. The
late 1990's were abolists of links The early 2000's were about
graphical elements and color. The mid 2000's were about clean
interfaces wittblues and white2008 is aboupastels, brushed
steel, and effective use of screen real estdtany organizations
are now implementing modern 2008 looks to our internal and
exernal web applications.

Run Focus groups and do surveys

As a corollary to governance, it's important to get feedback from
the trenches. Doing usability testing with Focus groups and
getting candid feedback from a large number of stakeholders via
surveyss an effective way to measure the pulse of the
organization. When | get detailed feedback, | often find that the
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issues which are most bothersome to users are the easiest to fix,
such as relabeling a button, changing a screen layout or
improving workflowthrough refinement of a minor feature.

Thus, continuous incremental improvement driven by strong
governance is the path to success. For me, 2008, has been more
about people than technology. My governance groups are
stronger than ever and the buzz is ttdéw and Improved”
applications are rolling out faster than ever.
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LIFE AS AN HEALTHCARE CIO: The Year of
Governance (October 20 2010 post)

If my epitaph had to be written tomorrow, what pithy quote would
| select from my blog?

Possibilities include:

"For everything there is a process"

"The happiest stage of life is wherever | am today"
"The nice guy can finish first"

However, for 2011, I'd suggessovernance is the solution tdl a
your problems

I've committed to make 2011 the year of Governance.

At Harvard Medical School, we're expanding our Governance
Committees to ensure administration, education, and research
stakeholders have governance committees which roll up to an
executive governance committee of the individual committee
chairs. Together, these committees will set the departmental and
overall IT priorities for the school.

At BIDMC, we've created a new overall IT Governance
Committee in addition to the existing sommittees that
prioritize departmentally focused efforts:

*Laboratory Information Systems chaired by the SVP/VP
overseeing the lab

*Radiology Information Systems chaired by the SVP/VP
overseeing radiology

*Enterprise Image Management chaired by the CIO
*Emergency Department Information Systems chaired by the SVP
overseeing Ambulatory & Emergency Services

*Critical Care Information Systems chaired by the Director
Trauma, Anesthesia and Critical Care

*Peri-operative Information Systems chaired by the Doeof
Perioperative Service
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*Inpatient Clinical Applications (includes Provider Order Entry)
co-chaired by Chief Nursing Officer and VP for Clinical Systems
*Ambulatory (WebOM) users group chaired by the SVP
overseeing Ambulatory & Emergency Services

*Health Information Management Information Systems chaired
by the Director of the Hospital Medicine Program

*Community Information Systems chaired by the Executive
Director of the Physician's Organization

*Decision Support Steering Committee chaired byDhector of
Business Planning & Decision Support and the Vice Chair of
General Medicine

*Enterprise Resource Planning (ERP) Information Systems
chaired by the Director of Business Services and the Controller
*Human Resources Information Systems chairethysVP of
Human Resources

The role of the overall IT Governance Committee includes:
*Communication about prioritization and resource decisions.
*Articulating, prioritizing, and monitoring the overall vision

for IT at BIDMC.

*Achieving the right balare between built and bought systems
including adequate staffing for maintenance to ensure high
customer satisfaction.

Why is governance so important for BIDMC in 20117

*2011 is the most stressful time in the entire history of healthcare
IT in the US. Cettification and Meaningful Use requires
significant application, infrastructure, and change management
efforts.

*2011 is the time to begin planning for healthcare reform and the
new world of accountable care organizations andeleetronic
systems we'll need for the future

*2011 is a time of many new regulatory/compliance mandates
including planning for ICB10, new data protection regulations,
and increasing oveight from the Joint Commission/CMS/FDA
etc.
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LIFE AS AN HEALTHCARE CIO: Leading
Change (December 5 2007 post)

Ten years ago this week, | became CIO of CareGroup. On that
day, | learned an important lesson about leading change.

Just hours after gettindné job | decided that we'd embrace a
service oriented architecture (SOA), standardize all
desktop/server/storage infrastructure, and implement centrally
managed applications. At 8am the next morning, | was scheduled
to meet with my 300 staff members anarslwith them my vision

for the future.

Luckily, experienced leaders counseled me on that first day. |
discussed my vision with three Board memb&¥arren

McFarlan (Professor at Harvard Business School), John Keane
Sr. (CEO of Keane Inc.) and Sam Fleg)(€EO of DRI/McGraw
Hill). They told me that announcing a strategic plan without
engaging all the stakeholders in the process would lead to mixed
support and adoption.

Instead of arriving at the 8am meeting with all the answers, |
arrived with questiond.explained to the staff that we wanted to
Improve customer service, encourage innovation, and ensure our
work was aligned with the needs of our stakeholders. | challenged
them to tell me what they thought we should do. In the first 30
days of my CIO tema, | met with every staff member in IS as

well as every senior manager in CareGroup to gather their
priority lists, synthesize their input, and ensure they had a voice
in the future. The result was a new IS operating plan focused on
getting the basics deright. We clearly communicated the work

to be done, the organizational structure which supported that
work and the right people to staff the structure. The next step was
to implement the changes.

I've long been a fan of John Kotter and his work on legdi
change in organizations. His broad recommendations to effect
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change include:

a. Defrost the status quo
b. Take actions that bring about change
c. Anchor the changes in the corporate culture

The planning meetings described above defrosted the staius qu
The actions | took to bring about change included:

Create a Vision for Changehe community came together with a
vision of a wekcentric organization and | broadly communicated
it.

Establish a Sense of Urgencgveryone recognized that IT
innovatian was essential to coordinate clinical care, improve
safety and enhance our competitiveness, especially after the
merger of Beth Israel and Deaconess

Elicit Executive and Peer Sponsorshiphe CEO declared that
medication safety, personal health recorasd enhanced
communication to all levels of the organization were the strategic
goals of the entire organization for that year

Communicate Vision to Implement Changee established
steering committees, project charters, project plans, and
communicatiormplans

Empower Employees to Implement Change aligned
responsibility, accountability and authority throughout the IT
organization so that managers had the resources and authority
they needed to support our improvement efforts. We created a
Special Prgects team to coordinate the improvement projects
without disrupting day to day operations.

Establish Shorterm Goals we created the first web application

in healthcare to share data (with patient consent) among multiple
organizations. We created thest webbased provider order
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entry system, and we created the first personal health record to
share all hospital data with patients

Encourage Additional Changesve created a nepunitive
culture in which everyone was encouraged to identify mistakes
andopportunities for process improvement

Reinforce Changes Made as Permanesmé built standard
processes to deliver service, prioritize new projects, and
communicate our mutyear plans to the community

That first year, we implemented strong project agement
methodologies, eliminated unnecessary work, and focused on
getting basic services like email, networks, storage, and
electronic result reporting rolled out to everyone in the
community. Managing this work required resources, vision, and
communicabn. All the pieces were in place to effect change.

Occasionally, | try to execute a change management project more
quickly than usual, bypassing these steps. Whenever | do that |
find that adoption of the new technology is delayed, budgets are
at risk ofoverrun, and frustration escalates.

My decade of experience executing change suggests that Kotter
was right. Building a guiding coalition, broadly communicating

the vision, and celebrating a series of short term successes really
works. I've watched projéezwithout vision, resources or
communication cause pain and anxiety throughout the
organization. The good news is that we now know how to execute
change and it is the role of senior management to enforce
Kotter's principles in every change project.
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LIFE AS AN HEALTHCARE CIO: The Role | Play
(January 15 2014 post)

As 2014 begins, | marvel at the evolution of the CIO role from
1997 to 2014. Gone are the days when my role was to serve as
technical expert, configuring web servers, optimizing data bases,
or simplifying code. Gone are the days when product decision
making depended on software architecture expertise to ensure
scalability, reliability and security. Gone are the early wins of

the "bold moves" like replacing Lotus Notes with Exchange,
Novel with NT, Sybase with Microsoft SQL, and client/server
with web applications.

Here are a few examples of the roles | play today from the past
few weeks

1. Rethinking a challenging project by ensuring all stakeholders
understand the key roles/responkilas assigned during project
formation i.e.

Defining the business champion

Defining the executive sponsor

Defining the role of IT

Defining the role of the project manager

Defining the support model

Defining the responsibility for creating, managing, and
maintaining interfaces

Assigning responsibility for workflow/process definition
Assigning responsibility for vendor relationship management
Writing the governance committee charter

Defining the communication plan for internal and external
customers

Defining unit testing and integrated testirgsponsibilities
Defining the training/education plan

2. Convening local government and provider stakeholders to
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agree on a single approach for public health reporting that aligns
meaningful use stage 2 requirengrtealthcare information
exchange timelines, and affordable care act planniige

needed consensus on scope, timing, and technical details so that
local government efforts are complementary rather than
competitive to the regulatory "must dos" of 2014

3. Presenting the BIDMC Enterprise IT strategy to senior

leaders of the hospital and professional groups, so that all
stakeholders understand the options, the decisions make thus far,
and linkage between business requirements/IT tactics.

4. Serving as mster of ceremonies for the statewide health
information exchange public demonstration, ensuring all involved
institutions were showcased to highlight their strengths.

5. Assisting with the development of new policies and procedures
such as those involwpprivacy, healthcare information exchange
and use of social media in healthcare

In 2014, the my work role has evolved to convener,
communicator, mediator, navigator, and load balancer instead of
technician, architect, programmanformatician and clincal

expert. Not that the evolution is badn the modern era, we all
have about 5 careers in our livegvhat's amazing to me is how
many careers | can have without changing my position as CIO!

| recently wrote a column for Information Weegkiling the Frog
describing some of the challenges all ClOs face as their roles
evolve. As we begin 2014, | have the recovery time affbiue
the holidays behind me and I'm approaching my role with new
optimism. The chaos and stress of 2013 is behind ni‘en

ready to thrive as | focus on using my evolving skills to make
those who report to me as successful as possible.
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Appendix to Chapter 25: Are medical devices
really safe?

LIFE AS A HEALTHCARE CIO: The Security
Risks of Medical Devices (February 27 2013
post)

Beth Israel Deaconessas been outspoketbout the risks of
malware ornFDA 510kapproved medicalevices such as
radiology workstations, echocardiogram machines, and patient
monitors.

Although these devices appear to be "appliances” that yoplsi
plug into the network and use for patient care, they are actually
sophisticated computers, often running outdated versions of
operating systems and applications that are not resilient against
purposeful attacks.

For example, we have devices from gonananufacturer that
internally use Windows NT as the operating system and Apache
1.0 as the web server.Patches are no longer available for these
old versions of software and they cannot be updated to protect
them from malware.Instead, we build haware firewalls

around the devices, creating "zero day" protection which
mitigates risk by preventing interabased attacks from reaching
the devices.

In the past, manufacturers have claimed they cannot upgrade or
patch software to enhance security bessaahanging the device
would trigger a new FDA 501k approval process.

Hence they have left the protection of the devices to the CIOs who
manage hospital technology infrastructure.

In the past, when I've asked major device manufacturers to

provide me a factional diagram of the ports and protocols used
by their products that would enable me create tightly controlled
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firewalls, I've been told that the manufacturers do not have this
information.

I've spoken to the FDA about this issue and they have adwised
that device manufacturers have a responsibility to secure their
products and there is no 510kcertification needed when
security patches are adde@he FDA has wisely stated that there
is shared responsibility.Device manufacturers must coordinate
the updates and changes with hospital IT leaders and business
owners. We have had circumstances where manufacturers
serviced devices without IT knowledge and left them in a
vulnerable state.

In November 2009, the FDA issuedminder from FDA:
Cybersecurity for Networked Medical Devices is a Shared
Responsibilityhat reminded device manufacturers, hospitals,
medical device users facilities, healthcare IT and procuset

staff, medical device users, and biomedical engineers of the 2005
guidance as well as simple ways to protect against cybersecurity
threats.

I've also talked to the FDA about including security penetration
testing in the 510k process so that deviamot be brought to
market unless they are secure at baseline.

They have assured me that such regulations are in the planning
phase. It is true that existing FDA regulations for device safety
and efficacy never presumed that purposeful malware attacks
would be an issue.

Here are other valuable references from the FDA

FDA issued guidancén 2005,Guidance to Industry
Cybersecurity for Netwéed Medical Devices Containing Off
the-Shelf (OTS) Softwamehich answers question about pre
market review as well as other manufacturer responsibilities,
such as validating software changes before releasing them.

TheFifth Domain- 204


http://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm189111.htm
http://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm189111.htm
http://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm189111.htm
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/ucm077812.htm
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/ucm077812.htm
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/ucm077812.htm

At the same time as the guidance, theédR&sued Information for

heal t hcar e or ganiGndahce fordnslustyb out |
Cybersecurity for Networked Medical Devices Containing Off
the-Shelf (OTS) Softwatet hat descri bes FDAOS
cybersecurity and what the guidance document covers.

In April 2005, the FDA hosted a webinar on the cybersecurity.

If your device manufacture claims the device cannot be patched
due to FDA retrictions, refer them to these references and
demand that devices be secured in collaboration with hospital IT
staff and business ownerslt a world of escalating malware,
manufacturers have a duty to keep devices secure and safe.
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LIFE AS A HEALTHCARE CIO: Hospital
Disaster Planning (July 18 2012 post)

In my role as CIO and a Professor of Medicine, I'm asked many
guestions about the policies, processes, and procedures of
health@re. Here's one | was recently asked about Hospital
Disaster planning. Meg Femino, BIDMC Director of Emergency
Management, prepared the answer.

The question:

Your hospital has been placed on alert for receiving patients from
a local explosion at a lamgyfactory. Reports from the scene are
spotty in terms of numbers killed or injured, and you do not know
how many patients you may be getting. News reports are calling
for casualties in the 100s, but local fire responders are sending in
conflicting reportsYou need to know what your ED will be
receiving, so you can determine whether to close surgery to
elective cases and to go on ED bypass for regular patients.
Rumors are swirling inside the hospital and the chain of
command about how severe the incideiing what it will do to

your ability to function. What thoughts do you have about how to
learn what you need to know in order to structure the hospital's
preparations and continue regular functioning at the same time?
What resources can you tap in ordedeéarn more accurately

about the situation at the scene and what you can expect to come
to your ED? How would you manage this situation to cause the
minimum disruption to regular hospital functioning?

When faced initially with a disaster situation in alk care
setting, what do you think your first five steps need to be? Why?

Meg's answer:
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This can be a common scenario, early information is always
scant, unconfirmed and conflicting. Due to the mechanism of
injury (explosion), chances are traumaticurigs will be present.
That is what we would base our initial response on until credible
information came in. We would immediately implement the
following strategies:

* Activate the Emergency Operations Plan and the Incident
Command System

* We would reparto EMS via our disaster radio how many red
(emergent), yellow (urgent) and green (non urgent) patients we
can take. This is only a guide for EMS to distribute patients
equally if they can, in a large mass casualty, you get what you
get.

* Clear as many gtients out of the Emergency Department as we
could- admitted patients upstairs immediately, discharge others
and decision make on the rest

* Alert the trauma teams with numbers expected, injuries, time to
ED and any other pertinent information available

* Alert the OR's to hold any currently open rooms, do not start
any other cases until we have more information and begin to
assemble trauma teams. We know from previous drills we can
open 17 OR rooms with staffed teams in 2 hours if we have to,
this would nvolve canceling all neemergent surgeries.

* We would see how many staffeepiatient beds are available in
house and prepare for early discharges if we needed to. | call this
the purge to surge.

* Alert the blood bank of potential incoming trauma togaee

for high volume of blood use

* Open the command center and assemble incident command
team and begin gleaning information.

How we get information and share information during a citywide
event:

* The Boston Hospitals hawan emergency manager on calt/Z

for events like this. We would immediately be in touch with him,
he liaisons with other citywide agencies and shares this
information with hospitals.
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* The TV provides information and usually pictures of the scene
SO we can get a better idea of thegeo

* The city utilizes WebEOC which is a software system all
hospitals, public safety, public health, EMS and others are linked
in to. This system would be active within 15 mindtésrmation

is shared here across disciplines and is great for situational
awareness. We can also share our situation with others, make
resource requests and monitor others.

* Boston also has a medical intelligence center housed at Boston
EMS, they would be pushing out information as it comes
available. They would be asking augeds and monitoring the
situation.

* We (hospital emergency managers) receive information
messages from state agencies via the HHAN (Health and
Homeland Alert Network), if they activate the state EOC etc.

* We also monitor the disaster radio in the EDegyhwill update

us on how many more patients on scene, where they are going
etc.

We flex our incident command team up or down as needed for
response and tailor our response strategies to the needs of the
event. As far as the five first steps | would say

1. Activation of the Emergency Operations Plan and notification
Incident Commanahis brings the team approach to the
response

2. Preparing the hospital for patient surge

3. Gleaning information and sharing information to establish
accurate situational awa&ness

4. Monitoring of resourcedinding the balance with staffing and
burn rates of supply. This allows you to continue treating and
know when teall for more.

5. Stabilizing the eventreating those from the event to return the
hospital to normal opations
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AFTERWORD by Giuliano Pozza

As mentioned in the introduction, facts and characters in the novel

are completely invented. | must say this is not in any way
reassuring, since the appendices (both Life as a Healthcare CIO
and FAQs & FACTS) demonsteaclearly that what is narrated in

the novel is likely to happen or may have happened already. IT (or
ICT, Information and Communication Technologies) is becoming

more and more central in our personal and professional lives. IT is
everywhere since it isdhind every system managing information,

pl ant automation, envir Andtlent arr
concern is valid for differentontexts | st arted wr it
Domain” out of my experience bu
with John I was astoi shed to discover so
points” even i f our background
have been a CIO for a few years, he has been a Cl@nast20

years. | am working in Italy, he is working in the USA. | am an
ordinary CIO of a méium enterprise, he is one of the world leading

ClOs of one of the most important healthcare institutions. | am
managing a small budget and a small team, he is managing a vast
and complex | T depar startednwbrkingb u t
togetherwdound® many “common pain poi |
even more common questions about the future.

In fact, we must acknowledge thatfartunately (or unwisely, |

should probably say) the exorbitant technology development was
not balanced with a growth in our capgdo govern it. As Dr.
Bennat o sai d, “A suppl ement of
suppl ement of abiity fo gdvernlour'pevermin | y
instruments that prevent us from being manipulated by them.
Shirley Turkle (I suggest everybody to read heo Iko, “Al on .
Together”) concluded that, obse
thatthe meaning of life of humans is to feed the gigantic social
networks they built. Turkle is a psychologist who worked
alongside technologists at MIT and U.S. technology usersost

of her professional life: she gives us a pitiless picture of thaw
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widespreadise of technology is changing our personal lives and
relationships.

At the enterprise level it is not much better. Well, we have a
discipline about how to manage tecdfogy properly: IT
Governancer, better to say, Corporate Governance o8t the

level of consciousness about IT Governance principles among
executives is disconcertingly low, as the capacity of IT
professionals to communicate about IT governancecipigs is

often lowas well There is a gap, very wide and very noticeable,
between IT professionals and business executives when it comes
to communication and listening styles. The gap is quite dramatic
when it comes to IT governance, an area in whichard nonlT
executives need to communicate at least with a basic understanding

of each other’s positions. Besi
personal and enterprise | evels
effects. One of my secret hopes, | must adisithat this book

could be useful in “reducing the
cultures. Sociologists would cal

usable on both sides, enabling different cultures to start a fecund
dialog.

One last note: | believegdving aside for a while our reflections on

IT and IT Governance, that the 5 main characters of the book,
Tommaso, Myriam, Martin, Ned and Diana, show us five talents
we should never forget to use at their best: curiosity, humble and
empathetic listening;ommunication skills, prudence and wisdom

in the use of technology and strength of mind. | dare a last
comment, saying that we need those gifts in all our endeavors in
the present time. | am thinking specifically of my kids (soonh
them are actually yognadults by noywand all of the young people

I know. They will be asked toope witha fast and interconnected
(therefore unstable) world: they will need curiosity, humble and
empathetic listening, communication skills, prudence and wisdom
in the use of tehnology and strength of mind. All of the talents
mentioned plus the passion and the sense of responsibility of the
five characters will be vital for them &urvivethe challenges in
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front of them. Here now | am probably discovering my indirect

fire. Theendeavor is so vast we will perhaps need something more.

We wi | | need what Don Carl o, My
woul d call the “restoration of

probably a “Sixth Domain” of st
book.

PS:if you still think that what you read is far from reality, ywili
unfortunately be disappointdxy the following articles:

T Nigrin, Dani el J, “When ‘ Hackt
Hospital ", New Engl andJuyournal
31, 2014,

1 P o z z aHealtiBgre SCACA Systems and Medical
Devices Data Systems Governance and Security: A No
Ma n ' s " LJaumndl ®f Clinical Engineering:
July/September 2014Volume 39- Issue 3 p 136141;

1 P o z z aBeyor@a,BYOD: Can | Connect My Body to Your
Network? - ISACA Journal Vol. 5, 2014;

1 P o z z alT Go@yrnante and Boundary Objects: A Social
Approach to Execute and Measure IT GovernanciSACA
Journal Vol. 4, 2014;

You can find the updated list of my interests, projects and
publications in my public linketh profile:
https://www.linkedin.com/in/gpozza

and you can followup John on:
http://geekdoctor.blogspot.com

Il > d much appreciate t csbhookYoai ve
can write me at my personaheail: giuliano.pozza@gmail.coro

share your opinions. As explained in the introduction, the book is

a kind of experaf-enemdc e pdar’ , a s 6 prl
feedbaks are extremely valuable for us!
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