	Position Title
	Information Security Analyst

	Department/Section
	Information Systems

	Reports To (Position Title)
	Senior Engineer, Technical Security

	Grade
	

	Job Code
	

	FLSA Status
	Exempt

	Date Prepared
	05/05/2004


Expectations for All Employees:

Supports the organization's mission, vision and values by exhibiting the following behaviors: excellence and competence, collaboration, innovation, respect, personalization, commitment to our community, accountability and ownership. 

Position Summary:

The Information Security Analyst supports the operation and growth of the Information Systems Security department by keeping abreast of trends, malicious activity, current issues and technology in the security field, proactively applying best practice in a cost effective manner to ensure the stability and viability of the CareGroup information systems infrastructure.

Primary Duties and Responsibilities:

· Keep current with the security community (bugtraq, SANS, ...) to identify new issues, techniques, tools and vulnerabilities that may benefit or affect our network and its resources.

· Leverage various tools (vulnerability assessment, NIDS, HIDS, ...) to identify resources in need of redress, alerting appropriate groups and departments in a timely fashion.

· Keep logs of issues that have been reported for use in audits and follow-through activities.

· Assist in integrating new and existing security technologies to better provide correlation of events, enhancing our ability react to issues in a timely fashion.

Qualifications/Skills & Knowledge Requirements:

· B.S. in Management Information Systems, Computer Science/Engineering, or equivalent experience.

· Good working knowledge of Information Security and Confidentiality best practices. GIAC or similar certification is helpful.  HIPAA familiarity a plus.

· Acquainted with the use of common tools such as lsof, snort, tcpdump, ethereal, dsniff, nmap and nessus.  Experience with commercial tools, e.g. OpNet and Smarts, a plus.

· Familiarity with Windows and Unix operating system security administration.

· Familiarity with network layout and technology issues (VPNs, firewalls, authentication…) a plus.

· Good written and verbal communication skills with an ability to keep logs of issues addressed.

	_____________________________
	_______________________


	Supervisory/Management Responsibility
	None

	Approval
	


