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	Title:  Mitigating the Effect of an Unauthorized Use or Disclosure of Protected Health Information within the BIDMC Organized Health Care Arrangement (OHCA).
Policy #: PV-14
Purpose:  A covered entity must take steps to mitigate any harmful effect of which it becomes aware that results from a use or disclosure of protected health information.  This includes but is not limited to any violation of its policies and procedures by the covered entity itself or by its business associates.  This policy is designed to give guidance and ensure compliance with all applicable laws and regulations related to mitigating the effect of the unauthorized release of information

	Policy Statement: 

Pursuant to 45 C.F.R. §164.530(f), the BIDMC OHCA (refer to PV-01 Definition of Beth Israel Deaconess Medical Center Organized Health Care Arrangement) will take all necessary steps to mitigate any harmful effect that is known to the BIDMC OHCA of a use or disclosure of Protected Health Information (PHI- refer to PV-04 Confidentiality) in violation of the BIDMC OHCA policies and procedures.

1. The BIDMC OHCA will utilize the following process to mitigate the effect of an alleged unauthorized release of protected health information by a member of its workforce (refer to PV-04 Confidentiality):

(a) Any alleged unauthorized release of PHI will be immediately reported to the manager of the department where the unauthorized release occurred.

(b) Managers will report all alleged unauthorized disclosures of PHI to the appropriate BIDMC OHCA privacy officer (BIDMC, HMFP, APG).

(c) Managers will be responsible for investigating the alleged unauthorized breach (refer to PR-03 Grievance and Patient Complaints) and for developing a plan to mitigate the effects of the breach. Such a plan may include notifying the patient that a breach has occurred, if they are not already aware of the event. A decision to notify the patient should be made by the manager in consultation with Patient Relations and the Privacy Officer.

(d) Managers will be responsible for working with BIDMC Human Resources to determine the level of corrective action associated with the alleged unauthorized breach (refer to PM-04 Employee Corrective Action)  

2. The BIDMC OHCA will utilize the following process to mitigate the effect of an alleged unauthorized release of information by a business associate (refer to PV-04 Confidentiality and PV-17 Business Associates)

(a) Any alleged unauthorized release of PHI by a business associate will be immediately reported to the appropriate BIDMC OHCA Privacy Officer (BIDMC, HMFP, APG) upon discovery of the release.

(b) The BIDMC OHCA Privacy Officer will work with the business associate to develop a process for mitigating the effects of the alleged unauthorized release pursuant to the signed BIDMC business associate contract between BIDMC and the business associate.
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