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The Board of Directors of Beth Israel Deaconess Medical Center (“ the Medical Center”) supports the development of an Identity Theft Prevention Program (“Program”) at a duly held meeting on April 22, 2009, and has designated the Compliance Committee as the appropriate committee to oversee the Program. The Program was developed in order to comply with the Federal Trade Commission’s Identity Theft Prevention Red Flags Rule (16 CFR § 681.2).  This Program has been created in consultation with Patient Financial Services, IS, Internal Audit, Health Information Management, the Office of Business Conduct, Finance, Human Resources, and the Office of the General Counsel after conducting an assessment of risk of Identity Theft associated with certain Covered Accounts (as defined below) offered by the Hospital. 
I.  Definitions

For purposes of the Program, the following terms are defined as:

“Covered Account” means (i) any account Hospital offers or maintains primarily for personal family or household purposes, that involves multiple payments or transactions, including one or more deferred payments; and (ii) any other account the Hospital identifies as having a reasonably foreseeable risk to customers or to the safety and soundness of the Hospital from Identity Theft.  As of April 1, 2009, the Hospital has identified the following two types of accounts as Covered Accounts


1) All Patient Accounts, both insurance and self-pay


2) Health Savings Accounts for employees

“Identity Theft” means fraud committed using the identifying information of another person;

“Red Flag” means a pattern, practice, or specific activity that indicates the possible existence of Identity Theft

II.  Program Purposes

The purposes of the Program are to:

1) Identify the relevant Red Flags based on the risk factors associated with the Hospital’s covered accounts; 

2) Institute policies and procedures for detecting Red Flags;

3) Identify steps the institution will take to prevent and mitigate Identity Theft; and

4) Create a system for regular updates and administrative oversight to the Program.

III.
Identification of Red Flags

The Identity Theft Red Flags Mitigation and Resolution Procedures (Appendix A) identifies the Red Flags that would be most relevant to the Hospital.  The Red Flags generally fall within one of the following general types of Red Flags:

1) Suspicious Documents;

2) Suspicious Personal Identifying Information;

3) Suspicious or Unusual Use of Covered Account; and

4) Alerts from Others (e.g. customer, Identity Theft victim, or law enforcement)

IV.
Detection of Red Flags

In order to facilitate detection of the Red Flags identified in Appendix A, appropriate hospital staff as identified in the program description will take the following steps to obtain and verify the identity of the person.


A.
New Patients/Accounts

1) Require identifying information (e.g., full name, date of birth, address, insurance card, etc.), as defined in the program and departmental guides.
2) When available, verify information with insurance company’s information.

B.
Existing Accounts

1) Verify validity of requests for changes of billing address
2) Verify identification of customers before giving out any personal information

V.
Preventing and Mitigating Identity Theft


In order to prevent and mitigate the effects of Identity Theft, staff will follow the appropriate steps identified in the attached Identity Theft Red Flags Mitigation and Resolution Procedures (Appendix A).  

VI.
Program Administration

The Compliance Committee of the Board of Directors, through the Office of Business Conduct and the Chief Compliance Officer is responsible for developing, implementing, administering and updating the Program.  The Chief Compliance and Privacy Officer through the Information Security Workgroup will be responsible for developing a training program for staff identified in the Identity Theft Red Flags Mitigation and Resolution Procedures (Appendix A) as responsible for or having a role in implementing the Program.

VII.
Service Provider Arrangements

The Medical Center will require, by contract, that service providers that perform activities in connection with Covered Accounts have policies and procedures in place designed to detect, prevent and mitigate the risk of Identity Theft with regard to the Covered Accounts.   
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