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	Title:  Authentication Policy

Policy #:  PV-20
Purpose: To provide a description of the processes for the authentication of the person requesting patient information to members of the BIDMC Organized Health Care Arrangement (OHCA refer to PV – 01 Beth Israel Deaconess Medical Center Organized Health Care Arrangement)



	Policy Statement:  When using or disclosing Protected Health Information (PHI refer to PV-04 Confidentiality) the workforce (refer to PV-04 Confidentiality) of the BIDMC OHCA will make reasonable efforts to authenticate that the person to whom the information is being given is allowed to receive it. Only information relevant to the person’s involvement in the patient’s care may be released. The procedures below provide guidance for authenticating individual requesting PHI on the patient’s behalf. All communications of PHI shall be limited to the minimum amount of information necessary to accomplish the intended purpose of the disclosure (refer to PV-07 Safeguarding Protected Health Information).

Procedure(s) for Implementation:  

1. If the patient is present and has the capacity to make health care decisions, information may be disclosed to any person identified by the patient as involved in their care and allowed to receive information either by  (a) obtaining the patient’s agreement and having offered the patient an opportunity to object, or (b) reasonably inferring from the circumstances based on the exercise of professional judgment that the patient does not object. Patient agreement may be obtained orally. Only the PHI directly related to this person’s involvement with the individual’s care shall be shared. If the patient objects you are prohibited from sharing any PHI with relatives, close friends or individuals. 

2. If the individual is not present, or the opportunity to agree or object to the use or disclosure cannot practicably be provided because of the individual’s incapacity or an emergency circumstance, providers may, in the exercise of professional judgment determine whether the disclosure is in the best interest of the individual and if so, disclose only the PHI that is directly relevant to the person’s involvement with the individual’s health care. One may use professional judgment and its experience with common practice to make reasonable inferences of the individual’s best interest

3. In cases of disasters, information may be released to a public or private entity authorized by law or its charter to assist in disaster relief efforts for the purpose of coordinating with such entities.

4. In the case of inpatients at BIDMC, callers must provide the patient’s full name when requesting information about the patient.  Condition specific information will not be listed in the computerized patient directory. Requests for information will be forwarded from information desks to the location providing patient care. The condition of the patient should be given according to the guidelines recommended by the American Hospital Association (AHA):

Good – Vital signs are stable and within normal limits. Patient is conscious and comfortable. Indicators are favorable

Fair – Vital signs are stable and within normal limits. Patient is conscious but may be uncomfortable. Indicators are favorable. 

Serious – Vital signs may be unstable and not within normal limits. Patient is acutely ill. Indicators are questionable.

Critical – Vital signs are unstable and not within normal limits. Patient may be unconscious. Indicators are unfavorable.

Dead – The death of a patient is presumed to be a matter of public record and may be reported by the hospital after the next of kin has been notified or after a reasonable amount of time has passed. Information regarding the cause of death must come from the patient’s physician and a member of the immediate family or the estate administrator must approve its release.

5. In the ambulatory setting callers may request information regarding appointments or other information on behalf of patients. Release of information is based on #1 and #2 above. Prior to releasing information, the caller must be able to state the patients full name, the date of the appointment, and members of the workforce should determine in their professional judgment that the person is involved in the patient’s care and requires the information sought to assist the patient in their care. 
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