	Policy
	Default

Setting
	Proposed

Setting

	Password Required 
	None required
	Force a password

	User Can Disable Password 
	True
	User cannot disable the password requirement.



	Set Password Timeout 


	2 Min
	5 min

	Force lock when Holstered
	No
	Continue default setting.  BB will not timeout when holstered unless it has not been used for 5 minutes.

 

	User Can Change Timeout 


	True
	User will not be able to change the timeout settings.



	Password Pattern Checks 

	No Restriction
	Password must contain at least 1 alpha and 1 numeric character.



	Set Maximum Password Attempts 
	After 10 failed attempts, the device will be automatically wiped of its contents.  The counter resets to zero as soon as  a successful logon occurs.


	Continue default setting. Note: If the device is “wiped”, information of a personal nature not stored in Exchange will be lost.



	Set Maximum Password Age 


	No maximum
	Keep default.  There will be no maximum number of days when the password must be reset.



	Set Minimum Password Length 


	No minimum

	At least 4 characters

	Enable Long-Term Timeout 


	Not enabled
	Enable this setting

	Allow Resetting of Idle Timer 
	False
	false

	Periodic Challenge Time 

	Not enabled unless long-term timeout is enabled.   If the latter, this defaults to 60 minutes
	After 60 minutes, the user will be challenged for their password regardless of activity.

	Allow Outgoing Call When Locked 
	No.  If the device is locked, neither voice or data access is possible until the user logs on successfully.
	Change so neither outgoing or incoming voice calls on the BB require a logon.

	Encryption for Bluetooth, content, and attached devices
	TBD
	TBD


