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Tasks from August 2009 Standards Committee Meeting

1. Reformat certification standards recommendations to:

— Incorporate the technical requirements from the HIPAA
Security and Privacy Rules (plus ARRA) that comprise the
baseline (2011) requirements for product certification

— Clarify where options exist — that is, standards that are
required jointly (e.g., standard A + standard B) and standards
for which the implementer is given a choice (e.g., standard A
or standard B)

— Include high-level certification criteria statements
2. ldentify and recommend implementation guidance

documents to help system developers and integrators
implement the recommended standards
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Work Products Presented to the Committee Today

« Handout #1 Reformatted Standards, Timeline, and
Certification Criteria

— Requirements for certifying that products_provide the
capabilities required to support HIPAA/ARRA security and
privacy requirements and best practices for “meaningful use”

— Update submitted for approval by the full Committee

« Handout #2 Implementation guidelines for
recommended standards
— Submitted for approval by the full Committee
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Reformatted Standards — Handout #1

Functionality

Standards

Implementation Timeline

Certification Criteria

w011

2015+

Includes regulatory standards, standards developed by
Standards Development Organizations [SDOs). and standards
developed by Profle-tnf ent Organizations [PEOs)

Minimal standards for targeted year. Earler
implementation of standards speciied for 2013

PROOUCT CERTIFICATION STANDARDS

Access Control

INFRASTRUCTURE CERTIFICATION STANDARDS

—onsstent Tune

5 CFR Parts 160, 162, and 164 Health Insurance Feform: Secunity
Ssandards: Fmal Fule. Febiuary 20, 2 § 0048 20000 Access
ontred (HIFAA)

.llt\ 1907, Advanced EncrypSon Standad, Nov 2001

-HU VEREAC R 2008 HL? Verson 2 Standard: Role Based .!urv.l
ontrod [REAL] Healthcare Permissons Catalog, Felease 1

Tobeuary JO0=

1 ASES eXtensble Access Control Markup Lasguage (XACML) TV 1’

Recommendation X 1347 Felowary 2008

;‘.-l 9 ‘fll;lih‘ A\mlmﬁ Markup lmn.;.ur ISAML) vi.C QA5 lr'-
Standad, ITUTX 11410

“reesmon 1.0, March ».

_t[ TF Network Time Frotocol (Verson 2| Specificanon,
Implementation and Analysis, “Fequest for Comment” (RED) SNTF)
#1308, March, 1597 |

1ETF Simple Nebwork Time Frotocol CSNTEH Verson 4, “Reguest foe

! clober, 1

IHE ITHTE Bevision 4.0 or later, Consstent Tame [CT] imtegration
Frofile

“omenent” (RFC) 82

HIPAA + AES

T INTP or

Trust

T4 INTF or

SNTH)

o 2015 i encouraged.

HIPAA « AES »
HL? BBA
SAMEL « W

HIFAA » AES »

HLT BEAC +
YACML « SAAM

¢ WE Tremt

.0 Frovide capalslity 1o allow access ondy 1o those persons of
soltware programs that have been ranted access nghts
® Frovide capabality to avdgn a snigue name and/or number for
identifying and tr acking user identity
® Frovide capabelity 1o access necessary dlectrome protected health
dormation denng s emergenty
® Provide capabslity to terminate an electromic sesion after a
predetermined tme of inad thvity
® Frovide the capabiity to encrypt and decrypt electronc protected
health information
'lnr.uk the capability 1o encrypt data at rest uung ALS
'hundr the capability 10 represent role Based permissons as
[operationobpect] pairs, using the HLT permussion vocabudary

"vuailk the capability 10 use XATML access contred policy language
and processing model 1o record and exchange access control
’u\!m"ulmf- between weounty domains

Frovide the capability exchange uver authentication and
owthorization informaiton betueen secunty domans, usng the SAAMNL
"v e ork

Frovide the - -- fenn, and 10

cryptographecally protect messages, mcloding diptal sgeabures,

mewage digevt, message authentication, and conteat encryption

T+ INTPor
SNTF)

Frovide the capadibty 10 wie NTF 10 enable a Time Server 1o provide .
time o a Time hent

Frovide the capabibty for Time Clients that ace not gosped with &
Tane Server 10 wie SNTF 10 oblan time
Frovide the capadibty 10 synchronze Bhe e Base between multiple

actors and compaters usng the mechaniuns descnbed i the INE T

pofle

5
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Reformatted Standards — Handout #1

Functionality Standards

Implementation Timeline

Certification Criteria

w011

2013

| 2018

Includes regulatory standards, standards developed by

Minimal standards for targeted year. Earler
Standards Development Ovganizations [SDOs). and standards  implementation of standards specitied for 2013

developed by Profle-Enforcegnent Organizations [PEOs) or2015 s aged.
PROOUCT CERTIFICATION STANDARDS 1 | | |
Access Control 5 CFR Parts 160, 162, and 164 Headl wrance Beform! Secunty HIPAA « AES HIPAA « AES » HIFAA « AES + @ Frovide capalslity 1o allow access ondy 1o those persons of

Standards; Fmal Fule
ontrod (HIFAA)

oA

1208 Access

February 20, 3

Includes regulatory standards, standards
developed by Standards Development

Organizations (SDOs), and standards developed

by Profile-Enforcement Organizations (PEOSs).

HL? KBAC +
SAML « W

Trust

Sandad, 1TU T 1140

feesson 1

. March ».

INFRASTRUCTURE CERTIFICATION STANDARDS

onsstent Tine IETF Network Time Frotocol (Verson 3| Speaificaton,

Irgplementation and Analyss, “Fequest for Comment” (RED)

P130% March, 159 |

‘Il ¥ Simple Network Time frotocol CSNTEH Verson 4, “Request foe
omwnent” (RFC) 52 Clober, 1

'lHl ITHTF Bevision 4.0 or later, Consstent Tume (CT) Imtegration

Frofile

‘.
T INTF or

SNTF)

T+ INTP or
NTH)

HLT BEAC +
L L

¢ WE Tremt

T INTFor
SNTF)

software programs that have been granted access nghes

® Provide capabality to avdgn a enigue name and/or number for
identifying and tr acking user identity

® Frovide capabality 1o access necessary electrome protected health
Aormation dunng an emerpenty

® Provide capabality 1o terminate an elec tromic sevion after a
predetermined tme of inad thvity

® Frovide the capabiity 2o encrypt and decrypt electromc protected
.hv alth information

Frovide the capability 1o encrypt data at rest using ALS

.humir the capability 10 represent role Based permissons as

[operationobpect] pairs, using the HLT permussion vocabudary

.hu-.uk the capability 10 use XATML access contred policy language
and processing model 1o record and exchange access control
.l-.‘.(-un.\l»:n between weounty domains

Frovide the capability exchange uver authentication and

SuThor ization informaiton betueen secunty domans, usng the SAAMN
.h e ork

Frovide the «-—* =ay_and 1o

cryptographecally protect messages, mcloding diptal sgeabures,

mewage digevt, message authentication, and conteat encryption

Frovide the capadibty 10 wie NTF 10 enable a Time Server to provide
e o a Time hent

.hu-.ulr the capabikty for Time Clients that are not grosped with »
Tane Server 10 wie SNTF 10 oblan time

"ln'."‘f the capabibty 10 sy hronze e tine Base between multiple
actors and compaters usng the mechaniuns descnbed n the INE O

pofle

5
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Reformatted Standards — Handout #1

Functionality

Standards

Implementation Timeline

Certification Criteria

w011

2015+

Includes regulatory standards, standards developed by
Standards Development Organizations [SDOs). and standards
developed by Profle-tnf ent Organizations [PEOs)

Minimal standards for targeted year. Earler
implementation of standards speciied for 2013

PROOUCT CERTIFICATION STANDARDS

Access Control

INFRASTRUCTURE CERTIFICATION STANDARDS

—onsstent Tune
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Recommendation X 1347 Felowary 2008

;‘.-l 9 ‘fll;lih‘ A\mlmﬁ Markup lmn.;.ur ISAML) vi.C QA5 lr'-
Standad, ITUTX 11410

“reesmon 1.0, March ».

_t[ TF Network Time Frotocol (Verson 2| Specificanon,
Implementation and Analysis, “Fequest for Comment” (RED) SNTF)
#1308, March, 1597 |

1ETF Simple Nebwork Time Frotocol CSNTEH Verson 4, “Reguest foe

! clober, 1

IHE ITHTE Bevision 4.0 or later, Consstent Tame [CT] imtegration
Frofile

“omenent” (RFC) 82

HIPAA + AES

T INTP or

Trust

T4 INTF or

SNTH)

o 2015 i encouraged.

HIPAA « AES »
HL? BBA
SAMEL « W

HIFAA » AES »

HLT BEAC +
YACML « SAAM

¢ WE Tremt

.0 Frovide capalslity 1o allow access ondy 1o those persons of
soltware programs that have been ranted access nghts
® Frovide capabality to avdgn a snigue name and/or number for
identifying and tr acking user identity
® Frovide capabelity 1o access necessary dlectrome protected health
dormation denng s emergenty
® Provide capabslity to terminate an electromic sesion after a
predetermined tme of inad thvity
® Frovide the capabiity to encrypt and decrypt electronc protected
health information
'lnr.uk the capability 1o encrypt data at rest uung ALS
'hundr the capability 10 represent role Based permissons as
[operationobpect] pairs, using the HLT permussion vocabudary

"vuailk the capability 10 use XATML access contred policy language
and processing model 1o record and exchange access control
’u\!m"ulmf- between weounty domains

Frovide the capability exchange uver authentication and
owthorization informaiton betueen secunty domans, usng the SAAMNL
"v e ork

Frovide the - -- fenn, and 10

cryptographecally protect messages, mcloding diptal sgeabures,

mewage digevt, message authentication, and conteat encryption

T+ INTPor
SNTF)

Frovide the capadibty 10 wie NTF 10 enable a Time Server 1o provide .
time o a Time hent

Frovide the capabibty for Time Clients that ace not gosped with &
Tane Server 10 wie SNTF 10 oblan time
Frovide the capadibty 10 synchronze Bhe e Base between multiple

actors and compaters usng the mechaniuns descnbed i the INE T

pofle

5
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Reformatted Standards — Handout #1

Functionality Standards

Implementation Timeline

Certification Criteria

011 | 2018 | 2018

Includes regulatory standards, standards developed by
Standards Development Organizations [SDOs). and standards

Minimal standards for targeted year. Earler
implementation of standards specidied for 2013

developed by Protle-tnt t Organizations [PEOs)

PROOUCT CERTIFICATION STANDARDS

45 CFR Parts A

Standards; Fmal Fule
ontrod (MIFAA)

Access Control

February 20, 2 4104 21008 Access

162, and 164 Health Insurance Beform: Secunty

or 2015 & encouraged.

HIPAA « AES »
HL? KBAC +
SAML «+ W

HIPAA + AES

Trust

e capalality 1o allow access ondy 1o those persons o
programs that have been granted access nghts

gabadity to avdgn a enigue name and/or number for

Ur ot bimg user identity

Minimal standards for targeted year.
Earlier implementation of standards
specified for 2013 or 2015 is encouraged.

FS 107, Advanced EncrypSon Standard, Nov 2001
HL? V3 RBAC, RY-J standad: Role Based Access
ontrod [REAL] Healthcare Permissons Catalog, Felease 1

2 HL? Verson 2
Tobeuary JO0=
ASES extensile Access Control Markup Lasguage (CACMLYL ITOLT

Recommendation X 1347 Felbowary 2

ALK Security Assertion Markup Language [SAML) v)
Standad, ITU T X 1142

feesson 1

. March ».

Frovide the capabiity 10 represent role Based permissions as

[operationobpect] pairs, using the HLT permussion vocabudary

'hundc the capability 10 use XATML access contred policy language
and processing model 1o record and exchange access control
dormation between weounity domains

.hu-.ulr the capability exchange uver authenlication and

SuThor ization informaiton betueen secunty domans, usng the SAAMN
framework
'hu.u’v the - =~

=ax_and 1o

cryptogr aphec ally protect messages, mcloding diptal sgeatures,

mewage digevt, mewage authentication, and contest encryption

INFRASTRUCTURE CE._“‘OCAYION STANDARDS
onsstent Tune IETF Network Time Frotocol (Verson 3] Specificaton, T+ INTPor T+ INTP or T+ INTPor  Frovide the capabibty 10 wie NTF 10 enable a Time Server 1o provide
Irgplementation and Analyss, “Fequest for Comment” (RED) SNTH) SNTH) SNTH) e 2o a Tine et

¥130% March, 159,

1ETF Simple Nebwork Time Frotocol CSNTEH Verson 4, “Reguest foe

omwnent” (RFC) 52 Clober. 1
IHE ITHTF Bevision 4

Frofle

D or later, Consatent Time (CT) Imtegration

Frovide the capabibty for Time Clients that ace not gosped with &
Tane Server 10 wie SNTF 10 oblan time
Frovide the capabibty 10 sy hronize Bhe e Base between multiple

actors and compaters usng the mechaniuns descnbed i the IME T

profle

5
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Functionality

Standards

Implementation Timeline
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Includes regulatory standards, standards developed by
Standards Development Organizations [SDOs). and standards
developed by Profle-tnf ent Organizations [PEOs)

Minimal standards for targeted year. Earler
implementation of standards speciied for 2013

PROOUCT CERTIFICATION STANDARDS

Access Control

INFRASTRUCTURE CERTIFICATION STANDARDS

—onsstent Tune

5 CFR Parts 160, 162, and 164 Health Insurance Feform: Secunity
Ssandards: Fmal Fule. Febiuary 20, 2 § 0048 20000 Access
ontred (HIFAA)

.llt\ 1907, Advanced EncrypSon Standad, Nov 2001

-HU VEREAC R 2008 HL? Verson 2 Standard: Role Based .!urv.l
ontrod [REAL] Healthcare Permissons Catalog, Felease 1

Tobeuary JO0=

1 ASES eXtensble Access Control Markup Lasguage (XACML) TV 1’

Recommendation X 1347 Felowary 2008
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#1308, March, 1597 |
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! clober, 1

IHE ITHTE Bevision 4.0 or later, Consstent Tame [CT] imtegration
Frofile

“omenent” (RFC) 82

HIPAA + AES

T INTP or
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T4 INTF or

SNTH)
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HIPAA « AES »
HL? BBA
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HIFAA » AES »

HLT BEAC +
YACML « SAAM

¢ WE Tremt
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[operationobpect] pairs, using the HLT permussion vocabudary

"vuailk the capability 10 use XATML access contred policy language
and processing model 1o record and exchange access control
’u\!m"ulmf- between weounty domains
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time o a Time hent
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Reformatted Standards — Handout #1

Functionality Standards Implementation Timeline Certification Criteria
011 | 2018 | 2018
Includes regulatory standards, standards developed by © Minimal standards for targeted year. Earfer
Standards Development Ovganizations [SDOs). and standards  implementation of standards specitied for 2013
developed by Profle-tnt ¢ Organtzations [PEOs) or 2015 i encouraged.

Product Certification Standards (derived from HIPAA Privacy and Security Rules)

L T8 LT ¥ W prowi e e INTE0 LSS DT
ontrod (MIFAA) SAML « W XACML « SAMML @ Frovide capabality to avdgn a snigue name and/or number for
Trust CWE Tiest  identifying and tracking user identity

® Frovide capabelity 1o access necessary dlectrome protected health
Aormation dunng an emerpenty

® Provide capabality 1o terminate an elec tromic sevion after a
predetermined tme of inad thvity

® Frovide the capabiity 1o encrypt and decrypt electronic protected

health information

FS 107, Advanced EncrypSon Standard, Nov 2001 Frovide the capability 1o encrypt data at rest using ALS
ML V3 REAC, RY- 2008 HL? Verson 2 Standard: Role Based Access Frovide the capabiity 10 represent role Based permissions as
ontrod [REAL] Healthcare Permissons Catalog, Felease 1 [operationobpect] pairs, using the HLT permussion vocabudary

Tobeuary JO0=
ASES extensile Access Control Markup Lasguage DGACMLL ITOLT Frovide the capability 10 use XACML access contrad policy language
.

Recommendation X 1347 Felowary 2 and processing model 1o record and exchange access control

wformation between weournity domains

ALK Security Assertion Markup Language [SAML) v) ASIS | .hu-.ulr the capability exchange uver authenlication and
Standad ITU T X 1142 SuThor ization informaiton betueen secunty domans, usng the SAAMN
framework
feesson 1.1, March - | .hu.u’v the « o>t fenn and 10

cryptographecally protect messages, mcloding diptal sgeabures,

Infrastructure Certification Standards (needed to support meaningful use)

Irgplementation and Analyss, “Fequest for Comment” (RED) SNTH) NTH) SNTH) e 2o a Tine et
#1308, March, 159; | }
‘Il ¥ Simple Network Time frotocol CSNTEH Verson 4, “Request foe Frovide the capabibty for Time Clients that ace not gosped with &
omment” (RFC) 82030, Cctober, 179904 | Tane Server 10 wie SNTF 10 oblasn e
'lHl ITHTE Bevision 4.0 o later, Consastent Tume (CT) Imtegration "ln'."‘f the capabibty 10 sy hronze e tine Base between multiple
Frofile actors and compaters usng the mechaniuns descnbed n the INE O
profle

5
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Notable Changes

Justification

IHE ATNA required for 2011

ARRA requirement for accounting of
disclosures

Kerberos/EU authentication allowed
only in 2011

Pending change in federal policy will
prohibit the use of Kerberos for
authentication in federal systems

Choice among XDS suite (XDS.b,
RegQuery, ebXML RIM, and ebRS);
XDR; XCA; and XDM for reliably
exchanging electronic health records;
Basic SC112 for 2011

Need for clarification among choices
for document exchanges; need to
add basic document exchange for
2011 (SC112)

Allow (SOAP + WS-Security) or
REST for profiles that provide
implementation guidance

Need to constrain use of REST
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Implementation Guidance Selection

 Recommend clear guidance that is most likely to
produce real interoperability between enterprises

- Draw from any of the following documentation sets
(from highest to lowest priority):

1. HITSP Tiger Team products (capabilities, service
collaborations)

2. HITSP use-case-based constructs (Interoperability
Specifications, Transaction Packages, Transactions,
Components)

3. IHE Profiles or profiles produced by other profiler-enforcer
organizations

4. Standards published by SDOs
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Recommended Implementation Guidance — Handout #2

Functionality Standards

implementation Guidance (2011)

Implementation Guidance (2013-2015) Gaps, Notes, Comments,

and Future Enhancements

PRODUCT CERTIFICATION STANDARDS

(43 CFR Farts 100, 162, and 104 Mead®h Inuirance
Fefoem: Security Standards: Final Sube. Felevary 20
2 214 ontrod (HIPAN

FIPS 107, Advenced Encryplion Standard, Nov 2001

Access Controd

1218 Access

.

ML VI R ! Standaed: Role
Based Access

atalog, Fedeaw 1, Tebeuary 2008

12
ontrol (REAC) Healthcare Permmessons

= ML Verwon

ASE eXtenadle Access Control Markep Language
OGACANL TTULT Becommendation X 1142, Febouary

.

NET SISO

Technologes for End User Devices

e to Storage Encryplion

-l(ll'l,v'-- 10% - Accews Control |Uving any
mplementation of KEAZ Bat supports permessons
_'lfﬂ the ML? permivsions ¢ stalog)
HITSP/SC108
policy i competable form wsing healttcare pecdic healthcare specific XML schema,

Access Control [exchangng pervacy [ Contingent on availabedity of

user alibutes, role codes, elc

AL schema)

$ 4
WITSP /5108 ontingent on availabadity of

ASES Security Asserlion Markup Language [SAML) Accew Control [Ukng C10/5AMm1L
vi ASE Standard, ITU-T X 134) e tons supporting healthoace specific attribute | healthcare specilic XML schema,
whema) user ateButes role codes, olc
+ 4 L

ASES WS Trust Vervon 1.0, March J007 WITSR/ 5008 - Access Control [Supportng ontingent on availabiity of
federated identity domains through use of W healtheare specific XML schema,
Trust channel hetween identity providers) user attrButes role codes, etc

Andit A5 CFR Farts 160, 162, and 164 Headth rourance

Feform: Secunity “tandards Final Fule. Febvuary 20

2003, §164.512(b) Audit Controls [MIPAA)
A0 o Mater Ruscdin ¥ L 3 57w Secwnity Apdn
'lt TF Cryptographic IWessage Syntas (CMS)], RFC 2630, .mlzl."ll) SO e COmmune OIS Crvesseer
294
INFRASTRUCTURE Cll"jll(‘A"ON STANDARDS :
onsstent Time IETF Network Time fvotocol [Version 2) Specification, | HITSP/ TG “onustent Time
Implementation and Analyws, “Feguest for Comment”™
(RFC) #1305, March, 1993 |
'll 17 Svgle Network Tane Frotocol [SMNTH Verson 4,  NITSP/ T onustent Time
"hhquf\( for Comment” (RKEC) 820 wlober, 1004 |
IHE ITHTF Bevidon 4.0 or Later, Consdstent Tame (CT) T HITSR/ T “ongstent Time

Integration frofile

. .
. .
‘ )
4 +

Document Lachange MITSE 50132 - Mealthe ace Document Managemont
}

LLLLE . S

Mealthc are Locument Management
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Recommended Implementation Guidance — Handout #2

Functionality Standards

Gaps, Notes, Comments,
and Future Enhancements

Implementation Guidance (2013-2015)

PRODUCT CERTIFICATION STANDARDS

|43 CER Parts 100, 162, and 104 Meadth Inunance
Fefoem: Security Standards: Final fule. Feleuary 20
L 2104 ontrod (HIPAN
FIFS 107, Advanced Encryplion Standard, Nov 2

Access Controd

1218 Access
1

NLZ VT R Stand

Based Access

Implementation guidance for those
standards required by 2011

H1-200% ML Verwon
ontrol (REAC) Healthcare

1
s fou End User Devices

wide to Storage Encryplion

MITSRSSC108 - Accens Control |Using any
mplementation of KEAC Bat supports permesseons
froms the ML) permisdions ¢ stalog)

HITER/SCA08
policy i competable form wsing healttcare pecdic healthcare specific XML schema,

Access Control [exchangng pervacy | Contingent on availabedity of

AL schema) user alButes, role codes, elc

WP SSC108 10/5aMm1 ontingent on aveilabedity of

AeINONSs supporting healthcace specilic atiribute

Accews Control |Uung
healthtare specific XML schema,

whema) user ateButes role codes, olc

ASES WS Trust Vervon 1.0, March J007 WITSR/ 5008 - Access Control [Supportng ontingent on availabiity of
federated identity domains through use of W healtheare specific XML schema,
Trust chaonel hetween identity providers) user attrButes role codes, etc
Andit A5 CFR Farts 160, 162, and 164 Headth rourance

Feform: Secunity “tandards Final Fule. Febvuary 2
2003, §164.512(b) Andit Controls [MIPAA)

4
A0 o later Rusdis > S VAT e

IETF Cryptographic Iessage Syntas (CME) RFC 2630, HITSI/TY?

247

INFRASTRUCTURE CERTIFICATION STANDARDS |
IETF Network Time fvotocol [Version 2) Specification, | HITSP/ T

.

onwstent Time
Implementation and Analyws, “Feguest for Comment”™

(RFC) #1305, March, 1993 |

’ll 17 Svgle Network Tane Frotocol [SMNTH Verson 4,  NITSP/ T

"Request for Comment” (REC) 820 wlober, 1

‘M( ITHTF Bevidon 4 0 or later, Consistent Tame (CT) .“ll P/

Integration Frofile

oo e Lommurnecahons

secwnity Asdin

onsstent Time

onustent Time

ongstent Tine

Healthc ace Document Managemeont 13

Document Lachange Mt SO ISP
} 4

Mealthc are Locument Management
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Recommended Implementation Guidance — Handout #2

Functionality Standards
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Fefoem: Security Standards: Final Sube. Felevary 20
2 214 ontrod (HIPAN

FIPS 107, Advenced Encryplion Standard, Nov 2001

Access Controd

1218 Access

.

ML VI R ! Standaed: Role
Based Access

atalog, Fedeaw 1, Tebeuary 2008

12
ontrol (REAC) Healthcare Permmessons

= ML Verwon

ASE eXtenadle Access Control Markep Language
OGACANL TTULT Becommendation X 1142, Febouary

.

NET SISO

Technologes for End User Devices

e to Storage Encryplion

-l(ll'l,v'-- 10% - Accews Control |Uving any
mplementation of KEAZ Bat supports permessons
_'lfﬂ the ML? permivsions ¢ stalog)
HITSP/SC108
policy i competable form wsing healttcare pecdic healthcare specific XML schema,

Access Control [exchangng pervacy [ Contingent on availabedity of

user alibutes, role codes, elc

AL schema)

$ 4
WITSP /5108 ontingent on availabadity of

ASES Security Asserlion Markup Language [SAML) Accew Control [Ukng C10/5AMm1L
vi ASE Standard, ITU-T X 134) e tons supporting healthoace specific attribute | healthcare specilic XML schema,
whema) user ateButes role codes, olc
+ 4 L

ASES WS Trust Vervon 1.0, March J007 WITSR/ 5008 - Access Control [Supportng ontingent on availabiity of
federated identity domains through use of W healtheare specific XML schema,
Trust channel hetween identity providers) user attrButes role codes, etc

Andit A5 CFR Farts 160, 162, and 164 Headth rourance

Feform: Secunity “tandards Final Fule. Febvuary 20

2003, §164.512(b) Audit Controls [MIPAA)
A0 o Mater Ruscdin ¥ L 3 57w Secwnity Apdn
'lt TF Cryptographic IWessage Syntas (CMS)], RFC 2630, .mlzl."ll) SO e COmmune OIS Crvesseer
294
INFRASTRUCTURE Cll"jll(‘A"ON STANDARDS :
onsstent Time IETF Network Time fvotocol [Version 2) Specification, | HITSP/ TG “onustent Time
Implementation and Analyws, “Feguest for Comment”™
(RFC) #1305, March, 1993 |
'll 17 Svgle Network Tane Frotocol [SMNTH Verson 4,  NITSP/ T onustent Time
"hhquf\( for Comment” (RKEC) 820 wlober, 1004 |
IHE ITHTF Bevidon 4.0 or Later, Consdstent Tame (CT) T HITSR/ T “ongstent Time

Integration frofile

. .
. .
‘ )
4 +

Document Lachange MITSE 50132 - Mealthe ace Document Managemont
}

LLLLE . S

Mealthc are Locument Management

Monday, September 14, 2009




Recommended Implementation Guidance — Handout #2

Functionality Standards

implementation Guidance (2011) ] Implementation Guidance (2013-2015)

Gaps, Notes, Comments,

: ‘\ and Future Enhancements

PRODUCT CERTIFICATION STANDARDS

Access Controd '~|‘ PR Farts 300, 362, and 104 Mool lnurance
Fefoem: Security Standards: Final fule. Feleuary 20
d 214

FIPS 107, Advenced Encryplion Standard, Nov 2001

1218 Access Contred [HIPAA

NLZ VI RBAC, K12

Based Access Control (READ) Heathcare Permessons

= ML) Verwon tandaed: Role
aslog, Fedeaw 1, Tebeuary 2008
ASE eXtenadle Access Control Markep Language
ICACANL TTULT Becommendation X 3142, Febowary
<
ASE Secunity Asserbon Markup Language [SAML)
vi ASE Standard, ITU-T X 134)

ASES WS Trust Vervon 1.0, March J007

NET SIS

m

Technobogees for End User Devices

e o Storage Eacryplion

MITSPSSC108 - Accems Co

mplementation of KEA

anvy

PETITRssesins

_lv om the ML7 permivdions ¢
WITSF S SC108
policy n compatable form

Addess Lon & prrvacy

XA schema)

WITSP /50108 - Accens Cont
IO Supporting health

whema!

TSRS SC10M - Access Conltr

Andit A5 CFR Farts 160, 162, and 164 Headth rourance

Feform: Secunity Standards: Final Fule. Febvuary 2

Implementation guidance for those
standards required for 2013-2015, and
optional for 2011

ontingent on availabsdity of
weodc healthcare specific XML schema,

user alButes, role codes, elc
ontingent on aveilabedity of
healthcare specilic XML schema,

user ateButes, role codes, otc

ontingent on availabdity of

¢ XML schema,

le codes, et

2003, §164.512(b) Andit Controls [MIPAA)
A0 o Baten Busclin s L O | ity Au
'Ii TF Cryptographic Message Syntax (CMS], RFC 2620, .Nll PIM17 - Secwe Communic aUONS Crvsvwr |
¥
INFRASTRUCTURE CERTIFICATION STANDARDS [
onwstent Time IETF Network Time Frotocol [Version 2) Specification, | HITSP/ T onustent Time
Implementation and Analyws, “Feguest for Comment
(RFC) #1305, March, 1993
} ' ' ' ’
117 Shvgle Network Tame Frotocol [SMNTH Verson 4, HITSP/ T onustent Time
"’-hauh! foe Comment” [REC) 820 lober, 1
IHE ITHTF Bevidon 4.0 or later, Consdstent Tame (CT) .Nll P/ onsstent Time | |
Integration Frofile
Document Lachange .NII‘-I /50132 - Healthe ace Document Management .vm P11 - Mealthe are Document Management

Monday, September 14, 2009




Recommended Implementation Guidance — Handout #2

Functionality Standards

implementation Guidance (2011)

Implementation Guidance (2013-2015) Gaps, Notes, Comments,

and Future Enhancements

PRODUCT CERTIFICATION STANDARDS

(43 CFR Farts 100, 162, and 104 Mead®h Inuirance
Fefoem: Security Standards: Final Sube. Felevary 20
2 214 ontrod (HIPAN

FIPS 107, Advenced Encryplion Standard, Nov 2001

Access Controd

1218 Access

.

ML VI R ! Standaed: Role
Based Access

atalog, Fedeaw 1, Tebeuary 2008

12
ontrol (REAC) Healthcare Permmessons

= ML Verwon

ASE eXtenadle Access Control Markep Language
OGACANL TTULT Becommendation X 1142, Febouary

.

NET SISO

Technologes for End User Devices

e to Storage Encryplion

-l(ll'l,v'-- 10% - Accews Control |Uving any
mplementation of KEAZ Bat supports permessons
_'lfﬂ the ML? permivsions ¢ stalog)
HITSP/SC108
policy i competable form wsing healttcare pecdic healthcare specific XML schema,

Access Control [exchangng pervacy [ Contingent on availabedity of

user alibutes, role codes, elc

AL schema)

$ 4
WITSP /5108 ontingent on availabadity of

ASES Security Asserlion Markup Language [SAML) Accew Control [Ukng C10/5AMm1L
vi ASE Standard, ITU-T X 134) e tons supporting healthoace specific attribute | healthcare specilic XML schema,
whema) user ateButes role codes, olc
+ 4 L

ASES WS Trust Vervon 1.0, March J007 WITSR/ 5008 - Access Control [Supportng ontingent on availabiity of
federated identity domains through use of W healtheare specific XML schema,
Trust channel hetween identity providers) user attrButes role codes, etc

Andit A5 CFR Farts 160, 162, and 164 Headth rourance

Feform: Secunity “tandards Final Fule. Febvuary 20

2003, §164.512(b) Audit Controls [MIPAA)
A0 o Mater Ruscdin ¥ L 3 57w Secwnity Apdn
'lt TF Cryptographic IWessage Syntas (CMS)], RFC 2630, .mlzl."ll) SO e COmmune OIS Crvesseer
294
INFRASTRUCTURE Cll"jll(‘A"ON STANDARDS :
onsstent Time IETF Network Time fvotocol [Version 2) Specification, | HITSP/ TG “onustent Time
Implementation and Analyws, “Feguest for Comment”™
(RFC) #1305, March, 1993 |
'll 17 Svgle Network Tane Frotocol [SMNTH Verson 4,  NITSP/ T onustent Time
"hhquf\( for Comment” (RKEC) 820 wlober, 1004 |
IHE ITHTF Bevidon 4.0 or Later, Consdstent Tame (CT) T HITSR/ T “ongstent Time

Integration frofile

. .
. .
‘ )
4 +

Document Lachange MITSE 50132 - Mealthe ace Document Managemont
}

LLLLE . S

Mealthc are Locument Management

Monday, September 14, 2009




Selected Guidelines — HITSP Tiger Team Products

« HITSP Capabilities
— CAP119 — Communicate Structured Document
— CAP120 — Communicate Unstructured Document
— CAP143 — Managing Consumer Preferences & Consents

« HITSP Service Collaborations

— SC108 — Access Control
— SC109 — Security Audit
— SC112 — Healthcare Document Management
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Selected Guidelines — HITSP Constructs

« HITSP Components
— C19 — Entity Identity Assertion
— €25 — Anonymize (for Biosurveillance and Quality)
— (€26 — Nonrepudiation of Origin
— C87 — Anonymize Public Health Case Reporting Data
— C88 — Anonymize Immunizations and Response Management Data

« HITSP Transactions
— T16 — Consistent Time
— T17 — Secure Communications Channel
— T24 — Pseudonymize
— T64 — Personnel White Pages
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Selected Guidelines — Other

- |HE

— EUA Integration Profile
— ITI-TF Volume 2: Appendix V (Web Services for IHE
Transactions)

* NIST SP800-111 - Guide to Storage Encryption
Technologies for End User Devices
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